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Preface

This volume contains the post-proceedings of the Third International Workshop
on Formal Aspects in Security and Trust (FAST 2005), held in Newcastle upon
Tyne, July 18-19, 2005. FAST is an event affiliated with the Formal Methods
2005 Congress (FMO05).

FAST 2005 aimed at continuing the successful effort of the previous two
FAST workshop editions for fostering the cooperation among researchers in the
areas of security and trust. The new challenges offered by the so-called ambi-
ent intelligence space, as a future paradigm in the information society, demand
for a coherent and rigorous framework of concepts, tools and methodologies to
increase users’ trust&confidence in the underlying communication/interaction
infrastructure. It is necessary to address issues relating to both guaranteeing se-
curity of the infrastructure and the perception of the infrastructure being secure.
In addition, user confidence in what is happening must be enhanced by devel-
oping trust models which are not only effective but also easily comprehensible
and manageable by users.

FAST sought original papers focusing on formal aspects in: security and
trust policy models; security protocol design and analysis; formal models of
trust and reputation; logics for security and trust; distributed trust management
systems; trust-based reasoning; digital assets protection; data protection; privacy
and ID issues; information flow analysis; language-based security; security and
trust aspects in ubiquitous computing; validation/analysis tools; Web service
security/trust/privacy; GRID security; security risk assessment; case studies etc.

This volume contains revised versions of 17 papers selected out of 37 sub-
missions and the extended abstract of one invited contribution. Each paper was
reviewed by at least three members of the international Program Committee
(PC).

We wish to thank the PC members for their valuable efforts in properly
evaluating the submissions, and the FM05 organizers for accepting FAST as an
affiliated event and for providing a perfect environment for running the work-
shop.

Thanks are also due to BCS-FACS and IIT-CNR for the financial support
for FAST 2005.

October 2005 Theo Dimitrakos
Fabio Martinelli

Peter Y.A. Ryan

Steve Schneider

FAST 2005 Co-chairs
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Voting Technologies and Trust
(Extended Abstract)

Brian Randell and Peter Y. A. Ryan

School of Computing Science, University of Newcastle upon Tyne
{brian.randell, peter.ryan}@ncl.ac.uk

In this extended abstract we describe initial steps towards a secure voting scheme that
could gain as high a level of public trust as is achieved by the existing UK voting
scheme. Such a scheme would, we suggest, need to be regarded by the general public
as being as understandable as well as at least as trustworthy (i.e. dependable and
secure) as the system they are already used to. Note that trustworthiness is a
necessary, but by no means always sufficient condition for achieving trusted status.
The challenge we are addressing is thus as much a socio-technical as a technical one.

The present-day voting process used in the UK national elections is a manual one
which involves the use of pre-printed paper ballots. These have a column of
candidates’ names printed down the left-hand column, and a right-hand column which
provides a corresponding set of boxes in which a vote or votes can be marked. The
entire voting process takes place under the close supervision of a set of independent
officials and, in the case of the vote-counting process, also representatives of the rival
candidates, under the protection of a strict legal regime.

Voters must previously have ensured that their names are on the electoral register.
They have to cast their votes at a particular voting station, and each such station has a
list of the voters who are registered to vote there. This list is marked as each voter is
given a ballot paper. Thus the same individual attempting to vote more than once, or
different individuals trying to vote using the same identity, especially at the same
voting station, is fairly readily detected, though using means which cause some to
have concerns regarding vote secrecy.

The current level of trust in the manual system used in UK national elections
appears to be due to its many years of largely unchallenged use, and the fact that the
general public can readily understand the system. The fact that it involves a large
number of independent,. and probably rather hostile, observers, suggests that a
large number of votes cannot be subverted (changed, replicated or lost) other than by
the malicious activities of a large number of individuals, who would have to act for
the most part in collusion. This has led us to propose a rather simplistic but useful and
generally understandable measure of the merit of a voting system that we term its
insubvertibility, a robustness-related characteristic that is assessed by dividing the
number of votes that could be altered, faked or lost into the number of people who are
needed to achieve such alteration, faking or loss.

We take ballot secrecy, insubvertibility and understandability as the key
characteristics that need to be maximised. These are all too easily undermined by ill-
thought-out schemes of electronic voting, in which a very small number of people in
the right position might well be able to subvert the entire election! The approach we

T. Dimitrakos et al. (Eds.): FAST 2005, LNCS 3866, pp. 1-4, 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 B. Randell and P.Y.A. Ryan

take is to explore some possible improvements to the existing manual UK voting
system, in particular with regard to vote secrecy, accuracy and overall system
efficiency (via the introduction of automation), without compromising the system’s
existing merits. In this extended abstract we describe just the initial step in this
exploration.

In order to improve the voter secrecy provided by the existing manual system we
suggest use of a ballot paper based on that used in the Prét & Voter scheme'. In this
scheme:

e the ballot papers are perforated vertically so that the column with the list of
candidates can readily be separated from that on which the voter has recorded her
vote,

e the order in which the candidates are listed varies randomly from ballot paper to
ballot paper, and

e the voter is allowed to choose a ballot paper for herself at random from a large
well-shuffled bundle of such papers.

However, as shown in the Figure, and in contrast to the Prét 2 Voter scheme, at the
foot of each column is printed a unique vote identification number (VIN). The left-
hand column of the ballot paper (LHC) constitutes a vote receipt that can be retained
by the voter, while the right-hand portion (RHC) is carried forward into the vote
counting process. Although the LHC does not, once separated from the RHC, provide
any indication of how the voter cast her vote, it does provide an identifiable record of
the fact that a vote has been cast.

The crucial aspect of our scheme, inspired by the cryptographic technique involved
in the Prét & Voter scheme, is that the RHC is, in effect, a so-called “scratch card”, in
that it contains a small rectangle of opaque coating which is initially obscuring a pre-
printed code. This code (OCN) identifies the order in which the candidates’ names
were printed in the left-hand column. The copy of the VIN at the foot of this RHC is
printed on this opaque coating. This coating can be scratched off, simultaneously
destroying the VIN and revealing the OCN.

As well as permitting the voter to choose her own ballot paper at random, she
would also be permitted — indeed encouraged — to take other ballot papers and
(1) assure herself that they varied with regard to the ordering of the candidates,
(ii) scratch off the VINs (thereby invalidating their use as ballots) and verify that the
revealed OCNs match the order of the candidates. (Such testing and discarding of
RHC:s should be done under the supervision of the polling station officials to prevent
multiple voting.).

Actual vote casting requires the voter to proceed to a booth with a single ballot
paper with its VIN strip still intact. In the booth, she indicates her vote by placing a
cross in the appropriate cell on the RHC against the candidate of her choice in the
usual fashion. She then splits the ballot paper along the perforation down the middle

' David Chaum, Peter Y.A. Ryan and Steve A. Schneider. A Practical, Voter-verifiable
Election Scheme. Proc. 10th European Symposium on Research in Computer
Security - ESORICS. Springer Verlag (2005).



Voting Technologies and Trust 3

LHC RHC LHC RHC
T Y !
3 - Jones 1 3 - Jones i t
+ "I
5 - Smith ' 5 - Smith P
i B | i
1 - Clark ! 1- Clark L
! T
! 7 - Brent ! ’
7 - Brent ) - Bren ; '
i [
4 - Loyd i 4 - Lioyd Pt X
t + ¢
6 - Evans ] 6 - Evans ] '
. § i
2 - Wain t 2 - Wain U
' [
722163903 | 722163003 : 3517462
(VIN) ' (VIN) : X (OCNj)
i
Blank Voting Slip Vote Receipt Countable Vote

Fig. 1. A ballot paper — before voting and after it has been split and its OCN made visible

and, leaving the scratch strip intact so as to preserve the secrecy of her vote, posts the
RHC into a locked ballot box. When the vote casting period has ended, the secure
boxes of votes (RHCs) are taken from each voting station to a vote counting centre. In
order to interpret the vote value encoded on each RHC, the VIN strip must be
scratched off under supervision. (This is so as to minimise the possibility that ballots
are lost, altered or injected whilst at the same time ensuring that no-one can link the
VIN numbers to the resulting ballot papers reveal the OCN hidden underneath.)
Before the RHCs have their VINs scratched off, however, the VINs would be
recorded and published (e.g. via a secure web bulletin board) so that each voter can
use her vote receipt to check that her vote was indeed entered into the counting
process.

Once their OCNs have been revealed the RHCs can be used in a near-conventional
process of (well-scrutinised) manual vote counting. Given the general public’s
experience of and trust in scratch cards (which are likely to be even more familiar to
them than ballot papers) and in the act of shuffling playing cards, we believe that this
vote counting process and indeed the whole voting scheme could gain a level of
acceptance from the public regarding its overall trustworthiness comparable to that
enjoyed by the manual scheme that is currently in use in the UK. The additional vote
secrecy it provides should also be manifest to the general public.

However, major trust concerns arise when one moves away from the use of paper
ballots either partly (in that paper voting receipts might still be retained) or
completely, so that the vote casting as well as counting is all done essentially
invisibly, e.g. electronically. Even if the public have good reason to believe that
electronic versions of their votes are reaching the vote counting process safely, the
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problem is to provide the public with continued reason to trust a vote counting
process that is not directly visible to ordinary officials and scrutineers.

For example, vote counting machines, or indeed voting machines, i.e. DRE (direct
recording electronic) devices, that have a conventional general-purpose computer and
operating system incorporated into them are problematic and likely to remain
controversial. Their use normally requires a degree of trust that the more technically-
aware voters in particular are, quite correctly, likely to be reluctant to provide. Indeed,
with electronic votes various forms of “online” manual checking by multiple
observers will normally have to be replaced or supplemented by (i) prior checking of
the design of possibly very sophisticated algorithms and devices, and (ii) ensuring the
continued relevance of the results of these checks up to and during the actual voting
process.

The Voter Verifiable Paper Audit Trail (VVPAT) scheme has therefore been
advocated as an adjunct to an electronic voting casting and counting system. Such an
approach depends on somehow ensuring (i) that the audit trail mechanism, rather than
the actual voting system per se, is adequately trustworthy, and (ii) that recourse will
be had to this audit trail mechanism whenever necessary.

An alternative approach is to use cryptographic mechanisms to make the counting
process highly transparent and auditable, within the constraints of ballot secrecy, and
to make the auditing processes public and open to scrutiny— this is the approach taken
in the Prét & Voter scheme, for example. However, although with such voting
schemes the computers and the software involved need not be trusted, the arguments
for the trustworthiness of the overall voting system are subtle and require specialist
knowledge in order to be properly appreciated.

In our full paper, to appear in the IEEE Journal of Security & Privacy, we go on to
explore various developments of the basic scratch-card system, in a series of steps
towards actual e-voting. However, we have deliberately tried - in pursuit of user
acceptance and trust - to retain the familiarity and simplicity of current well-accepted
devices and systems. As a result, in most of our proposals we have deliberately sought
to retain at least some use of paper, and to avoid, or at least minimize the use of,
electronics and computers.
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Abstract. Most of the previous comparisons of formal analyses of se-
curity protocols have concentrated on the tabulation of attacks found or
missed. More recent investigations suggest that such cursory comparisons
can be misleading. The original context of a protocol as well as the oper-
ating assumptions of the analyst have to be taken into account before con-
ducting comparative evaluations of different analyses of a protocol. In this
paper, we present four analyses of the Zhou-Gollmann non-repudiation
protocol and trace the differences in the results of the four analyses to the
differences in the assumed contexts. This shows that even contemporary
analyses may unknowingly deviate from a protocol’s original context.

1 Introduction

The observations derived from the comparative evaluation of formalisations and
analyses of the Needham-Schroeder public key and shared key protocols [1] sug-
gest that different protocol models affect the resulting analysis results, to the
extent that it explains why some analyses fail to find attacks detected by other
methods [2]. Although it is now generally accepted that this explains the previ-
ously undocumented attack discovered by Lowe [3] on the Needham-Schroeder
public key protocol, the wider effects of protocol models have not been always
considered in previous comparisons of protocol results. This results in the con-
tinued misinterpretation of a protocol’s security particularly when it is implicitly
assumed that different analyses are directly comparable without recourse to the
details of their protocol models.

Contemporary protocols encompass a larger scope. Some attempt to offer
security guarantees that do not fit traditional definitions of authentication, con-
fidentiality or integrity. The scope of newer protocols is broader, their properties
often more complex and the implementation details more convoluted. This pro-
vides a richer ground for misinterpretation of requirements and conflicts in both
formalisation and implementation. Intuition suggests that if differences in for-
malisation are already observed in relatively simple protocols such as those in the
Needham-Schroeder family, then the more recent and more complex protocols
are even more susceptible to the production of different protocol models, and pos-
sibly, to different analysis results. In this paper we present the Zhou-Gollmann
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Non-repudiation protocol as an example of a contemporary, non-conventional
security protocol where differences in the results from several analyses are at-
tributed to changes in the assumed protocol context.

2 The Zhou-Gollmann Non-repudiation Protocol

The Zhou-Gollmann non-repudiation protocol [4] was analysed by its authors us-
ing the SVO logic [5], by Schneider using CSP/FDR [6] and by Bella and Paulson
using the Isabelle theorem prover [7]. These analyses did not report the more
recent attacks reported by Giirgens and Rudolph [8] using asynchronous prod-
uct automata (APA) and the simple homomorphism verification tool (SHVT).
The primary cause for the conflicting results is in the differences in assump-
tions among the four analyses with respect to the storage of evidence and the
behaviour of participants, particularly the trusted third party (TTP).

Non-repudiation is a fairly new security requirement compared to authenti-
cation and confidentiality. As such, there are fewer protocols that provide this
property; there are even fewer formal analyses of these protocols. The Zhou-
Gollmann (ZG) protocol [4] is unique in the sense that there are several existing
analyses of it; this allows us to compare how different methods formalise the new
concept of non-repudiation.

Non-repudiation is the property wherein both the message sender and re-
cipient obtain evidence of having sent or received a message, respectively. This
evidence must be independently verifiable by a third party. Evidence of receipt
is given to the message sender to prove that the recipient has received a message.
Evidence of origin is given to the message recipient to prove that the sender has
indeed sent a message.

In the ZG protocol, there is an additional requirement of fairness. It should not
be possible for either sender or recipient to be in a more advantageous position
over the other. Fairness ensures that both evidence of receipt and origin can only
be held after the protocol completes. If one party abandons a protocol session,
no acceptable evidence must be generated for that session.

The ZG protocol is shown in Figure 1. Note that, even if the commitment
C is produced via the encryption of the message M with key K, this is not
undertaken to ensure message secrecy. Rather, the commitment is first sent to
the recipient who signs it and returns it to the sender. Both the sender and
recipient’s signature on this commitment and its corresponding label L comprises
the first part of the evidence of receipt and evidence of origin respectively. To
complete both evidence, the sender and recipient must individually obtain con_K
from the trusted third party via an ftp-get operation.

If A denies having sent the message M, B presents to the judge M, C, L, K,
EOO and con_K. The judge will check if [4]:

— con_K was signed by the TTP.
— EOO was signed by A.
- M ={C}x



