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Preface

We would like to express a hearty welcome to all the participants of the 6th In-
ternational Conference on Information Security and Cryptology (ICISC 2003).
It was organized by the Korea Institute of Information Security and Cryptology
(KIISC) and sponsored by the Korean Ministry of Information and Communi-
cation, and was held at the Seoul Olympic Parktel, Korea from November 27 to
28, 2003. As in the five previous years, it served as a forum to bring together
researchers from academia and commercial developers from industry to discuss
the current state of the art in information security and cryptology.

The Program Committee received 163 submissions from 25 countries and re-
gions (Australia, Austria, Belgium, Canada, China, Finland, France, Germany,
Hong Kong, India, Indonesia, Iran, Italy, Japan, Korea, Netherlands, Malaysia,
Poland, Russia, Switzerland, Singapore, Taiwan, Turkey, UK, and USA), of
which 32 papers were selected for presentation. All submissions were anony-
mously reviewed by at least 3 experts in the relevant areas. There were two
invited talks, by Jonathan Katz and Jean-Jacques Quisquater.

We are very grateful to all the Program Committee members who devoted
much effort and valuable time to reading and selecting the papers. We also thank
the external experts who assisted the Program Committee in evaluating various
papers. We owe special thanks to Jung Yeon Hwang and Judy Kang for always
being available when their helping hand was needed.

Finally, we would like to thank all the authors who submitted papers to ICISC
2003, including those whose submissions were not successful, and the participants
who together made this conference an intellectually stimulating event through
their active contribution.

December 2003 Jong In Lim, Dong Hoon Lee
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Binary Tree Encryption:
Constructions and Applications

Jonathan Katz*

Department of Computer Science
University of Maryland
College Park, MD, USA

jkatz@cs.umd.edu

Abstract. Binary tree encryption (BTE), a relaxation of hierarchical
identity-based encryption (HIBE), has recently emerged as a useful and
intriguing primitive. On the one hand, the definition of security for BTE
is sufficiently “weak” that — in contrast to HIBE — constructions of
BTE in the standard model are known. On the other hand, BTE is
sufficiently powerful that it yields a number of applications which are
important from both a theoretical and a practical point of view.

This survey presents the basic definitions of BTE and also highlights
some recent applications of BTE to forward-secure encryption, identity-
based and hierarchical identity-based encryption, chosen-ciphertext se-
curity, and adaptively-secure encryption.

1 Introduction

The notion of identity-based cryptography has long fascinated researchers [23].
Loosely speaking, in such a scheme any identity (i.e., bit-string) can serve as
a public key. In somewhat more detail, there is a (trusted) private-key generator
PKG who generates master system parameters params along with a master secret
key sk. For any identity id € {0,1}* the PKG can use sk to compute a secret
key SK;q corresponding to this identity. The pair (id, SK;4) then functions as
a standard public-/private-key pair (with the important distinction that id can
be any string!) whose functionality is determined by the underlying identity-
based scheme. (The PKG would presumably authenticate the identity of the
person claiming “id” before giving them the corresponding secret key SKiq.
However, this is outside the scope of the present discussion.) An identity-based
system is secure (informally) if knowledge of the secret keys corresponding to
any arbitrary-size set of identities Z = {id;,...,d,} does not allow an adversary
to “break” the scheme (in the appropriate sense) for any id’ ¢ Z.

Shamir [23] was the first to suggest an implementation of an identity-based
signature scheme. Following this, many provably-secure proposals for identity-
based signature and identification schemes followed (e.g., [13, 16]); some of these

* Portions of this work were supported by NSF grant #ANI-0310751.
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constructions were recently generalized and expanded upon in [11]. Although
these constructions are proven secure in the random oracle model, note that it is
also possible to construct identity-based signatures in the standard model based
on any “regular” signature scheme (see [11]).

Recently, Boneh and Franklin [5] and Cocks [10] resolved a long-standing
open problem by constructing the first identity-based public-key encryption
schemes. Both of these constructions are proven secure in the random oracle
model. Since encryption schemes are the focus of this article (and are more in-
teresting in the sense that they are more difficult to construct), we consider only
encryption from now on.

It is natural to extend the notion of identity-based encryption (IBE) to in-
clude hierarchical identity-based encryption (HIBE). In an HIBE scheme, the
PKG (as above) issues secret keys to “first-level” identities id € {0, 1}*; further-
more, anyone knowing the secret key SKj;4, corresponding to a “first-level” iden-
tity idy can issue a secret key S K4, ||;4, corresponding to any “second-level” iden-
tity id1||ids (for arbitrary idy € {0,1}*). More generally, let ID = (id4]| - - - ||idy)
and let SK1p be the secret key corresponding to this identity. Then for any string
idi+1 € {0,1}* and identity ID’ def (ID||id¢+1), knowledge of SK;p enables
computation of a key SKyps. As before, in all these cases the pair (ID,SKp)
functions as a “standard” public-/private-key pair. The security requirement is
modified in the obvious way: now, one requires that knowledge of the secret
keys corresponding to any arbitrary-size set of identities Z = {IDs,...,ID,}
should not enable an adversary to “break” the scheme (in some appropriate
sense) for any I D’ having no ancestors in Z, where the ancestors of an identity
ID = (idy|| - - - ||idn) are all identities of the form (id1||- - -||id;) for ¢ < m.

Horwitz and Lynn [17] were the first to suggest the notion of HIBE, and
they also propose a partial solution handling identities of depth two. Gentry
and Silverberg [14] were the first to give a complete solution to this problem,
and they construct and prove secure a scheme supporting identities of arbitrary
(constant) depth. Both of these constructions build on the IBE scheme of Boneh
and Franklin [5], and both are proven secure in the random oracle model.

1.1 Binary Tree Encryption

It can be immediately noticed that the identities in a hierarchical identity-based
scheme correspond in the natural way to nodes in a tree. Specifically, one may
associate the PKG with the root of the tree, the “first-level” identities with
the nodes of depth one (i.e., the children of the root), and the identity ID’ =
(idi||- - - ||éds+1) with a node at depth ¢+ 1 which is the child of a node at depth ¢
which is in turn associated with ID = (idy|| - - - ||idy).

In a scheme as outlined above, the identity hierarchy yields a tree of un-
bounded degree. In contrast, a binary tree encryption (BTE) scheme [7] — as
the name suggests — considers only an identity hierarchy in the form of a bi-
nary tree (i.e., a tree in which each node has degree two). Viewing BTE as
a conceptual relaxation of HIBE, one obtains a scheme in which the PKG may



