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Author’s Note

If 1 have seen further it is by standing on ye shoulders of Giants.

—Isaac Newton

This work is a continuation on a long path of knowledge, and my greatest hope is
to take another step forward in the professions of information assurance and enter-
prise architecture.

Information assurance architecture (IA2) will evolve into an ever-more refined
discipline that promotes practical and efficient information assurance (IA) solu-
tions to effectively address business risk. Please feel free and encouraged to supply
any comments or input to kwillett@ia2.info. Also, look for A2 updates, clarifica-
tion, and supplemental tools on www.ia2.info. You may need a copy of this book
handy to find the passwords that grant access to the extras for those of you kind
enough to have purchased this book.

This book may make reference to vendors, products, and services. These are
for examples only and do not constitute an endorsement of any particular vendor,
product, or service for any particular purpose.

Scope and Objective

Information Assurance Architecture introduces a new way to think about IA. The IA ser-
vices and IA mechanisms herein are not new; however, [A2 provides a method to iden-
tify, select, and arrange 1A services and mechanisms that find root in business needs
and provide for the effective management of business risks. This work provides the
security industry with a formal information assurance architecture (IA?) that comple-
ments enterprise architecture, systems engineering, and enterprise life-cycle manage-
ment (ELCM). For many readers, this book will be an introduction to the disciplines
of enterprise architecture (EA) and systems engineering (SE). There are many excellent
books on these subjects (see Appendix L, “Reading List”) and the details regarding EA

and SE herein are merely an introduction to give context to A2,

xxiii



xxiv B Author’s Note

A2 itself consists of an IA2 Framework, IA2 Process, and many supporting tools,
templates, and methodologies. The IA? Framework provides a reference model for
the consideration of security in many contexts and from many various perspectives.
The IA2 Process provides direction on how to apply the IA? Framework. There are
many tools that may be used individually or together to address A issues. IA? pro-
vides you with the tools for a disciplined approach to think about, plan for, imple-
ment, and operate A solutions that integrate with the enterprise.

Security for its own sake, like technology for its own sake, is not good business
practice. If security or technology is a hobby, then by all means pursue them to the
delight of your intellectual satisfaction. However, when introducing 1A services or IA
mechanisms into a business environment, there must be sound business reasons to do
so. Therefore, this book conveys many non-IA aspects with the understanding that
a discussion about a business process, business service, technical infrastructure, or
technical application is incomplete until there are discussions about risk and how to
address that risk. Therefore, it is critical to integrate IA into the processes, planning,
and implementation of business governance, management, and operations.

The objectives of Information Assurance Architecture include:

Introduce the disciplines of enterprise architecture and systems engineering
Introduce the concept of 1A architecture

Introduce the IA? constructs: the IA? Framework and the IA2 Process
Provide a business context for IA?2

Align IA? with the discipline of EA

Explain how to use IA? Framework and IA? Process as tools for business risk

management
Introduce a series of frameworks to provide the IA architect with an effective

approach to manage the complexity of enterprisewide [A

Target Audience

This book is primarily for security engineers, security architects (information assur-
ance architects), security management, and other security personnel with interest
in identifying and addressing business risk in a disciplined, repeatable, and com-
prehensive manner. The book is also useful for enterprise architects and systems
architects who desire to integrate information assurance in their solutions. Busi-
ness managers, project managers, program managers, and many others will find
this book useful to understand information assurance in context of the enterprise,
including business need, business fit, and business justification for IA.

The book is written to address the information assurance architect. You may take
this term to imply any individual who desires a disciplined, repeatable approach to
identify, enumerate, articulate, understand, and address business risk, or in other
words, understand the enterprise context of IA.
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This work covers many information assurance (IA) subjects, like disaster recov-
ery, firewalls, etc. However, the goal is 70f to instruct in the mechanics of these areas;
rather, the objective is to present security services and security mechanisms in con-
text of [A2, architectural considerations, and in an enterprise context of managing
business risk. The reader should have at least intermediate knowledge of information
technology and information assurance to derive the most benefit from this book.

Goals for the Reader

We all start out life not knowing that we do not know. As we go along, most of us
learn about many things; that is, we become aware of them. There is a big differ-
ence between knowing about something and knowing that something. We decide
what subjects to pursue in more depth according to our personal interest, economic
need, and many other motivations. We then discover varying degrees of aptitude
and fluency with what we pursue. The learning progression is from awareness to
understanding, understanding to use, and varying degrees of use, including appro-
priate use, effective use, and even secure use (Figure 1).

As an IA architect, you need the right tools to accomplish your mission of gen-
erating an 1A architecture and integrating IA with enterprise architecture. Informa-
tion Assurance Architecture is an 1A architecture toolkit. A toolkit is a collection of
tools, a tool is a device for a specific purpose; a hammer drives in nails, or the other
end of the hammer can pull out nails. Moreover, there is an appropriate use for each
tool; a hammer can insert a screw, but a screwdriver is a better choice so the threads
grip the wood more effectively. Experience and skill provide for appropriate tool
selection and effective tool application.

At the end of studying this material, you should have an understanding of IA?,
the IA? Framework, and the IA? Process, and how to apply them in an enterprise

Learning Phases to Secure Use

]
|

Refinement Cycle

Figure 1 Learning phases to secure use.
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context. You should have an awareness of what EA is and the need to integrate
information assurance with EA. Moreover, you should understand how to use [A*
to determine IA requirements and align those IA requirements with business driv-
ers. You should understand an approach to develop an 1A quantification scheme.
This book provides you with a disciplined approach to learn the variety of
contexts and perspectives for IA, and how to view and think about IA in various
contexts and from various perspectives. Fluency in IA? only comes from study,
application, and hard work. IA architecture is not easy, but is critical for cost-effec-

tive risk management.



1

Preface

When teaching at Towson University in 1984, a student asked, “What is the pur-
pose of college?” My answer was that college should teach you two things: how to
think, and if you do not know the answer, where to find it. A subsequent question
was, “How do you teach someone to think?” My answer was, “Hmmm...well, I
don’t know.” More than 20 years later, 1 still do not know, but I have some ideas.
Many of those ideas are herein.

Information Assurance Architecture does not provide answers to conventional
questions regarding security. You will not learn how to perform a risk assessment,
design a secure network, or configure a firewall. You will learn how to think about
these and many other aspects of information assurance. Information Assurance
Architecture is more a philosophy of IA than a how-to for IA—a philosophy that
provides insight on how to think about 1A in context of the entire organization (the
enterprise). This IA thought process will help you discern and define the problem
(the risks), identify and enumerate options on how to address the problem, identify
constraints on determining the best solution, and how to select the best solution
and move forward to design, implement, test, deploy, and operate that solution.

Will this book teach you how to think? Well, if you do not know how to think,
it may point you in the right direction. If you already know how to think, /nforma-
tion Assurance Architecture will help you think better.

XXVIii
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