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Preface

These are the proceedings of SAC 2006, the thirteenth annual workshop on Se-
lected Areas in Cryptography. The workshop was sponsored by the Concordia In-
stitute for Information Systems Engineering, in cooperation with the IACR, the
International Association of Cryptologic Research, www.iacr.org. This year’s
themes for SAC were:

1. Design and analysis of symmetric key cryptosystems

2. Primitives for symmetric key cryptography, including block and stream ci-
phers, hash functions, and MAC algorithms

3. Efficient implementations of symmetric and public key algorithms

4. Side-channel analysis (DPA, DFA, Cache analysis, etc.)

A total of 25 papers were accepted for presentation at the workshop, out
of 86 papers submitted (of which one was withdrawn by the authors shortly
after the submission deadline). These proceedings contain revised versions of
the accepted papers. In addition two invited talks were given: Adi Shamir gave
the Stafford Tavares Lecture, entitled “A Top View of Side Channels’. The
second invited talk was given by Serge Vaudenay entitled “When Stream Cipher
Analysis Meets Public-Key Cryptography” (his paper on this topic is enclosed
in these proceedings).

The reviewing process was a challenging task, and many good submissions
had to be rejected. Each paper was reviewed by at least three members of the
Program Committee, and papers co-authored by a member of the Program Com-
mittee were reviewed by at least five (other) members. The reviews were then
followed by deep discussions on the papers, which contributed a lot to the quality
of the final selection. In most cases, extensive comments were sent to the au-
thors. A total of about 300 reviews were written by the committee and external
reviewers for the 86 papers, of which 92 reviews were made by 65 external re-
viewers. Over 240 discussion comments were made by committee members (with
up to 30 comments per member). Several papers had deep discussions with 17-19
discussion comments each. In addition, the Co-chairs wrote over 200 additional
discussion comments.

It was a pleasure for us to work with the Program Committee, whose members
worked very hard during the review process. We are also very grateful to the
external referees, who contributed with their special expertise to the selection
process. Their work is highly appreciated.

The submission and review process was done using an electronic submission
and review software written by Thomas Baigneres and Matthieu Finiasz. Thomas
and Matthieu also modified and improved their system especially for SAC 2006,
with many new features. Their response was very quick and timely, and in many
cases features were added or changes were made within less than an hour. We
wish to thank them very much for all this work.
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Improved DST Cryptanalysis of IDEA

Eyiip Serdar Ayaz and Ali Aydin Selguk

Department of Computer Engineering
Bilkent University
Ankara, 06800, Turkey
{serdara,selcuk}@cs.bilkent.edu.tr

Abstract. In this paper, we show how the Demirci-Selcuk-Ture attack,
which is currently the deepest penetrating attack on the IDEA block
cipher, can be improved significantly in performance. The improvements
presented reduce the attack’s plaintext, memory, precomputation time,
and key search time complexities. These improvements also make a prac-
tical implementation of the attack on reduced versions of IDEA possible,
enabling the first experimental verifications of the DST attack.

1 Introduction

International Data Encryption Algorithm (IDEA) is one of the most popular
block ciphers today, commonly used in popular software applications such as
PGP. IDEA is known to be extremely secure too: Despite its relatively long
history and numerous attempts to analyze it [1, 2, 3, 4, 5, 6, 8, 9, 10, 13, 14, 15],
most known attacks on IDEA, which is an 8.5-round cipher, apply to no more
than the cipher reduced to 4 rounds. The most effective attack currently known
is due to Demirci, Selguk, and Tiire (DST) [7], which is a chosen plaintext attack
effective on IDEA up to 5 rounds.

In this paper, we study the ways of enhancing the DST attack and improving
its performance. The improvements discussed include shortening the variable
part of the plaintexts, reducing the sieving set size, and utilizing previously un-
used elimination power of the sieving set. The improvements result in a reduction
in the plaintext, memory, precomputation time, and key search time complexi-
ties of the attack and show that the DST attack can be conducted significantly
more efficiently than it was originally thought.

The rest of this paper is organized as follows: In Section 2, we briefly describe
the IDEA block cipher. In Section 3, we give an overview of the DST attack. In
Section 4, we present several key observations on the DST attack and how to
optimize the attack accordingly. In Section 5, we analyze the success probability
of the attack according to these optimizations. In Section 6, we present our
experimental results and compare them with our theoretical expectations. In
Section 7, we calculate the total complexity of the revised attack. Finally in
Section 8, we conclude with an overall assessment of the work presented.

E. Biham and A.M. Youssef (Eds.): SAC 2006, LNCS 4356, pp. 1-14, 2007.
© Springer-Verlag Berlin Heidelberg 2007
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Fig. 1. One round of IDEA

1.1 Notation

We use the following notation in this paper: For modular addition and modular
subtraction we use the symbols H and B respectively. Bitwise exclusive-or (XOR)
is denoted by @ and the IDEA multiplication is denoted by ®. The plaintext
is shown as (P1, P2, P3, Py) which is a concatenation of four 16-bit subblocks.
Similarly the ciphertext is shown as (Cy, Cs, Cs, Cy). The superscripts in paren-
thesis denote the round numbers. There are six round-key subblocks for each
round which are denoted by K1, K2, K3, K4, K5, K. The inputs of the MA-box
are denoted by p and ¢ and the outputs are denoted by u and t.

The least significant bit of a variable z is denoted by Isb(z), the ith least
significant bit is denoted by Isb;(z), and the least significant ¢ bits are denoted
by Isbs;(z). Similarly, the most-significant counterparts of these operators are
respectively denoted by msb(z), msb;(z), and msbs;(x). Concatenation of two
variables x,y is denoted by (z|y). Finally, an inclusive bit interval between the

mth and nth bits of a round-key subblock K](-i) is denoted by KJ(-i) [m...n].

2 IDEA Block Cipher

The IDEA block cipher is a modified version of the PES block cipher [11, 12].
IDEA has 64-bit blocks and takes 128-bit keys. The blocks are divided into
four 16-bit words and all the operations are on these words. Three different
“incompatible” group operations are performed on these words: Bitwise XOR,
modular addition, and the IDEA multiplication, which is multiplication modulo
216 + 1 where 0 represents 216.
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There are two parts in an IDEA round. The first is the transformation part:
T: (P, Py, P3,Py) — (PLO K1, B Ky, P38 K3, P, © Ky).

In the second part, two inputs of the MA-box are calculated as p = (PO
K1) ® (PsB Ks) and ¢ = (P2 B K3) @ (Py ® Ky). The outputs of the MA-box
are t = ((p® K5) B q) © K¢ and u = (p ® K;) Bt. After these calculations ¢
is XORed with the first and third output of the transformation part and u is
XORed with the second and fourth. Finally, the ciphertext is formed by taking
the outer blocks directly and exchanging the inner blocks.

Ci=(POK;))®t,
C,=(P3EK3)®t,
Cs; = (P, BK?) ®u,
Cy=(P1OKy)Du.

IDEA consists of eight full rounds and an additional half round, which consists
of one transformation part.

The key schedule creates 16-bit round subkeys from a 128-bit master key by
taking 16 bits for a subkey and shifting the master key 25 bits after every 8th
round key.

Decryption can be done using the encryption algorithm with the multiplicative
and additive inverses of the round key subblocks in the transformation part and
the same key subblocks in the MA-box.

3 The DST Attack

In this section, we give a brief overview of the DST attack with the relevant
properties of the IDEA cipher.

3.1 Some Properties of IDEA

The following are some key observations of Demirci et al. [7] on the IDEA cipher
which are fundamental to the DST attack. Proofs can be found in the original
paper [7].

Theorem 1. Let P = {(Py, P2, P3, Py)} be a set of 256 plaintexts such that

— Py, Ps, Isbsg(P2) are fized,
— msbsg(P2) takes all possible values over 0,1, ...,255,
— Py wvaries according to Py such that g = (P> B Kél)) (PO Kil)) is fized.

For p?) denoting the first input of the MA-box in the second round, the following
properties will hold in the encryption of the set P:

— lsbsg(p?) is fized,
— msbsg(p?)) takes all possible values over 0,1, ..., 255.
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Moreover, the p'® values, when ordered according to the plaintext’s msbsg(Ps)
beginning with msbsg(Py) = 0, will be of the form

(yOlz)’ (yllz)v 1593 (y255l2)

for some fized, 8-bit z, and y; = (((iBa) ®b)Bc)dd, for 0 < i < 255 and fized,
8-bit a, b, c, d.

Theorem 2. In the encryption of the plaintext set P defined in Theorem 1,
lsb(Kég) © p?) equals either lsb(C'§2) @ C§2)) or lsb(CéQ) ® C§2)) @1 for all the
256 plaintexts in P.

Lemma 1. In the IDEA round function, the following property is satisfied:
Isb(t ® u) = 1sb(p ® K3).

Corollary 1. Isb(C{” & C§Y @ (K{" © (¢ @ C{"))) = 1sb(C{ ™) & ¢ @
K @ K§Y).

Corollary 2. Isb(Cy" @ Cf" & (K" o (C{” ® ey e (K o eV o
02(2—1)))) _ lsb(CZ(Z—Q) eBcﬁ,él*Q) @Kél) @K‘gz) 69I(éz—l) ® Kéz—l)).

3.2 Attack on 3-Round IDEA

The DST attack starts with a precomputation phase where a “sieving set” is
prepared which consists of 2°6 elements of 256-bit strings

S={f(a,bc,d, 2, K®): 0<a,b,c,dz <28 0< K? <216},
computed bitwise as
f(abe,d, 2, K] = sb(K © (y]2))

for 0 < < 255, where y; = (((i Ba) ®b) B ) @ d.
Once preparation of the sieving set is completed, the main phase of the attack
follows. Below is a description of the basic attack on the 3-round IDEA.:

1. The attacker takes a chosen plaintext set R = {(P1, Py, P3, Py)}, where P,
Ps, and Isbsg(P,) are fixed at an arbitrary value, and msbsg(P;) and Py take
all possible values. All elements of R are encrypted with the 3-round IDEA.

2. For each value of Kz(l) and K il) , take a subset P of 256 plaintexts from R
such that msbsg(P,) varies from 0 to 255 and P, is chosen to make (P, B

Kz(l)) ®(Py0 Kil)) constant.
3. For each value of K, 5(3), a 256-bit string is formed by computing

1sb(CfY & ¢ @ (K o (0 @ M)

for each of the plaintexts in P, ordered by msbsg(Pz). If the current (K. 2(1), K él) ;

Ks(3)) triple is correct, this 256-bit string must be found in the sieving set. If it
cannot be found, the key triple is eliminated.



