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Preface

Smart cards are an established security research area with a very unique prop-
erty: it integrates numerous subfields of IT Security, which often appear scat-
tered and only loosely connected. Smart card research unites them by providing
a common goal: advancing the state of the art of designing and deploying small
tokens to increase the security in Information Technology.

CARDIS has a tradition of more than one decade, and has established itself
as the premier conference for research results in smart card technology. As smart
card research is unique, so is CARDIS; the conference successfully attracts aca-
demic and industrial researchers without compromising in either way. CARDIS
accommodates applied research results as well as theoretical contributions that
might or might not become practically relevant. The key to making such a mix-
ture attractive to both academia and industry is simple: quality of contributions
and relevance to the overall subject.

This year’s CARDIS made it easy to continue this tradition: we received
76 papers, nearly all of them relevant to the focus of CARDIS and presenting
high-quality research results. The Program Committee worked hard on selecting
the best 25 papers to be presented at the conference.

We are very grateful to the members of the Program Committee and the
additional referees for generously spending their time on the difficult task of
assessing the value of submitted papers. Daniel Schreckling provided invaluable
assistance in handling submissions, managing review reports and editing the
proceedings. The assistance of Jordi Castella in handling practical aspects of
the conference preparation is also greatly appreciated.

Financial support by the following organizations is gratefully acknowledged:
IEEE Spain Section, Rovira i Virgili University (ETSE, DEIM) and Spain’s
Ministry of Science and Education.

Finally, we would also like to thank all those who have submitted papers to
IFIP CARDIS 2006, and encourage them to stay with CARDIS in subsequent
years. The authors of the accepted papers certainly deserve the highest respect,
since it is they who wrote this book.

January 2006 Josep Domingo-Ferrer
Joachim Posegga
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Design, Installation and Execution of a Security
Agent for Mobile Stations

William G. Sirett*, John A. MacDonald**,
Keith Mayes, and Konstantinos Markantonakis

Smart Card Centre, Information Security Group,
Royal Holloway, University of London,
Egham, TW20 0EX, England
{w.g.sirett, k.markantonakis, keith.mayes}@rhul.ac.uk,
john@madgo . com

Abstract. In this paper we present a methodology and protocol for es-
tablishing a security context between a Mobile Operator’s application
server and a GSM/UMTS SIM card. The methodology assumes that the
already issued Mobile Station is capable but unprepared. The proposed
scheme creates a secure entity within the Mobile Station “Over The Air”
(OTA). This secure entity can then be used for subsequent SIM authen-
tications enabling m-Commerce, DRM or web service applications. To
validate our proposal we have developed a proof of concept model to in-
stall and execute the security context using readily available J2ME, Java
Card, J2SE and J2EE platforms, with the KToolBar MIDP2.0 emulator
tool from Sun, and a Gemplus Java Card.

Keywords: Mobile Station, Security Agent, Application Deployment,
Smart Card, GSM, Security Protocol, JSR177, MIDP2.0.

1 Introduction

The GSM network offers a wide scope of applications and benefits for mobile
operators. The merits of a Mobile Station capable of implementing a Security
Agent are well documented in the literature [17, 18]. In this paper we consider the
deployment of a Security Agent that is comprised of two components: a device
application executing resource-intensive tasks, and a secure entity application
responsible for secure functionality. The secure entity is a tamper resistant [5]
entity and in the case of this work is a GSM/UMTS SIM card. For some time
the GSM network has allowed for “Over The Air” (OTA) SIM application in-
stallation with limited bandwidth capacity. To install these applications utilising
a high bandwidth channel and a non-GSM specified protocol currently demands
trust/keys being provided to the Mobile Device. This work considers the Mo-
bile Device to be hostile. This raises a need for the same high bandwidth OTA
functionality to be available whilst protecting against malicious equipment.

* This work was supported by sponsorship funding from the Smart Card Centre
founded by Vodafone and G&D.
** This work was supported by sponsorship funding from Telefonica Méviles, Espaiia.

J. Domingo-Ferrer, J. Posegga, and D. Schreckling (Eds.): CARDIS 2006, LNCS 3928, pp. 1-15, 2006.
© IFIP International Federation for Information Processing 2006



2 W.G. Sirett et al.

This work establishes a security context between a Mobile Operator Applica-
tion and Mobile Station and proposes an authenticated key establishment pro-
tocol. By establishing session keys independent of the network security keys, we
can provide integrity, authentication and confidentially at the application layer.
In the GSM/3GPP mobile architecture [24], the user security context resides
in two locations, the network HLR and the Operator issued tamper resistant
SIM card. The Mobile Operator generally has much less control over the Mobile
device than the SIM. Consequently they are more reluctant to load sensitive
components or data into the device. This motivates the division of the Security
Agent between the device and the SIM, where the SIM is responsible for partic-
ularly sensitive components. We propose a scenario where the Mobile Operator
Application server communicates with the device resident component of the Se-
curity Agent. This subsequently uses the security services provided by the secure
entity to establish authenticated keys.

In section 2 we review the design requirements for a Security Agent de-
ployed on a GSM/3GPP Mobile Station. In section 3 we review our proposed
authenticated key establishment scheme. A protocol for wireless installation of
the Security Agent to a compatible but remote and unprepared Mobile Station
(colloquially termed “OTA” and “backward compatible field installation”) is
detailed in section 4, whilst the protocol used to establish session integrity and
confidentiality keys is presented in section 5. Finally, in section 6, we describe
the Proof of Concept model constructed using readily available components and
open source development tool kits and provide concluding remarks in section 7.

2 Design Requirements

A critical requirement is for a backward compatible field installable Security
Agent designed to provide an authentication service using SIM based credentials.
It is required to be executable on a significant proportion of globally standardised
and deployed Mobile Stations. The design of our proposed Security Agent uses
four widely adopted technologies and standards:

— ETSI TS03.48 Security Mechanism [1];

— SIM Application Toolkit (SAT) [12];

— MIDP2.0 J2ME Runtime Environment [15];
— UICC Java Card SIM cards [3].

2.1 ETSI TS03.48 Security Mechanism

ETSI TS03.48 [1] specifies a mechanism for providing end to end security for
any Short Message Service (SMS) going to or from the SIM card. SMS mes-
sages contain a maximum of 140 bytes. SMS messages are sent in accordance
with the SUBMIT_SMS format, and received with the SMS_DELIVER format.
Translation from one format to the other is performed by the Short Message Ser-
vice Centre (SMSC), an active component of the network. In an output SUB-
MIT_SMS packet, the 40 bytes of User Data are complemented by a 13 byte
Mandatory Header and an optional variable length User Data Header.
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— The Mandatory Header includes the Data Coding Scheme byte which speci-
fies how the data is encoded, and the Protocol Identifier byte which specifies
how the receiving mobile should process the message. One of these values,
0z F7, specifies that the device should pass the whole packet to the SIM
card.

— The User Data Header comprises a concatenation of tag, length and value
(TLV) fields which describe the optional features that should be applied to
the attached 140 bytes of user data. Of interest to our proposal are tag values
0z00 and 0z70, meaning Concatenated SMS and SAT Security respectively.

e The concatenated SMS tag allows up to 255 SMSs to be concatenated.
It is reported [13] that most operators limit this to approximately five,
because of uncertain and indeterminate device operation when receiv-
ing larger numbers of SMS messages to be concatenated. Five messages
represents a total payload of 5x140 = 700 bytes [18].

e The presence of the SAT Security tag (0270) indicates that the message
contains an additional header, the Command Header, prior to the User
Data Header. This comprises of 9 fields which define how the User Data
is secured by:

* specifying the cryptographic functions,

* providing a replay protection counter,

* quoting the sender’s cryptographic integrity value for the secured
User Data Header.

Through the use of this SAT Security mechanism it is possible to provide
confidentiality and integrity services for up to 700 bytes of user data, when the
data is sent between the Mobile Operator application server and the SIM card.
Performance and payload are limited and applications are restricted.

2.2 SIM Application Toolkit

The SAT API allows an application on the SIM card to be informed of events
by, and to issue commands to, the host mobile device. When an information
flow is initiated to the SIM application, it is termed an event download, and
when an information flow is initiated from the SIM application it is termed
a proactive command. Using the proactive command SET_UP_EVENT_LIST,
the SIM application can register to be informed of a number of events via the
ISO/IEC 7816-4 ENVELOPE APDU command [8]. Of relevance to this paper
is the SMS_PP or CELL_BROADCAST event, which downloads the contents of
the received SMS to the SIM application as a compound TLV in the data field of
an ENVELOPE APDU [13]. The SIM application’s response to the ENVELOPE
command is then returned to the sender in a response packet.

2.3 MIDP2.0 J2ME Runtime Environment

A Java application that runs on a Mobile Information Device Profile (MIDP)
2.0 device is known as a MIDlet and may be installed within a certain domain if
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it complies with the domain-specific access control requirements [6]. There are
4 domains specified for GSM compliant devices:

Untrusted,
Trusted 3rd Party,
Mobile Operator,
Manufacturer.

A Domain Protection Root Certificate (DPRC) controls MIDlet access to
a domain. The DPRC must be made available at a specified location in the
SIM application [15]. The MEXE [2] security framework, when making an access
control decision relies on signature verification of the signed MIDlet using the
public key contained within the DPRC. Successful verification of the digital
signature allows the MIDlet to be installed into the appropriate domain of the
device.

Any MIDlet within a domain enjoys a set of unique permissions provided
by that domain. The permission model allows these installed MIDlets access to
restricted and sensitive APIs. The Security and Trust Services API [16] specifies
that access to three of the four defined packages is limited to MIDlets located
within the operator domain. These packages are:

— SATSA-APDU
— SATSA-JCRMI
— SATSA-PKI

These provide the ability for MIDlets to access trusted elements (i.e. a SIM
card) using APDU communication, invoke a method of a remote Java Card
object and provide support for digital signatures and credential management. It
is worth nothing the value of being able to process cryptographic functions upon
the device, as well as the smart card, as the card is a constricted environment [19].

2.4 UICC Java Card SIM Cards

The Global Platform specification [10] is the industry standard interface for
downloading applications and is the most important international specifica-
tion for application management in multi-application smart cards [11,21]. This
standard allows card issuers to securely manage third party applications inde-
pendently of the operating system provider. Mobile Operator are increasingly
deploying UICC [3] Java Cards, where the SIM application [4] is just one of
the possible java applications [9] that the card is capable of running. Java ap-
plications that run on smart cards are known as Applets. A Card Manager is
responsible for ensuring that new Applets are integrity checked and their source
authenticated prior to installation. This security service uses a secret key, K¢y
that is embedded in the smart card prior to issue and termed the Card Issuer
Key. Although a UICC SIM card can execute multiple Applets from different
providers, the Card Manager application will be owned by the Mobile Operator
who actually owns and issued the physical card.
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3 The Proposed Scheme

Consider the scenario of having the requirement to remotely deploy our Security
Agent to Mobile Stations in the field. The device is capable but unprepared;
this section introduces the proposed scheme to install the Security Agent. This is
again described as a protocol in section 4 and is represented in Fig. 1. The scheme
is preparation for the execution protocol, detailed in section 5 that establishes
session keys for future communication.

1. A small SAT application is securely installed OTA to the SIM using the
TS03.48 mechanism.

2. The SAT application uses the proactive command SET_UP_EVENT_LIST to
register to be informed, via the ISO/IEC 7816-4 ENVELOPE APDU command
[8], when a SMS_PP or CELL. BROADCAST event occurs.

3. A corresponding SMS_PP or CELL_BROADCAST is sent to the device.
The DPRC is contained within the payload of a of the concatenated SMS
messages.

4. The device transfers the payload to the SAT application as a compound TLV
in the data field of an ENVELOPE APDU command. The DPRC is stored in
the appropriate location of the UICC SIM Card [15].

5. The SAT application retrieves the SIM’s unique identifier, and returns it to
the device as the response to the ENVELOPE command.

6. The unique identifier is then returned to the Mobile Operator application
server. This acts as a proof of delivery of the DPRC and enables the Mo-
bile Operator application server to reference the card’s secret key K¢y and
commence the MIDlet preparation and download process.

7. Using the SIM’s unique identifier, the Mobile Operator constructs the appro-
priate Security Agent MIDlet containing the relevant install commands and

Mobile uicCc
Operator SIM Card
1. OTA Install SAT Application by TS03.48
2. Register for Event Download
3. SMS Containing Domain Cert. - o
Mobile Device 4. ENVELOPE apdu (Domain Cert SAT
6. Response Packet (UID) 5. Response to ENVELOPE (UID)
7. 5 _— MBI MIDP2.0
- Security Agent MiDlet Execution Environment
8. GET CHALLENGE apdu
10. CHALLENGE response (r;) 9. Response to CHALLENGE (r.) Card
11. 1 (1) Security Agent )
MiDlot 12. EXT . AUTHEN. apdu(fg, (1))
13. ENVELOPE apdu (Applet)
‘14. Security Agent Network Coms 14. Security Agent apdu coms Security
Agent
Applet

Fig. 1. Installation Scheme



