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Preface

Welcome to SAFECOMP 2006, the 25th International Conference on Computer
Safety, Security and Reliability, held in Gdansk, Poland. Since it was established
in 1979 by the European Workshop on Industrial Computer Systems, Technical
Committee 7 on Safety, Reliability and Security (EWICS TC7), SAFECOMP
has continuously contributed to the progress in high integrity applications of
information technologies. The conference focuses on the state of the art, experi-
ence and new trends in the areas of safety, security and reliability of critical IT
systems and applications and serves as a platform for knowledge and technology
transfer for researchers, industry (suppliers, operators, users), regulators and
certifiers of such systems. SAFECOMP provides ample opportunity to exchange
insights and experiences on emerging methods, approaches and practical solu-
tions to safety, security and reliability problems across the borders of different
application domains and technologies.

The SAFECOMP 2006 program reflected in this book included 32 papers
selected from 101 submissions of full texts. The submissions came from authors
representing 26 different countries from Europe, Asia, and North and South
America. The 32 accepted papers were prepared by experts representing 14 dif-
ferent countries. The above data confirm the broad and increasing interest in
SAFECOMP and the topics addressed.

The program was supplemented by three keynote presentations by outstand-
ing invited experts (not included in this book). The keynotes focused on in-
terdisciplinary aspects of dependability of computer systems, practical aspects
of application of safety standards and new challenges of information security
research and development.

Preparation of the SAFECOMP 2006 program was a long and intensive
process. Its success is the result of the hard work, involvement and support
of the International Program Committee, the external reviewers, the keynote
speakers, and most of all, the authors who submitted numerous excellent con-
tributions. Selecting from them was by no means an easy task and in many
cases some very good papers could not be accepted because of the program
constraints.

I would like to thank all those who contributed to the preparation of the
SAFECOMP 2006 program for their competence, dedication and sustainable
support. I would also like to thank my colleagues from the Information Assur-
ance Group of the Department of Software Engineering of Gdansk University
of Technology for their organizational support. Special thanks are due to the
National Organizing Committee, for its involvement in the preparation of the
conference.

The next conference, SAFECOMP 2007, will take place in Nuremberg, Ger-
many, and in the name of the organizers I am extending to you the invitation to
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contribute to and attend this important event in the field of Computer Safety,
Reliability and Security.

July 2006 Janusz Gorski
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System of Systems Hazard Analysis Using Simulation
and Machine Learning

Robert Alexander, Dimitar Kazakov, and Tim Kelly

Department of Computer Science
University of York, York, YO10 5DD, UK
{robert.alexander, dimitar.kazakov, tim.kelly}@cs.york.ac.uk

Abstract. In the operation of safety-critical systems, the sequences by which
failures can lead to accidents can be many and complex. This is particularly true
for the emerging class of systems known as systems of systems, as they are com-
posed of many distributed, heterogenous and autonomous components. Perform-
ing hazard analysis on such systems is challenging, in part because it is difficult
to know in advance which of the many observable or measurable features of the
system are important for maintaining system safety. Hence there is a need for
effective techniques to find causal relationships within these systems. This pa-
per explores the use of machine learning techniques to extract potential causal
relationships from simulation models. This is illustrated with a case study of a
military system of systems.

1 Introduction

Large-scale military and transport Systems of Systems (SoS) present many challenges
for safety. The term ‘SoS’ is somewhat controversial — attempts at definitions can be
found in [1] and [2]. It is easy, however, to identify uncontroversial examples, Air Traf-
fic Control and Network Centric Warfare being the most prominent. These examples
feature mobile components distributed over large areas, such as regions, counties or
entire continents. Their components frequently interact with each other in an ad-hoc
fashion, and have the potential to cause large-scale destruction and injury.

It follows that for SoS that are being designed and procured now, safety has a high
priority. This is particularly true for SoS incorporating new kinds of autonomous com-
ponent systems, such as Unmanned Aerial Vehicles (UAVs).

This paper is concerned with one aspect of the safety process for SoS, specifically
hazard analysis. This is an important first step in any risk-based safety process. Unfor-
tunately, performing hazard analysis on SoS is not easy. Quite apart from the novelty
of these systems, and the commensurate lack of examples to work from, the charac-
teristics of SoS raise serious difficulties. For example, ad hoc communications mean
that information errors can propagate through the system by many, and unpredictable,
routes.

The following section describes the problems faced in SoS hazard analysis, then
section 3 proposes multi-agent simulation as a possible solution. An approach to per-
forming hazard analysis, using simulation combined with machine learning, is outlined
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in section 4, and the results of a case study are presented in section 5. Section 6 com-
pares the work with existing applications of simulation in safety and section 7 discusses
the issue of model fidelity.

2 The Problem of SoS Hazard Analysis

A definition of the term ‘SoS hazard’ was given by the authors in [3] as “Condition of an
SoS configuration, physical or otherwise, that can lead to an accident.” It follows that
SoS hazard analysis is the process of finding those conditions that can lead to accidents.

The problems faced by safety analysts when attempting to perform hazard analysis
on SoS fall into two key categories: the immediate issue of failure effect propagation,
and the more pernicious category of ‘System Accidents’. It has been noted by Kelly and
Wilkinson, in [4], that these problems are present in conventional systems, too, but the
characteristics of SoS exacerbate them.

2.1 Deriving the Effects of a Failure

In a conventional system, such as a single vehicle or a chemical plant, the system bound-
ary is well-defined and the components within that boundary can be enumerated. When
a safety analyst postulates some failure of a component, the effect of that failure can be
propagated through the system to reveal whether or not the failure results in a hazard.
This is not always easy, because of the complexity of possible interactions and variabil-
ity of system state, hence the need for systematic analysis techniques, automated anal-
ysis tools, and system designs that minimise possible interactions. To make the task
more tractable, most existing hazard analysis techniques (such as FFA and HAZOP)
deal with only a single failure at a time; coincident failures are rarely considered.

In an SoS, this problem is considerably worse. The system boundary is not well de-
fined, and the set of entities within that boundary can vary over time, either as part
of normal operation (a new aircraft enters a controlled airspace region) or as part of
evolutionary development (a military unit receives a new air-defence system). Conven-
tional tactics to minimise interactions may be ineffective, because the system consists
of component entities that are individually mobile. In some cases, particularly military
systems, the entities may be designed (for performance purposes) to form ad-hoc group-
ings amongst themselves. Conventional techniques may be inadequate for determining
whether or not some failure in some entity is hazardous in the context of the SoS as a
whole.

2.2 System Accidents

Perrow, in [5], discusses what he calls ‘normal accidents’ in the context of complex
systems. His ‘Normal Accident Theory’ holds that any complex, tightly-coupled system
has the potential for catastrophic failure stemming from simultaneous minor failures.
Similarly, Leveson, in [6] notes that many accidents have multiple necessary causes. In
such cases it follows that an investigation of any one cause prior to the accident (i.e.
without the benefit of hindsight) would not have shown the accident to be plausible.



