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Foreword

The industrial revolution appears as a knife-edge change from a rural self-
employed lifestyle to a clock-punching, whistle-blowing corporate urban way
of life. Being in the middle of the current revolution makes it hard to realize
that in fifty years most people will consider the messy, dynamic, no-rules
embedded product development environment of today as an obvious clean
transition caused by technological changes.

The first embedded software project I worked on didn’t use an off-the-
shelf operating system—there was none. It wasn’t until several years later that
WindRiver introduced VxWorks®. In the mid-1990s it appeared that nothing
could unseat VxWorks; yet, recently WindRiver announced a Linux-based
product. Why the change? Today the most common embedded operating
system used in new products is Linux.

For fourteen years I was part of a small army of firmware engineers working
on the development of HP LaserJet™ printers. The printer used a homegrown
operating system that as I recall was called LaserJet O.S. Usually the very best
engineers worked on supporting and extending the operating system. Any
LaserJet O.S. documentation that existed, engineers had created. Any test suite
was similarly a burden placed on the engineer’s shoulders. The effort and
expense of these highly talented engineers seldom led to any features that
differentiated the product from the competitors. The most important lesson I
learned from the experience was to always put your most talented engineers
on the features that make your product unique and outsource the infrastruc-
ture. Embedded Linux is often the best choice for the operating system
infrastructure for products needing nontrivial connectivity.

Whether you support Linux in-house or purchase a Linux board support
package for your processor, you will still need to understand the overall system
and at times the details of a particular subsystem. In this book the authors
have done a good job fitting all the pieces together that are necessary for
embedded Linux development. The book discusses topics such as board
support packages, embedded storage, and real-time Linux programming in
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depth. Embedded graphics and uClinux are also explained with clarity. The
book is a good attempt to address the concerns of an embedded Linux
developer.

The rapid growth of Linux as the top choice for an embedded operating
system in new products is in part due to the ease of using embedded Linux
to replace homegrown operating systems. Although this book is specifically
for running Linux on embedded systems it can also be used as a guide to
port a system from a traditional RTOS or homegrown operating system to
embedded Linux. It may be the need for TCP/IP networking, USB support,
SecureDigital support, or some other standard that causes a company to dump
their current operating system and switch to Linux. But it is the joy of
developing with Linux that keeps the engineers promoting it for future
products.

An astounding amount of Linux information is available on the Web. I
suspect it is the most extensively documented software ever. How can a book
about embedded Linux provide value over what is already available? First, the
scope of embedded Linux and related applications is so large that getting a
feel for what is available and what can be done is challenging. Seeing all the
pieces separately and working together can help you make sense of the
embedded Linux ecosystem. Second, there are technical reasons for needing
the right information. In an embedded device, the bootloader, kernel, and file
system containing the applications all need to be developed in concert for
the solution to work properly. Understanding the interdependencies and
getting the development environment to properly build all three images is not
straightforward. Also, when you encounter a problem, understanding the tools
available to debug the problem and knowing the techniques used for debug-
ging embedded devices can save a significant amount of time and effort.

Finally, the best reason for reading this book on embedded Linux is because
the technology is so fascinating. Anyone who had developed embedded
products the old way, with one single executable image, will be amazed at
the flexibility and power of using embedded Linux. Anyone new to embedded
development will find most of the power and flexibility available on their
desktop PC works the same in their embedded development environment.

Todd Fischer
President and Founder
Cadenux



Preface

When we were in college in the mid-1990s we heard of an exciting new
technology called the Internet that was to have a profound impact on our
lives. Along with the Internet we also heard of an open source operating
system, Linux, which was being developed by hundreds of programmers
around the world. Linux gave us an opportunity to understand the internals
of the operating system and we quickly became Linux enthusiasts. We realized
that Linux was more than an operating system; here was a movement with
few parallels in human history as it was based on the concepts of human
dignity, choice, and freedom. Linux gave young programmers like us the reach
to the latest technology.

When we became embedded professionals Linux had yet to make a strong
presence in the embedded market. However, we were hearing of some exciting
improvements such as running a hard real-time kernel along with the Linux
kernel and running Linux on MMU-less microcontrollers. Our happiness grew
unbounded when we were asked by a customer to move our software on a
MIPS-based SoC from a commercial RTOS to embedded Linux. Our experience
revealed that the road to embedded Linux is not a very smooth ride. Some
of the main reasons were:

1. There is undoubtedly lots of information about embedded Linux on the
Internet but it is too scattered to give a consolidated view. Converting this
information into a knowledge base can be a time-consuming task. Most
of the product-based companies are normally short on time. Decisions
need to be made quickly and executed quickly. However, a wrong decision
especially on crucial issues such as licensing can prove disastrous to the
company.

2. There is a gross misconception that embedded systems are all about the
hardware or the operating system. As computing power increases rapidly
as per Moore’s law the amount of application software that goes into the
embedded system has also increased at the same rate. Hence the appli-
cations have become the USP for the embedded system. So building a
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Linux-based embedded system does not stop with the OS but has to do
a lot with writing and building applications. And applications have their
own set of issues that are different from the operating system such as
licensing, toolchains, and so on.

3. Unlike a commercial RTOS, which gives a single point of support such as
patches and documentation, embedded Linux takes a whole new devel-
opment paradigm. Often the developers need to search for patches or for
new information from the various mailing lists. And this can be very time
consuming.

When we came out successfully with an embedded Linux design with a
variety of applications, we decided to share some of our thoughts and
experiences with the rest of the world. The result of that thought process is
this book. This book contains an entire development roadmap for embedded
Linux systems. Our primary aim is to make the reader aware of the various
issues that arise out of embedded Linux development.

The theme of the book is twofold:

B To facilitate movement to embedded Linux from a traditional RTOS
B To explain the system design model with embedded Linux

Benefits to the Reader

The book offers solutions to problems that a developer faces when program-
ming in an embedded Linux environment. Some of the common problems are:

B Understand the embedded Linux development model.
B Write, debug, and profile applications and drivers in embedded Linux.
B Understand embedded Linux BSP architecture.

The book offers practical solutions to the above problems.
After reading this book the reader will

Understand the embedded Linux development environment.

Understand and create Linux BSP for a hardware platform.

Understand the Linux model for embedded storage and write drivers and
applications for the same.

Understand various embedded Linux drivers such as serial, 12C, and so on.
Port applications to embedded Linux from a traditional RTOS.

Write real-time applications in embedded Linux.

Learn methods to find memory leaks and memory corruption in applica-
tions and drivers.

Learn methods to profile applications and the kernel.

Understand uCLinux architecture and its programming model.
Understand the embedded Linux graphics subsystem.
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The book is also an aid to managers in choosing an embedded Linux
distribution, creating a roadmap for the transition to embedded Linux, and
applying the Linux licensing model in a commercial product.

Audience

Primary Audience

B Architects: They are more concerned with real-time issues, performance,
and porting plans.

B Software programmers: They need to get into the minute details of the
technology.

Secondary Audience

B [egal staff: Because most embedded products involve intellectual property,
any wrong understanding of the licensing issues can prove detrimental to
the company itself.

B Managers: They are normally concerned about choosing the distribution,
version, toolset, and vendor.

B Testing and support team: Because the look and feel of the product can
change when moving to embedded Linux, the test and support team needs
to be educated.

Background

The authors expect a basic understanding of embedded system programming
in any embedded OS from the reader. The book is not a Linux kernel book.
Familiarity with basic Linux kernel concepts and the user-space programming
model is desirable.

The book attempts to be independent of the kernel version; however,
wherever necessary the 2.4 or the 2.6 kernels are used as examples.

Downloading Source Code

Readers can download source code from the following URL: http://www.
crepress.com/e_products/downloads/download.asp?cat_no=AU0586
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Introduction

The text is divided into ten chapters and two appendices.

Chapter 1, “Introduction,” gives a brief history of embedded Linux and
what the benefits of embedded Linux are over other RTOSs. It discusses in
detail the features of various open source and commercial embedded Linux
distributions available. The chapter concludes by presenting a transition road-
map from a traditional RTOS to embedded Linux.

Chapter 2, “Getting Started,” explains the architecture of embedded Linux
and compares it with traditional RTOS and microkernel architectures. In brief
various Linux kernel subsystems such as the hardware abstraction layer,
memory management, scheduler, file system, and so on are given. A small
description of the user-space Linux programming model is also given. The
second half of the chapter explains the Linux start-up sequence, from boot-
loaders to kernel start-up and user-space start-up scripts. The last section
explains the steps involved in building a GNU cross-platform toolchain.

Chapter 3, “Board Support Package,” explains bootloader architecture fol-
lowed by a discussion on the system memory map, both hardware and
software memory maps. The second half of the chapter explains interrupt
management, the PCI subsystem, timers, UART, and power management in
detail.

Chapter 4, “Embedded Storage,” explains the MTD subsystem architecture
for accessing flash devices. The second half of the chapter discusses various
embedded file systems such as RAMFS, CRAMFS, JFFS2, NFS, and so on. The
chapter also discusses various methods for optimizing storage space in an
embedded system, both kernel and user-space optimizations. A discussion of
various applications designed for embedded Linux such as Busybox is given.
Finally some steps for tuning the kernel memory are given.

Chapter 5, “Embedded Drivers,” discusses in detail various embedded
drivers such as the Serial driver, Ethernet driver, 12C subsystem, and USB
gadgets.
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Chapter 6, “Porting Applications,” discusses an application porting roadmap
from a traditional RTOS to embedded Linux. The rest of the chapter explains
the porting roadmap in detail. First a discussion on Linux pthreads is given,
then the Operating System Porting Layer (OSPL), and finally a kernel API driver.

Chapter 7, “Real-Time Linux,” discusses the real-time features in Linux. It
explains the various latencies involved in the kernel such as interrupt and
scheduling latency and efforts that are made to improve the kernel response
time such as kernel preemption and O(1) scheduler. The core of the chapter
is the discussion of POSIX.1b programming interfaces in Linux. The chapter
explains various POSIX.1b real-time extensions such as real-time schedulers,
memory locking, message queues, semaphores, and asynchronous I/O in
detail. The last section explains in brief the hard real-time approach to Linux
followed by a real-time programming model in RTAIL

Chapter 8, “Building and Debugging,” is divided into three sections: build-
ing, debugging, and profiling. The first section explains various mechanisms
for building kernel and user-space applications. In the second section tools
such as mtrace, dmalloc, and valgrind to debug memory problems are
explained. Finally the last section discusses eProf, OProfile, and kernel function
instrumentation profiling methods to profile user-space and kernel functions.

Chapter 9, “Embedded Graphics,” explains in detail a generic frame buffer
driver and how to write applications using the frame buffer interface. It also
discusses in brief the X graphics subsystem and why it is not suitable for
embedded devices. The last section explains the Nano-X windowing envi-
ronment.

Chapter 10, “uClinux,” explains the architecture and programming environ-
ment in uClinux. The first half of the chapter explains the bFLT executable
file format and how programs are loaded and executed in uClinux-based
systems. Next a discussion about memory management, process creation, and
shared libraries in uClinux is given. The final section explains XIP and how
to port applications from standard Linux to uClinux. It also explains how to
build applications for uClinux.

Appendix A, “Booting Faster,” explains various techniques to reduce Linux
boot-up time.

Appendix B, “GPL and Embedded Linux,” discusses what GPL means to
embedded Linux and how proprietary software can be kept safe with embed-
ded Linux.

Source code is available for downloading from http://www.crcpress.com/e_
products/downloads/download.asp?cat_no=AU0586



