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Preface

ICGT 2004 was the 2nd International Conference on Graph Transformation,
following the first one in Barcelona (2002), and a series of six international
workshops on graph grammars with applications in computer science between
1978 and 1998. ICGT 2004 was held in Rome (Italy), Sept. 29-Oct. 1, 2004
under the auspices of the European Association for Theoretical Computer Sci-
ence (EATCS), the European Association of Software Science and Technology
(EASST), and the IFIP WG 1.3, Foundations of Systems Specification.

The scope of the conference concerned graphical structures of various kinds
(like graphs, diagrams, visual sentences and others) that are useful when de-
scribing complex structures and systems in a direct and intuitive way. These
structures are often augmented with formalisms that add to the static descrip-
tion a further dimension, allowing for the modelling of the evolution of systems
via all kinds of transformations of such graphical structures. The field of graph
transformation is concerned with the theory, applications, and implementation
issues of such formalisms.

The theory is strongly related to areas such as graph theory and graph al-
gorithms, formal language and parsing theory, the theory of concurrent and
distributed systems, formal specification and verification, logic, and semantics.
The application areas include all those fields of computer science, information
processing, engineering, and the natural sciences where static and dynamic mod-
elling using graphical structures and graph transformations, respectively, play
important roles. In many of these areas tools based on graph transformation
technology have been implemented and used.

The proceedings of ICGT 2004 consist of two parts. The first part comprises
the contributions of the invited talks followed by the carefully reviewed and
accepted 26 papers that were selected out of 58 submissions. The topics of the
papers range over a wide spectrum, including graph theory and graph algorithms,
theoretic and semantic aspects, modelling, applications in chemistry and biology,
and tool issues. The second part contains two tutorial introductions to graph
transformation and their relation to software and DNA computing, and short
presentations of the satellite events of ICGT 2004.

We would like to thank the members of the program committee and the
secondary reviewers for their enormous help in the selection process. We are
also grateful to Reiko Heckel and Alexey Cherchago for their technical support
in running the conference system and in editing the proceedings. Moreover, we
would like to express our gratitude to the local organizers Paolo Bottoni (Chair),
and Marta Simeoni who did a great job. Finally, we would like to acknowledge
the always excellent cooperation with Springer, the publisher of the Lecture
- Notes in Computer Science.

July 2004 Gregor Engels, Hartmut Ehrig
Francesco Parisi-Presicce, Grzegorz Rozenberg
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Improving Flow in Software Development
Through Graphical Representations*

Margaret-Anne D. Storey

University of Victoria, British Columbia, Canada
mstoreyQuvic.ca

Abstract. Software development is a challenging and time intensive
task that requires much tool support to enhance software comprehen-
sion and collaborative work in software engineering. Many of the popular
tools used in industry offer simple, yet highly effective, graphical aids to
enhance programming tasks. In particular, tree views are frequently used
to present features in the software and to facilitate navigation. General
graph layouts, popular in many academic tools, are seen less frequently
in industrial software development tools. Interactive graphs can allow a
developer to visualize and manipulate non-structural relationships and
abstractions in the software. In this presentation, I explore how graphical
techniques developed in academia can improve “flow” for programmers
using industrial development tools. The theory of “flow and optimal ex-
periences” is used to offer rich explanations for the existence of many
typical software tool features and to illuminate areas for potential im-
provements from graphical tool support.

* An extended version of this abstract is published in the IEEE proceedings of
VL/HCC’04 (IEEE Symposium on Visual Languages and Human-Centric Comput-
ing), Rome, Italy, September 26-29, 2004.

H. Ehrig et al. (Eds.): ICGT 2004, LNCS 3256, p. 1, 2004.
© Springer-Verlag Berlin Heidelberg 2004



A Perspective on Graphs
and Access Control Models

Ravi Sandhu

George Mason University and NSD Security
ISE Department, MS4A4
George Mason University
Fairfax, VA 22030, USA
sandhu@gmu. edu
http://www.list.gmu.edu

Abstract. There would seem to be a natural connection between graphs
and information security. This is particularly so in the arena of access
control and authorization. Research on applying graph theory to access
control problems goes back almost three decades. Nevertheless it is yet
to make its way into the mainstream of access control research and prac-
tice. Much of this prior research is based on first principles, although
more recently there have been significant efforts to build upon existing
graph theory results and approaches. This paper gives a perspective on
some of the connections between graphs and their transformations and
access control models, particularly with respect to the safety problem
and dynamic role hierarchies.

1 Introduction

In concept there appears to be a strong potential for graphs and their transfor-
mations to be applied to information security problems. In practice, however,
this potential largely remains to be realized. Applications of graph theory in
the security domain go back almost three decades and there has been a steady
trickle of papers exploring this potential. Nonetheless graph theory has yet to
make its way into the mainstream of security research and practice. In part this
may be due to the relative youth of the security discipline and the particular
focus of the research community in the early years. Because of the versatility of
graph representations and graph theory techniques perhaps it is only a matter
of time before a strong and compelling connection is found.

Information security is a broad field and offers multiple avenues for applica-
tion of graph theory. To pick just two examples, in recent years we have seen
application of graph theory in penetration testing and vulnerability analysis (2,
7,17,20,29] and in authentication metrics [21]. It is beyond the scope of this pa-
per to consider the vast landscape of information security. Rather we will focus
on the specific area of access control and authorization.

We begin with a brief review of access control and access control models, and
then identify two specific problems of access control where graph theory has been
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employed in the past. These are the so-called safety problem and the problem
of dynamic hierarchies. The rest of the paper explores past work in these two
problem areas in some detail and concludes with a brief discussion of possible
future research.

Access Control

Access control is concerned with the question of who can do what in a computer
system. Clearly the same object (such as a file) may be accessible by different
users in different ways. Some users may be able to read and write the file,
others to just read it and still others who have no access to the file. Strictly
speaking users do not manipulate files directly but rather do so via programs
(such as a text editor or word processor). A program executing on behalf of a
user is called a subject, so access control is concerned with enforcing authorized
access of subjects to objects. This basic idea was introduced by Lampson in a
classic paper [14] and continues to be the central abstraction of access control.
Authorization in Lampson’s access matrix model is determined by access rights
(such as r for read and w for write) in the cells of an access matrix. An example
of an access matrix is shown in figure 1. Here subject U can read and write file
F but only read file G. Subject V can read and write file G but has no access to
file F. A review of the essential concepts of access control is available in [25].
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Fig. 1. Example of an Access Matrix.

The access matrix of figure 1 can be easily depicted as a directed graph with
labelled edges as shown in figure 2. Thereby the intuitive feeling that there is a
strong connection between graphs and access control. For convenience, we will
henceforth talk of the access matrix and access graph as equivalent notions.

Access Control Models

A static access graph is not very interesting. Real computer systems are highly
dynamic in that the access rights of subjects to objects change over time and
new subjects and objects (and thereby new rights) are created and existing ones
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Fig. 3. Owner-Based Discretionary Access Control.

deleted. In terms of the access matrix this means that not only can contents of
existing cells be changed but new rows and columns can be created and existing
ones destroyed. In terms of the access graph, in addition to edge adding and
deleting operations new nodes can be created and existing ones deleted.

An access control model specifies the operations by which the access graph
can be changed. These operations are typically authorized by existing rights in
the access graph itself. A common example of this is the “own” right shown in
figure 3. The owner of a file has the own right for it and can add and delete
rights for that file at the owner’s free discretion. Thus subjects U and V control
the rights of all subjects to files F and G respectively, i.e., U and V control the
addition and deletion of edges labelled r or w terminating in F and G respectively.

The policy of owner-based discretionary access control is certainly reasonable
but researchers quickly realized that there are many other policies of practical
interest. For example, can the “own” right itself be granted? Some systems do
not allow this. The creator of a file becomes its owner and remains its owner
thereafter. Other systems allow ownership to be propagated from one sub ject to



