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Preface

The RSA® Conference, with over 15,000 attendees, as well as over 225 sponsors
and exhibitors, is the largest computer security event of the year. The Cryp-
tographers’ Track is one of the many parallel tracks. These proceedings contain
the papers presented during the sixth edition. The tradition indeed started in
2001, and is by now well established: the Cryptographers’ Track at the RSA
Conference is among the major events in cryptography.

There were 72 submitted contributions, of which 22 were selected for pre-
sentation. They cover all aspects of cryptography (symmetric and asymmetric
cryptography, constructions and attacks, new trends). In addition, the program
includes two invited talks, by Xiaoyun Wang on “Cryptanalysis of Hash func-
tions and Potential Dangers,” and Philip MacKenzie on “Passwords Will Not
Die: How Cryptography Can Help Deal with Them.”
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VI preface

Mike Szydlo Karine Villegas Christopher Wolf
Yael Tauman Kalai Shabsi Walfish Alex Yampolskiy
Isamu Teranishi Huaxiong Wang Yeon Hyeong Yang
Toshio Tokita Xiaofeng Wang Yiqun Lisa Yin
Michael Tunstall Bogdan Warinschi Jeong Il Yoon
Frederik Vercauteren Benne de Weger

Note that these proceedings contain the revised versions of the selected pa-
pers. Since the revisions were not checked again before publication, the authors
(and not the committee) bear full responsibility of the contents of their papers.

I also would like to thank Jacques Beigbeder for maintaining the submission
and webreview servers, and Duong Hieu Phan for the fast set up of the review
phase. The submission software was written by Chanathip Namprempre, and
the webreview system by Wim Moreau and Joris Claessens. Many thanks to
Burt Kaliski for interfacing with the RSA conference organizers, and to Alfred
Hofmann at Springer for the production of this volume.

Finally, I wish to thank all the authors who submitted papers, and the authors
of accepted papers for sending their final versions on time.

November 2005 David Pointcheval
Program Chair
CT-RSA 2006
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Cache Attacks and Countermeasures:
The Case of AES

Dag Arne Osvik!, Adi Shamir?, and Eran Tromer?

1 dag.arne@osvik.no
? Department of Computer Science and Applied Mathematics,
Weizmann Institute of Science, Rehovot 76100, Israel
{adi.shamir, eran.tromer}@weizmann.ac.il

Abstract. We describe several software side-channel attacks based on
inter-process leakage through the state of the CPU’s memory cache.
This leakage reveals memory access patterns, which can be used for
cryptanalysis of cryptographic primitives that employ data-dependent
table lookups. The attacks allow an unprivileged process to attack other
processes running in parallel on the same processor, despite partition-
ing methods such as memory protection, sandboxing and virtualization.
Some of our methods require only the ability to trigger services that
perform encryption or MAC using the unknown key, such as encrypted
disk partitions or secure network links. Moreover, we demonstrate an
extremely strong type of attack, which requires knowledge of neither
the specific plaintexts nor ciphertexts, and works by merely monitoring
the effect of the cryptographic process on the cache. We discuss in de-
tail several such attacks on AES, and experimentally demonstrate their
applicability to real systems, such as OpenSSL and Linux’s dm-crypt
encrypted partitions (in the latter case, the full key can be recovered
after just 800 writes to the partition, taking 65 milliseconds). Finally, we
describe several countermeasures for mitigating such attacks.

Keywords: side-channel attack, cache, memory access, cryptanalysis,
AES.

1 Introduction

1.1 Overview

Many computer systems concurrently execute programs with different privileges,
employing various partitioning methods to facilitate the desired access control
semantics. These methods include kernel vs. userspace separation, process mem-
ory protection, filesystem permissions and chroot, and various approaches to
virtual machines and sandboxes. All of these rely on a model of the underlying
machine to obtain the desired access control semantics. However, this model is
often idealized and does not reflect many intricacies of actual implementation.
In this paper we show how a low-level implementation detail of modern CPUs,
namely the structure of memory caches, causes subtle indirect interaction be-
tween processes running on the same processor. This leads to cross-process infor-
mation leakage. In essence, the cache forms a shared resource which all processes

D. Pointcheval (Ed.): CT-RSA 2006, LNCS 3860, pp. 1-20, 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 D.A. Osvik, A. Shamir, and E. Tromer

compete for, and it thus affects and is affected by every process. While the
data stored in the cache is protected by virtual memory mechanisms, the meta-
data about the contents of the cache, and hence the memory access patterns of
processes using that cache, is not fully protected.

We describe several methods an attacker can use to learn about the memory
access patterns of another process. These are classified into methods that affect
the state of the cache and then measure the effect on the running time of the
encryption, and methods that investigate the state of the cache after or during
encryption. The latter are found to be particularly effective and noise-resistant.

We demonstrate the cryptanalytic applicability of these methods to the Ad-
vanced Encryption Standard (AES, [11]) by showing a known-plaintext (or
known-ciphertext) attack that performs efficient full key extraction. For example,
an implementation of one variant of the attack performs full AES key extraction
from the dm-crypt system of Linux using only 800 accesses to an encrypted file,
65ms of measurements and 3 seconds of analysis; attacking simpler systems, such
as “black-box” OpenSSL library calls, is even faster at 13ms and 300 encryptions.

One variant of our attack has the unusual property of performing key ex-
traction without knowledge of either the plaintext or the ciphertext. This is an
unusually strong form of attack in which an unprivileged process can, just by
accessing its own memory space, obtain bits from a secret AES key used by
another process, without any (explicit) communication between the two. This
too is demonstrated experimentally.

Implementing AES in a way that is impervious to this attack, let alone de-
veloping an efficient generic countermeasure, appears non-trivial; in Section 5,
various countermeasures are described and analyzed.

Many details and variants have been omitted due to space constraints; see
http://www.wisdom.weizmann.ac.il/~tromer/cache for an extended version.

1.2 Related Works

The possibility of cross-process leakage via cache state has been mentioned in
several previous works. It was considered in 1992 by Hu [7] in the context of
intentional transmission via covert channels. In 1998, Kelsey et al. [8] mentioned
the prospect of “attacks based on cache hit ratio in large S-box ciphers”. In 2002,
Page [9] described theoretical attacks using cache misses, but assumed the ability
to identify cache misses with very high temporal resolution; its applicability in
realistic scenarios is unclear. In 2003, Tsunoo et al. [15] described attacks using
timing effects due to collisions in the memory lookups inside the cipher, as
opposed to the cipher-attacker collisions we investigate.

Concurrently with but independently of our work, Bernstein [2] describes
attacks on AES that exploit timing variability due to cache effects; his attack can
be seen as a variant of our Evict+Time measurement method (see Section 3.4).
The main difference is that [2] does not use an explicit model of the cache and
active manipulation, but rather relies only on the existence of some consistent
statistical timing pattern due to various uncontrolled memory access effects. The
resulting attack is simpler and more portable, but have several shortcomings.



Cache Attacks and Countermeasures: The Case of AES 3

First, it requires reference measurements of encryption under known key in an
identical configuration, and these are often not readily available (e.g., a user
may be able to write data to an encrypted filesystem, but creating a reference
filesystem with a known key is a privileged operation). Second, the attack of [2]
relies on timing the encryption and thus, similarly to our Evict+Time method,
seems impractical on many real systems due to excessively low signal-to-noise
ratio; our alternative methods (Sections 3.5 and 4) address this. Third, even
when the attack of [2] works, it requires a much higher number of analyzed
encryptions.!

Also concurrently with but independently of our work, Percival [14] describes
a cache-based attack on RSA for processors with simultaneous multithreading.
The measurement method is similar to one variant of our asynchronous attack
(Section 4), but the cryptanalytic aspect is very different since the algorithms
and time scales involved in RSA encryption are very different from those of AES.
Both [2] and [14] contain discussions of countermeasures against the respective
attacks, and some of these are also relevant to our attacks (see Section 5).

Koeune and Quisquater [6] described a timing attack on a “bad implementa-
tion” of AES which uses its algebraic description in a “careless way” (namely,
using a conditional branch in the MixColumn operation). That attack is not ap-
plicable to common software implementations, but should be taken into account
in regard to certain countermeasures against our attack (see Section 5.2).

Leakage of memory access information has also been considered in other con-
texts, yielding theoretical [5] and practical [16][17] mitigation methods; these are
discussed in Section 5.3.

2 Preliminaries

2.1 Memory and Cache Structure

Modern processors use one or more levels of set-associative memory cache. Such
a cache consists of storage cells called cache lines, each consisting of B bytes.
The cache is organized into S cache sets, each containing W cache lines?, so
overall the cache contains S - W - B bytes. The mapping of memory addresses
into the cache is limited as follows. First, the cache holds copies of aligned blocks
of B bytes in main memory, which we will term memory blocks; when a cache
miss occurs, a full memory block is copied into one of the cache lines. Second,
each memory block may be cached only in a specific cache set; specifically, the
memory block starting at address a can be cached only in the W cache lines
belonging to cache set |a/B] mod S. See Figure 1(a). Thus, the memory blocks
are partitioned into S classes, where the blocks in each class contend for the
cache lines in a single cache set.

! In our experiments the attack code of [2] failed to get a signal from dm-crypt even
after a 10 hours run, whereas in an identical setup our Prime+Probe performed full
key recovery using 65ms of measurements.

% In common terminology, W is called the associativity and the cache is called W -way
assoctative.
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Fig. 1. (a) Schematic of a set-associative cache. The light gray blocks represent a cached
AES lookup table. The dark gray blocks represent the attacker’s memory. States (b)-(d)
depict Evict4+Time and (e)-(f) depict Prime+Probe (see Section 3).

2.2 Memory Access in AES Implementations

This paper focuses on AES (see Section 6.1 for a discussion of other ciphers).
Performance-oriented implementations on 32-bit (or higher) processors typically
use the following formulation, as prescribed in the Rijndael AES submission [4].3

Several lookup tables are precomputed once by the programmer or during
system initialization. There are 8 such tables, Tp,...,T5 and Télo), e 3(10),
each containing 256 4-byte words. The contents of the tables, defined in [4], are
inconsequential for most of our attacks.

During key setup, a given 16-byte secret key k = (ko, ..., k15) is expanded
into 10 round keys*, K(") for r = 1,...,10. Each round key is divided into 4
words of 4 bytes each: K = (Kér),Kl(r),Kér),Kér)). The 0-th round key is
just the raw key: K;O) = (kaj, kajs1,kaj42, kajr3) for 7 = 0,1,2,3. The details
of the rest of the expansion are mostly inconsequential.

Given a 16-byte plaintext p = (po,...,p1s), encryption proceeds by com-

puting a 16-byte intermediate state z(™ = (mér),...,xgg)) at each round r.

The initial state (®) is computed by xio) =p, ®k; (4 =0,...,15). Then,
the first 9 rounds are computed by updating the intermediate state as follows,
forr=0,...,8:

(27,287,252 — Toe) @ Ta[z{"] © Tale(y) @ TolaP) @ KT
(@2, 2,2 — Do) @ Tia{”) @ Tulel?) @ Tolz{”) @ KT
] 1
)

0 0 5 o) - el @ Tile) 0 Tl @ el @ S

215,25, 20, 25 — Do) © TileD) @ Talel”) @ Tufe}) @ K§THY
Finally, to compute the last round (1) is repeated with r = 9, except that
Ty, ..., T3 is replaced by Télo), 3% ,T;lo). The resulting (19 is the ciphertext.
Compared to the algebraic formulation of AES, here the lookup tables account
for the combination of SHIFTROWS, MiIXCOLUMNS and SUBBYTES operations;
the change of lookup tables for the last is due to the absence of MIXCOLUMNS.

3 Some implementations use variant with a different table layouts; see Section 5.2.
* We consider AES with 128-bit keys. The attacks can be adapted to longer keys.
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2.3 Notation

We treat bytes interchangeably as integers in {0,...,255} and as elements of
{0,1}® that can be XORed. Let 6 denote the cache line size B divided by the
size of each table entry (usually 4 bytes); on most platforms of interest we have
6 = 16. For a byte y and table Ty, we will denote (y) = |y/6] and call this
the memory block of y in T,. The significance of this notation is as follows:
two bytes y, z fulfill (y) = (z) iff, when used as lookup indices into the same
table T, they would cause access to the same memory block®; they would there-
fore be impossible to distinguish based only on a single memory access. For a
byte y and table T}, we say that an AES encryption with given inputs accesses
the memory block of y in T, if, according to the above description of AES, at
some point in the encryption there will be some table lookup to T¢[z] where
(2) = ().

In Section 3 we will show methods for discovering (and taking advantage of the
discovery) whether the encryption code, invoked as a black box, accesses a given
memory block. To this end we define the following predicate: Qg(p,¢,y) = 1 iff
the AES encryption of the plaintext p under the encryption key k accesses the
memory block of index y in T} at least once throughout the 10 rounds.

Also in Section 3, our measurement procedures will sample measurement score
from a distribution Mg(p,¥¢,y) over R. The exact definition of Mg(p,¥¢,y) will
vary, but it will approximate Qr(p, ¢, y) in the following rough sense: for a large
fraction of the keys k, all tables £ and a large fraction of the indices x, for random
plaintexts and measurement noise, the expectation of Mg(p, ¢,y) is larger when

Qr(p,¢,y) =1 than when Qk(p,¢,y) = 0.

3 Synchronous Known-Data Attacks

3.1 Overview

The first family of attacks, termed synchronous attacks, is applicable in scenarios
where the plaintext or ciphertext is known and the attacker can operate synchro-
nously with the encryption on the same processor, by using (or eavesdropping
upon) some interface that triggers encryption under an unknown key. For ex-
ample, a Virtual Private Network may allow an unprivileged user to send data
packets through a secure channel. This lets the user trigger encryption of plain-
texts that are mostly known (up to some uncertainties in the packet headers),
and our attack would thus, under some circumstances, enable any such user to
discover the key used by the VPN to protect all users’ packets. As another ex-
ample, consider the Linux dm-crypt and cryptoloop services. These allow the
administrator to create a virtual device which provides encrypted storage into an

5 We assume that the tables are aligned on memory block boundaries, which is usually
the case. Non-aligned tables would benefit our attacks by leaking an extra bit per
key byte in the first round. We also assume for simplicity that all tables are mapped
into distinct cache sets; this holds with high probability on many systems (and our
practical attacks also handle some exceptions).



