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Technologies are morally neutral until we apply them.
It’s only when we use them for good or for evil
that they become good or evil.

William Gibson
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INTRODUCTION

g’“’ or the introduction of Hacker’s Challenge during the summer of 2001, we
— queried cnn.com to see what security headlines were making news. We
| found consistent reports of widespread misuse of all sorts of systems
by all sorts of people. Well, guess what? It's now winter 2002, and things
haven’t gotten any better:

Report gives U.S. computer security an F

U.S. cracks case of military network hacker
British national indicted in military hacking case
Attack on heart of Internet fails to bring it down
China computers face virus epidemic

Hackers say holes exposed retail data

Bugbear virus attacks computer security

HEEEEHEHENBENJC

U.S. computer systems vulnerable to attack?

>

Hack attack-how you might be a target

The bottom line is that the world is not a safe place (neither physically nor electronically).
Fear not, gentle reader! Hacker’s Challenge 2: Test Your Network Security & Forensic Skills is here
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to confront you with 19 new real-world vignettes covering contemporary topics such
as the following;:

¥ Man in the Middle Attacks
B New Wireless Attacks

B Layer 2 Attacks

B Security Policy Enforcement
A Shady Employees

For those of you who didn’t read the first book, you might be wondering just what is
Hacker’s Challenge 2? As the Internet grows in size and constituency, so do the number of
computer-security incidents. One thing the news doesn’t inform us is how these incidents
take place. What led up to the incident? What enabled it? What provoked it? What could
have prevented it? How can the damage be mitigated? And most of all, how did it hap-
pen? If any of this interests you, this book is for you.

Hacker’s Challenge 2 brings you fact-based, computer-security war stories from the
same core team who brought you the first book. Taking the same successful formula from
the first book, it pulls you, the reader, inside the story. As each story unfolds, you are pre-
sented with information about the incident and are asked to solve the case.

People who are responsible for networks and network security across many different
industries can read about actual penetrations of similar companies. They can use the in-
formation in this book to learn the kinds of scenarios they need to worry about and the
modi operandi of some attackers. This book is also a lot of fun to read.

For those of you who did read the first book, you'll definitely want to read this sec-
ond book as well, because this is not a revision of what you already read, but a brand-new
book written from scratch with all new challenges and solutions!

ORGANIZATION

Hacker’s Challenge is divided into two parts. Part I contains all of the case studies, or Chal-
lenges. Included in each Challenge is a detailed description of the case with all of the
evidence and forensic information (log files, network maps, and so on) necessary for the
reader to determine exactly what occurred. For the sake of brevity, in many of the chapters,
vast portions of the evidence have been removed, leaving the reader almost exclusively
with pertinent information (as opposed to just pages and pages of data to wade through).
At the end of each case study, a few specific questions guide the reader toward a correct
forensic analysis.

Part II of the book contains all of the Solutions to the Challenges set forth in Part L. In
this section, the case study is thoroughly examined, with all of the evidential information
completely explained, along with the questions answered. Additionally, sections on miti-
gation and prevention offer even more information.
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TO PROTECT THE INNOCENT...

To protect the anonymity of the profiled organizations, many details in each story had
to be changed or removed. Care was taken to preserve the integrity of each case study,
so no information was lost in the process. The changed information includes some of

the following;:

V¥  Company names
Employee names
IP addresses
Dates

Web defacement details (to change the message and remove profanity
or other unsuitable content)

A Nonessential story details

VULNERABILITY INFORMATION

Throughout the book, wherever possible, we will make reference to external resources
that contain additional information about specific profiled vulnerabilities (look for the
“Additional Resources” section at the end of some of the Solutions). Also, the organiza-
tions MITRE and SecurityFocus both contain slightly different vulnerability databases
that are useful general resources.

MITRE (http:/ /cve.mitre.org) is a not-for-profit national technology resource that
provides systems engineering, research and development, and information technology
support to the government. Common Vulnerabilities and Exposures (CVE) is a list or dic-
tionary that provides common names for publicly known information security vulnera-
bilities and exposures. Using a common name makes it easier to share data across
separate databases and tools that until now were not easily integrated. This makes CVE
the key to information sharing.

SecurityFocus (http://www.securityfocus.com) is the leading provider of security
information services for business. The company manages the industry’s largest and most
active security community and operates the security industry’s leading portal, which
serves a community of more than a quarter of a million unique users per month.

SecurityFocus’s vulnerability database is the most comprehensive collection of published
computer security vulnerabilities anywhere.

COMPLEXITY TAXONOMY

There are three ratings, found in a table at the beginning of each Challenge, that describe
the overall complexity of each chapter. These ratings cover the incident from both the at-
tacker’s and the security practitioner’s sides of the fence.
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Attack Complexity

The attack complexity addresses the level of technical ability on the attacker’s part. This
class profiles the overall sophistication of the attacker. Often we'll see that the more com-
plex and secure an environment, the more complex the attacker had to be to compromise
it (of course, this isn’t always the case...).

V¥V Low/Easy Attacks at this level are generally of script-kiddie caliber. The
attacker did little more than run an attack script, compile some easy-to-find
code, or employ a publicly known attack method, and he showed little or no
innovative behavior. This is the lowest hanging fruit.

B Moderate/Medium The attacker used a publicly known attack method, but
she extended the attack and innovated something beyond the boilerplate. This
might involve address forgery or slight modifications of attack behaviors
beyond the norm.

M Hard The attacker was very clever and reasonably skilled. The exploit may
or may not have been public, and the attacker probably writes his own code.

A High Attacks of this caliber generally show domain expertise. The attacker
was extremely skilled, employing either nonpublic exploits or cutting-edge
technology. The attacker was also forced to innovate a great
deal, and, if applicable, she may have covered her tracks well and left a covert
method of reentry. The attacker probably wouldn’t have been caught except
by a veteran security administrator or by fluke.

Prevention and Mitigation Complexity

The prevention complexity is the level of complexity that would have been required on the
organization’s part to prevent the incident from happening. The mitigation complexity is
the level of complexity required to lessen the impact of the damage of the incident across
the organization’s infrastructure. They are very similar, and both can be defined by the
same taxonomy:

¥ Low/Easy Preventing or mitigating the problem could be as simple as a single
software patch or update, or a rule addition to a firewall. These changes are
generally simple and do not involve a great deal of effort to invoke.

M Moderate/Medium Remediation could involve a complex software patch
or update, possibly in addition to policy changes on a firewall. Reinstallation
of an infected machine and/or small infrastructure changes may also be
necessary.

A Hard/High A complex patch or an update or series of updates to many
machines, in addition to major infrastructure changes, are required. This level
may also include vulnerabilities that are extremely difficult to completely
prevent or mitigate altogether.
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CONVENTIONS USED IN THIS BOOK

To get the most out of Hacker’s Challenge, it may help you to know how this book is de-
signed. Here’s a quick overview.

In the body of each chapter you will find log files, network maps, file listings, com-
mand outputs, code, and various other bits of forensic evidence. This information is re-
printed as closely as possible to the original, but you should take into account that
printing restrictions and confidentiality required some changes.

This book is broken up into two sections. In Part I, Challenges 1 through 19 present
the details of a real-life incident. Each Challenge begins with a summary table that lists
the industry of the victimized company and complexity ratings for attack, prevention,
and mitigation.

v

QUESTIONS

At the end of each Challenge, you will find a list of questions that will direct your search
for the details of the incident and guide you toward the overall solution. Feel free to make
notes in this section or throughout the text as you solve the Challenge.

5

ANSWERS

In Part II of this book, you'll find the corresponding Solutions 1 through 19. The Solution
explains the details of how the incident was actually solved, as well as the answers to the
questions presented in the first part of the book.

PREVENTION

The Solution contains a “Prevention” section, where you will find suggestions for how to
stop an attack before it starts (useful for companies that find themselves in situations sim-
ilar to the unfortunate organizations profiled in the book).

S
oy
o~

'l MITIGATION

The Solution also contains a “Mitigation” section, where you will learn what the victim-
ized company did to pick up the pieces after the attack.
Good luck!



