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Preface

Welcome to the Proceedings of the 13th International Security Protocols Work-
shop. As usual, our meeting in Cambridge was just the beginning. After that,
position papers were revised (often more than once) and transcripts were cir-
culated, discussed, and edited several times: our intention was not to produce
a sterile record of who said what, but to share some promising lines of enquiry
into interesting problems. Now we bring these proceedings to a wider audience
so that you can join in.

Our theme this time was “The system likes you and wants to be your friend.”
Security is usually seen as making systems more difficult for humans to use.
Might there be advantages to looking at security in the context of more general
design problems? Perhaps those investigating the general properties of system
design and those of us in the security community have more to say to each other
than we thought.

Our thanks to Sidney Sussex College Cambridge for the use of their facilities,
and to the University of Hertfordshire for lending us several of their staff.

Particular thanks to Johanna Hunt of the University of Hertfordshire for
being our impresario and organizing everything, and to Lori Klimaszewska of
the University of Cambridge Computing Service for transcribing the audio tapes
(in which the “crash barriers” nearly prevented collisions).

The Security Protocols Workshop exists because you, the audience, partic-
ipate. Once you have dived into these proceedings and have had some Eleatic
thoughts, we expect to hear from you.

Bruce Christianson
Bruno Crispo
James Malcolm
Michael Roe
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The System Likes You

(Transcript of Discussion)

Bruce Christianson

Every year we have a theme and it’s always difficult to ignore the theme if you
don’t know what it is, so there’s a tradition that somebody spends five minutes
at the beginning telling you what the theme is so that you can ignore it.

The theme this year is “the system likes you and wants to be your friend”.
The thinking behind this is that there might be advantages to looking at security
in the context of more general design problems, and that those investigating the
general properties of system design and those of us in the security community
might have more to say to each other than we currently seem to.

We are all used to the idea that we design systems to have certain properties
that we want them to have. In the security community we want to design systems
also to not have certain properties (or to have certain anti-properties) which
correspond to behaviour which we don’t want the system to exhibit. These are
complimentary activities in some ways, and run directly counter to each other
in others.

We in the security community have tended to make a dichotomy between
things that are the product of malice and things that are the product of bad
luck. Roger Needham and Ross Anderson wrote a paper some time ago called
“Programming Satan’s Computer” ! in which they almost argue that Satan is
an adversary of a qualitatively different character to Murphy. A consequence
of this view is that the techniques that we use to deal with a general kind of
fault-tolerant threat are in some sense orthogonal to the techniques that we have
to use to deal with a malicious opponent. So one question is, is this dichotomy
still appropriate, or might we do better to treat Murphy and Satan as occupying
extreme points of a spectrum, and think more about what is in the middle.?

In design exercises we are accustomed to designing a system by conceptually
moving the system boundary around. If you’re not sure how to design some part
of the system then it’s a good idea to try moving the system boundary across
it and seeing what happens to your thinking about the rest of the system. Now
that might perhaps tell us that trying to make a system secure by securing the
system perimeter is not a good approach. Sometimes it may be more useful to
consider the effects of moving the attacker across the system perimeter, and the
same for the user or client, and for various bits of the infrastructure. I think
the potential for interaction goes the other way as well. Roger Needham was
fond of saying that if you had a completely secure system then at least turning
cryptography on and off was a good way of checking whether you’d filled the
configuration file in correctly.

! Computer Science Today, LNCS 1000, pp426-441.
2 For example, see Geraint Price, Broadening the Scope of Fault Tolerance within
Secure Services, LNCS 2133, pp155-169.

B. Christianson et al. (Eds.): Security Protocols 2005, LNCS 4631, pp. 1-2, 2007.



2 B. Christianson

We’'ve already had a lot of experience in the security community with the
idea that different participants in the system have different security policies and
hence different threat models. A consequence is that when we're considering our
interactions with someone else, we have to consider states of the system that
are possible according to their threat model, but which according to our threat
model are not merely contingently false but impossible per se3. Often one of the
other participants in the system will insert a counter-measure to counteract a
threat which they believe is real, and which we believe is imaginary, but actually
we believe that the threat posed to us by their counter-measure is very real
indeed. We spend a lot of time in practice trying to deal with the consequences of
these counter-factual counter-measures, and there’s a possibility that the design
community might benefit from looking at systems in this kind of way. We’ve
already had extreme programming, perhaps paranoid design is the next logical
extension.

The ground rules are the usual ones. This is a workshop not a conference,
and it’s perfectly OK to talk about things that you haven’t done yet. But of
course it’s also perfectly OK for people to interject from the floor about things
they haven’t done yet either. Try and look on this as leading a discussion rather
than giving a presentation that you prepared before you came. Equally if you're
interjecting try and make sure that you do let the person who’s giving the talk say
something important at some point, even if it’s just at tea time. The computer
is working perfectly so let’s begin.

3 LNCS 1796, pp63-64.



Experiences with Host-to-Host IPsec

Tuomas Aura, Michael Roe, and Anish Mohammed

Microsoft Research

Abstract. This paper recounts some lessons that we learned from the
deployment of host-to-host IPsec in a large corporate network. Several se-
curity issues arise from mismatches between the different identifier spaces
used by applications, by the IPsec security policy database, and by the
security infrastructure (X.509 certificates or Kerberos). Mobile hosts en-
counter additional problems because private IP addresses are not globally
unique, and because they rely on an untrusted DNS server at the visited
network. We also discuss a feature interaction in an enhanced IPsec fire-
wall mechanism. The potential solutions are to relax the transparency of
IPsec protection, to put applications directly in charge of their security
and, in the long term, to redesign the security protocols not to use IP
addresses as host identifiers.

1 Introduction

IPsec is a network-layer security protocol for the Internet that is intended to
provide authentication and encryption of IP packets in a way that is transparent
to applications. IPsec can be used between two hosts, between two security
gateways, or between a host and a security gateway. IPsec was primarily specified
with the security gateways and virtual private networks (VPN) in mind, but the
expectation was that it could also be used end-to-end between two hosts.

This paper explains some of the difficulties that arise when IPsec is used in
a host-to-host setting. The paper is based on security analysis and experiments
that were done during the deployment of host-to-host IPsec on a large production
network (tens of thousands of Windows hosts). We believe that the problems
discovered are not unique to one network or one vendor’s implementation, and
that they explain why there are few examples of successful host-to-host IPsec
deployments in large or medium-size networks.

The problems identified in this paper arise mainly from mismatches between
the identifier spaces used in applications, in the IP layer, and in the security
infrastructure. For example, IPsec security policies are typically defined in terms
of IP addresses but the addresses mean little to the application and they do not
appear in authentication credentials. Another reason for the problems is the
fundamental design principle in IPsec that it should be a transparent layer that
has no interaction with applications, apart from the configuration of a static
security policy at the time of setting up the applications. We show that, in order
for IPsec to meet the real application security requirements, the transparency
needs to be relaxed and applications need to become security aware.

B. Christianson et al. (Eds.): Security Protocols 2005, LNCS 4631, pp. 3-22, 2007.
© Springer-Verlag Berlin Heidelberg 2007



4 T. Aura, M. Roe, and A. Mohammed

Most literature on security protocols concentrates on cryptographic algo-
rithms and key-exchange protocols. We now know how to engineer a security
protocol for authentication and encryption between abstract entities like Initia-
tor and Respondent, or Alice and Bob. The latest IPsec specifications benefit
from this work and represent the state of art in the field. The focus of this paper
is on architectural issues, such as who defines the security policies and who has
the authority over the various identifier spaces. We assume that the algorithms
and protocols themselves are sound.

Arguments can be made that the vulnerabilities described in this paper are
caused by flaws in the IPsec architecture. Equally well, it can be argued that we
are using IPsec in the wrong way or that it has been implemented incorrectly.
Either way, end-to-end encryption and authentication between hosts belonging to
the same organization is clearly a reasonable security mechanism to ask for, and
IPsec is a reasonable candidate to consider for the task. If IPsec in its currently
implemented form fails, as we demonstrate it does, it then makes sense to ask
what changes are needed to make the architecture meet our requirements.

The rest of the paper is structured as follows. We start with an overview
of related work in section 2. Sections 3-4 provide an introduction to the IPsec
architecture and to a well-known class of DNS-spoofing attacks. Section 5 shows
how similar attacks are possible against host-to-host IPsec even if the name
service is assumed to be secure. In section 6, we present a class of attacks that
affects mobile hosts. Section 7 discusses an attack that was made possible by a
non-standard extension to IPsec, and section 8 concludes the paper.

2 Related Work

IPsec is defined by the Internet Engineering Task Force (IETF). The earlier
IPsec architecture specification [11] was based on early implementation experi-
ences. The latest revised version [12] has a well-defined security model. There are
also two versions of the Internet key exchange protocol, IKEv1 [10] and IKEv2
[7]. Where it matters, we use the latest specifications. All observations and ex-
periments, however, were conducted with implementations that follow the older
specifications.

The research community has paid a lot of attention to the cryptography
and the key-exchange protocol in IPsec [3,8,13,19]. There is also some work
on security-policy specification in large systems [9]. The architecture itself has
received surprisingly little attention outside the IETF. The closest precedent
to our work is by Ferguson and Schneier [8] who, in addition to evaluating the
cryptography, make some radical recommendations for changes to the overall
architecture, such as elimination of the transport mode. While the focus of this
paper is on transport mode, all our observations apply equally well to tunnel
mode when it is used host-to-host. Ferguson and Schneier also suggest that us-
ing IPsec for anything other than VPN will lead to problems but they do not
elaborate on the topic. Meadows [16] pointed out that there might be prob-
lems with IKE if the authenticated identifiers are not based on IP addresses. A
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yet-unpublished article by Trostle and Grossman [23] also discusses identifier-
space issues in IPsec that are similar to the ones we raise in section 5.

Recently, much attention has been paid to “weak” security mechanisms, such
as cookie exchanges, which reduce the number of potential attackers or make
the attacks more expensive [2,17,22]. While these solutions are suitable for many
applications and, in particular, for denial-of-service (DoS) prevention, they do
not provide the kind of strong encryption and authentication that are the goal
of IPsec. Thus, we have to assume a Dolev-Yao-type attacker [5] and cannot
argue that a vulnerability in IPsec does not matter because it is unlikely that
the attacker will be in the right place at the right time to exploit it. We do,
however, compare the consequences of having a secure (e.g., DNSSec [6]) and
an insecure name service. The conclusions are valid regardless of how the name-
service security is implemented.

One high-level explanation for some of the problems discussed in this paper is
that IP addresses are both host identifiers and location addresses [4]. There have
been several attempts to separate these two functions, including the host identity
protocol (HIP) [18], and Cryptographically Generated Addresses (CGA) [1]. In
HIP, routable IP addresses are used only for routing and hosts are identified by
the hash of a public key. Cryptographically generated addresses (CGA) [1], on
the other hand, are routable IPv6 addresses that have the hash of a public key
embedded in the address bits. This makes them work better as host identifiers.
Mismatches between the identifiers used to specify the security policy and the
identifiers provided by the authentication protocol have been studied in other
protocol layers, for example middleware [14]. While we believe that many of
these approaches have merit, we have chosen to work with standard DNS names
and IP addresses in this paper.

3 How IPsec Works

In this section, we give a simplified overview of the IPsec architecture with em-
phasis on the features that are needed in the rest of the paper. The architecture
comprises protocols, security associations, and security policies.

IPsec, like most network security protocols, has a session protocol for the
protection of data, and an authenticated key exchange protocol for establishing
a shared session key. The session protocol is called the Encapsulating Security
Payload (ESP). It takes care of the encryption and/or authentication of indi-
vidual IP packets. There is another session protocol, the Authentication Header
(AH), but its use is no longer recommended. The session keys are negotiated
with the Internet Key Exchange (IKE), of which there are two versions (IKEv1
and IKEv2). The differences between the versions are largely unimportant to
this paper.

The shared session state between two IPsec nodes is called a security asso-
ciation (SA). An SA determines the session protocol mode, the cryptographic
algorithms, and the session keys used between the nodes. The SAs come in pairs,
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one for each direction. Security associations are typically created by IKE, but
they can also be configured manually by the system administrator.

In addition to the protocols and associations, an important part of the IPsec
architecture is the security policy. Each host has a security policy database (SPD)
that determines an action for each packet: whether the packet should be pro-
tected, discarded, or allowed to bypass IPsec processing. The SPD maps the
protected packets to the right SAs, and triggers IKE to create an SA pair if
no suitable one exists. The policy applies to both outbound and inbound pack-
ets. For outbound packets, an SA is used to add the encryption and message
authentication code as required by the policy. For inbound packets, the policy
determines what kind of protection the packet must have. Inbound packets that
do not have the right protection, i.e., ones that were not received via the right
SA, are discarded by IPsec.

The SPD is an ordered list of rules, each one of which consists of selectors and
an action. The packet headers are compared against the selectors and the first
rule with matching selectors determines the action to be taken on the packet.
The exact packet-matching algorithm has changed over versions of the IPsec
specification and varies from implementation to implementation; we stick to what
is common between many implementations. The selectors are typically ranges of
packet-header values, e.g., source and destination IP addresses and port numbers.
For example, the SPD of figure 1 mandates ESP protection for communication
with peers in the subnet 1.2.*.* and a BYPASS policy for other peers. In theory,
the selectors are not limited to IP and transport-layer header fields but can take
into account other context, such as the hostname, process and user at the source
or destination. In practice, such selectors are rarely implemented because they
can cause layer violations and are, therefore, hard to implement. (We will return
to names as selectors in section 6.4.)

In this paper, we are interested in the difference between two types of IPsec ap-
plications. The first application is a VPN, in which encrypted and authenticated
tunnels connect geographically separate parts of a private network. Originally,
IPsec tunnels over the Internet were used to replace leased telephone lines and
the goal was to provide security equivalent to a leased line. The tunnel in that
case is an IPsec SA between two security gateways. Increasingly, VPN technol-
ogy is used to connect individual remote hosts to private networks. In that case,
an IPsec SA between a remote host and a security gateway replaces a dialup
connection. In both situations, the SA is set up in tunnel mode. When establish-
ing a tunnel-mode SA, authentication in IKE is typically based on a pre-shared
long-term key or X.509 certificates [24] issued by an organizational certification
authority.

The second IPsec application is host-to-host communication. In that case, the
IPsec SAs are established between end hosts and encryption and authentication
are performed by the end hosts themselves. This kind of SA is usually set up in
transport mode, although tunnel mode can also be used. The modes have subtle
differences in packet headers and in policy lookup, but we need not consider them
here. The host-to-host communication differs from VPNs in that one uniform



