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CISCO CERTIFIED INTERNETWORK EXPERT

Cisco’s CCIE certification programs set the professional benchmark for internetworking expertise.
CCIEs are recognized throughout the internetworking industry as being the most highly qualified
of technical professionals. And, because the CCIE programs certify individuals—not companies—
employers are guaranteed any CCIE with whom they work has met the same stringent qualifica-
tions as every other CCIE in the industry.

To ensure network performance and reliability in today’s dynamic information systems arena,
companies need internetworking professionals who have knowledge of both-established and
newer technologies. Acknowledging this need for specific expertise, Cisco has introduced three
CCIE certification programs:

WAN Switching
ISP/Dial
Routing & Switching

CCIE certification requires a solid background in internetworking. The first step in obtaining
CCIE certification is to pass a two-hour Qualification exam administered by Sylvan-Prometric.
The final step in CCIE certification is a two-day, hands-on lab exam that pits the candidate
against difficult build, break, and restore scenarios.

Just as training and instructional programs exist to help individuals prepare for the written exam,
Cisco is pleased to announce its first CCIE Preparation Lab. The CCIE Preparation Lab is located
at Wichita State University in Wichita Kansas, and is available to help prepare you for the final
step toward CCIE status.

Cisco designed the CCIE Preparation Lab to assist CCIE candidates with the lab portion of the
actual CCIE lab exam. The Preparation Lab at WSU emulates the conditions under which CCIE
candidates are tested for their two-day CCIE Lab Examination. As almost any CCIE will corrobo-
rate, the lab exam is the most difficult element to pass for CCIE certification.

Registering for the lab is easy. Simply complete and fax the form located on the reverse side of
this letter to WSU. For more information, please visit the WSU Web page at www.engr. twsu.edu/
. cisco/ or Cisco’s Web page at www.cisco.com.



CISCO CCIE PREPARATION LAB
REGISTRATION FORM

Please attach a business card or print the following information:

, o
Name/Title:

Company:

Company Address:

City/State/Zip:

Country Code (___) Area Code (_____) Daytime Phone Number
Country Code (____) Area Code (____) Evening Phone Number

Country Code ( ) Area Code ( ) Fax Number
E-mail Address:

Circle the number of days you want to reserve lab: 1 2 3 4 §
Week and/or date(s) preferred (3 choices):

Have you taken and passed the written CCIE exam? Yes No

List any CISCO courses you have attended:

Registration fee: : $500 per day x day(s) = Total
Check Enclosed (Payable to WSU Conference Office)

Charge to: MasterCard or Visa exp. Date
CC# '

Name on Card

Cardholder Signature

Refunds/Cancellations: The full registration fee will be refunded if your cancellation is received at least 15 days
prior to the first scheduled lab day.

Wichita State University '
University Conferences
1845 Fairmount
Wichita, KS 67260
Attn: Kimberly Moore
Tel: 800-550-1306
Fax: 316-686-6520
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Foreword

In today’s internetworking environment, protocols and services are being added constantly,
making it more and more complex to design and implement large-scale networks. The
demands for organizations and individuals to maintain and optimally run these networks
requires internetworking expertise.

The Cisco Certified Internetwork Expert (CCIE) program has been in the forefront in pro-
viding the expertise for the design and implementation of large-scale networks. The basic
criteria to design and implement a large-scale network is to have an in-depth knowledge of
internetworking protocols and services transported.

Cisco CCIE Fundamentals: Network Design and Case Studies is an excellent CCIE prepa-
ration tool that covers in-depth analysis of IP, IBM, IPX, and ISDN protocols. An under-
standing of all these protocols is required to pass the CCIE exam. The best part about this
handbook is that it covers issues such as convergence, route selection, topologies, and design

issues. The case studies take these concepts a step further by providing configuration exam-
ples.

Please check the CCIE Web page on www.cisco.com for future Cisco Press books.

Imran Qureshi
CCIE Program Manager
Cisco Systems, Inc.
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ABoOUT THIS Book -

This publication is directly derived from two existing publications created by Cisco Systems: Inter-
network Design Guide andInternetworking Case Studies. These publications evolved over the course
of several years to provide a comprehensive collection of configuration scenarios and design rec-
ommendations tailored to the needs of the experienced internetworking specialist. Cisco Press has
combined these publications to provide a primer covering many of the technologies and typical
implementations encountered by professionals preparing for Cisco Certified Internetwork Expert
(CCIE) candidacy.

Although the material provided in this publication was not developed with the specific intent of
helping professionals achieve CCIE status, it has been used as a foundation guide by many CCIE
candidates. It is the first in a series of publications that Cisco Press intends to deliver to prepare IS
professionals who are working toward CCIE program completion.

The following discussion provides an author acknowledgment, summarizes the overall objec-
tives, audience, organization, and conventions of Cisco CCIE Fundamentals: Network Design
and Case Studies, outlines the CCIE program, and introduces plan for Cisco Press support of the
CCIE program.

AUTHOR ACKNOWLEDGMENTS

The original Cisco publications Internetwork Design Guide and Internetworking Case Studies
were developed over a period of several years by Andrea Cheek, H. Kim Lew, and Kathleen Wal-
lace. Paula Delay, Donna Kidder, and Diantha Pinner integrated new material into the Internet-
work Design Guide in the most recent update. An array of subject matter experts and editors
contributed to the development of the two source publications during their parallel evolution
toward this combined product. Contributors included Rick Fairweather, Bill Kelly, Bill Miskovetz,
" Morgan Littlewood, Jeff Baher, Jim Grubb, Terri Quinn-Andry, Steve Spanier, Bob Deutsch,
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Paulina Knibbe, Adrien Fournier, Kris Thompson, Stuart Hamilton, Phil Byrnes, Bruce Pinsky,
Won Lee, George Murickan, Dianna Johansen, and Betsy Fitch. This material was originally assem-
bled to help Cisco network implementers build scalable, reliable, and secure networks. It is with
this same intent that Cisco Press brings the combined publication Cisco CCIE Fundamentals: Net-
work Design and Case Studies to the general networking community.

DOCUMENT OBJECTIVES

The objective of this publication is to help you identify and implement practical internetworking
strategies that are flexible enough to fit a variety of situations and that can also scale as your net-
work requirements change.

Part [, “Internetwork Design,” provides a set of general guidelines for planning internetworks and
specific suggestions for several key internetworking implementations. Part I focuses on identifying
the essential technologies and appropriate implementations for specific environments.

Part II, “Internetworking Case Studies,” provides practical examples illustrating how you can
implement Cisco Systems software features. Case studies address implementation concerns and
show how to apply features. Detailed configuration file examples and network diagrams are
included.

This collection of design tips and configuration examples is by no. means the final word in internet-
work design. Do not try to use this as a step-by-step handbook for designing every facet of your
internetwork. Instead, use this publication to help you identify features and capabilities of routers
and switches that meet specific internetworking requirements.

AUDIENCE

The design guide portion of this publication is intended to support the network administrator who
designs and implements router- or switched-based internetworks. The case study portion of the
publication is designed for a similar audience, but focuses on showing practical examples of how
to apply Cisco features to meet internetworking needs. Readers should know how to configure a
Cisco router and should be familiar with the protocols and media that their routers have been con-
figured to support.

DOCUMENT ORGANIZATION

This document consists of two distinct “parts” and a series of appendixes. Each of these parts and
the associated set of appendixes are outlined in the follow descriptions.

Part I: Internetwork Design

Part I, “Internetwork Design,” consists of the following 13 chapters, focusing primarily on design
strategies and recommendations:

* Chapter 1, “Introduction,” provides an overview of the trends and challenges that network
designers face today when designing internetworks.
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e Chapter 2, “Internetworking Design Basics,” provides introductory material that outlines
the key issues in designing effective large-scale internetworks, contrasts switching and
routing, and describes the three key service layers associated with internetworks: access,
distribution, and backbone. The chapter also provides a general mapping of feature capa-
bilities into this hierarchical approach to internetwork design along with a brief overview
of the different types of internetworking devices.

e Chapter 3, “Designing Large-Scale IP Internetworks,” focuses on routing protocols for
large-scale IP internetworks and describes the characteristics of two routing protocols:
Enhanced IGRP and Open Shortest Path First (OSPF).

e Chapter 4, “Designing SRB Internetworks,” describes the issues that pertain to designing
internetworks that use source-route bridging and remote source-route bridging.

e Chapter 5, “Designing SDLC, SDLLC, and QLLC Internetworks,” provides information
about designing internetworks that use routers in IBM front-end processor (FEP) environ-
ments.

e Chapter 6, “Designing APPN Internetworks,” describes the issues that pertain to designing
internetworks that use APPN.

e Chapter 7, “Designing DLSw+ Internetworks,” provides information about designing in-
ternetworks that use Data Link Switching Plus (DLSw+).

* Chapter 8, “Designing ATM Internetworks,” focuses on the use of Asynchronous Transfer
Mode (ATM) technology and LAN Emulation (LANE) in designing WANS.

e Chapter 9, “Designing Packet Service Internetworks,” focuses on Frame Relay to describe
the implementation of packet-switching services in terms of hierarchical network design,
topology, broadcast issues, and performance.

e Chapter 10, “Designing DDR Internetworks,” describes the design of dial-on-demand
routing (DDR) internetworks. DDR provides connectivity across Public Switched
Telephone networks and works with access lists to determine the kinds of packets that
initiate a connection.

e Chapter 11, “Designing ISDN Internetworks,” describes issues that pertain to designing
internetworks that use Integrated Services Digital Network (ISDN) technology. The
chapter includes techniques for maximizing performance and minimizing connection costs.

e Chapter 12, “Designing Switched LAN Internetworks,” focuses on the operation of LAN
switches and compares them with routers. The chapter provides vital information on
stability and the use of routers and virtual LANs (VLANSs) in switched LAN internetwork
designs.

e Chapter 13, “Designing Internetworks for Multimedia,” describes the evolution of video
and audio capture and compression standards and how these standards affect the way that
multimedia applications run in networks today. This chapter shows the transition of a tra-
ditional LAN design (capable of handling modest multimedia applications) to switched
LAN designs capable of handling bandwidth-intensive multimedia applications.
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Part Il: Internetworking Case Studies

Part II, “Internetworking Case Studies,” consists of 12 chapters, focusing on configuration examples:

Chapter 14, “RIP and OSPF Redistribution,” addresses the issue of integrating Routing In-
formation Protocol (RIP) networks with Open Shortest Path First (OSPF) networks.

Chapter 15, “Dial-on-Demand Routing,” describes Cisco’s dial-on-demand (DDR) routing
features, which allow you to form wide-area networks (WANSs) over existing telephone
lines.

Chapter 16, “Increasing Security on IP-Networks,” describes Cisco’s approach to network
security and tells you how to use features of the Cisco IOS software to increase security in
Internet Protocol (IP) networks.

Chapter 17, “Integrating Enhanced IGRP into Existing Networks,” describes the use of
Enhanced IGRP with three network level protocols: IP, AppleTalk, and Internetwork
Packet Exchange (IPX).

Chapter 18, “Reducing SAP Traffic in Novell IPX Networks,” tells you how to use access
lists and incremental SAP updates to reduce congestion caused by Service Advertisement
Protocol (SAP) updates.

Chapter 19, “UDP Broadcast Flooding,” describes techniques for using directed and
flooded UDP broadcasts to deliver incoming data from a few sources to a large number of
users in a network that is designed for redundancy.

Chapter 20, “STUN for Front-End Processors,” provides information about configuring

serial tunneling (STUN) in traditional Systems Network Architecture (SNA) networks.

Chapter 21, “Using ISDN Effectively in Multiprotocol Networks,” describes the relation-
ship between DDR and ISDN and presents a variety of techniques that can be used to
control unnecessary connections in ISDN environments.

Chapter 22, “Using HSRP for Fault-Tolerant IP Routing,” tells you how to use the Hot
Standby Routing Protocol (HSRP) to configure a router to assume the IP routing tasks of
another router in the event that the other router becomes unavailable.

Chapter 23, “LAN Switching,” describes switching and describes how virtual LANs can
be used to control congestion in switched LAN networks.

Chapter 24, “Multicasting in IP and AppleTalk Networks,” provides information about
how to configure routers to support multicasting multimedia applications in IP and
AppleTalk networks.

Chapter 25, “Scaling Dial-on-Demand Routing,” describes a large asynchronous dial-up
network and tells you how to configure it for IP routing.



