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Preface

1ICS 2004, the fourth workshop on Innovative Internet Community Systems, suc-
cessfully dealt with several timely topics of distributed systems, the Internet and
virtual communities. The workshop series commenced with IICS 2001 held at the
Technical University of Ilmenau. After two more workshops, in Kiihlungsborn
and Leipzig, this year was the first time that the workshop was held abroad
(Guadalajara, Mexico). Due to a broader international environment, the work-
shop this year was organized by the IEEE in cooperation with the Universidad
de Guadalajara.

The papers from the conference were mainly focused on three aspects: system-
oriented problems, text processing, and theoretical foundation of distributed and
Internet systems. The organizers tried to cover the main issues appearing today
with the steady growth of the Internet and the Internet communities. Conse-
quently, the speed and quality-of-service problems of today’s Internet protocols,
aspects of cooperation and collaboration in Internet systems, as well as agent-
and textprocessing-based methods used to compute the large amounts of infor-
mation in the Internet more or less automatically were all emphasized in most
papers and discussions during the conference.

There were two mini-workshops in the workshop because some topics may in-
fluence communities and the Internet, and the other way around. Armin
Mikler from the University of North Texas at Denton organized the workshop
on Computational Epidemiology, considering several aspects of this brand new
research area which requires fast exchanges of information from large areas.
Helena Unger organized a mini-workshop on the Optimization of Urban Traffic
Systems (OUTS), showing the strong connection between social communities
and technical systems, and many requirements to use distributed systems and
the Net to collect and process current information in the right manner.

We would like to thank all those who contributed to the success of the work-
shop: all the authors who submitted their papers which demonstrated their ex-
cellent research work, and the Program Committee for its selection of the invited
talks and the regular papers. In addition, Tomas Herrera and his Department of
Information Systems from the CUCEA campus of the Universidad de Guadala-
jara deserve special gratitude for their great efforts and perfect work concerning
all administrative and organizational matters of the workshop.

Finally, we hope all participants enjoyed this workshop, made a lot of con-
tacts, had fruitful discussions which helped to solve their research problems, and
had a pleasant stay with our friendly Mexican hosts.



VI Preface

Last but not least, we look forward to meeting you and many new participants
at the 5th IICS conference to be held in the attractive city of Paris in France.

April 2005 Thomas Béhme
Victor Larios-Rosillo (Local Chair)

Herwig Unger

Helena Unger
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Random Walks in Distributed Computing: A Survey

Marc Bui2*, Thibault Bernard!, Devan Sohier!-2, and Alain Bui'!
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Abstract. In this survey, we give an overview of the use of random walks as
a traversal scheme to derive distributed control algorithms over a network of
computers. It is shown that this paradigm for information exchange can be an
attractive technique by using electric network theory as a mathematical tool for
performance evaluation.

Keywords: Distributed System, Random Walks, Electrical Network, Distributed
Algorithms

1 Introduction

We propose to use random walks in distributed computing to provide uniform and effi-
cient solutions to distributed control of dynamic networks. Random walks have already
been successfully exploited to design basic network control algorithms: self-stabilizing
mutual exclusion by single token circulation [1J90], gathering and dissemination of in-
formation over a network [AKL179], random structure over a network [BIZ89].

Indeed, we show that using accidental meetings of circulating tokens' that merges
partial information of the network at each node independently gives an efficient tra-
versal scheme for distributed control. Accidental meetings of several tokens have been
ingeniously used in [1J90] (by merging all tokens to one), in order to insure a single
token circulation. It has been shown in [TW91] that all tokens should merge to one in
polynomial time.

Random walks are interesting by providing a scalable mechanism to insert infor-
mation into the distributed computation, for example when node insertion occurs in the
distributed system or to update topology modification (edge or node deletion). Ad-hoc
networks or pervasive distributed systems, because of their very limited communication
bandwidth for network control, can also benefit of this approach.

Because of their inherent complexity, deterministic solutions to control large distrib-
uted systems are often unsatisfactory. One solution is to design randomized algorithms
which can be simpler, especially for their correctness proof. Precise statement about their
performance are, on the other hand, an interesting challenge: by introducing electrical
networks, we present an original and elegant manner to compare solutions.

* Corresponding author
! A data structure moving following a random walk scheme in the network

T. Bohme et al. (Eds.): IICS 2004, LNCS 3473, pp. 1-14, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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2 Preliminaries

In this section we present the motivation for using random walk in distributed computing,
and a formal description of a random walk.

2.1 Distributed Systems

We define a distributed system to be a set of autonomous computing resources, exchang-
ing messages via communication links. The system is modeled as a graph, the nodes of
which represent the computers and the edges the communication channels.

We adopt the classical asynchronous message passing model, i.e. computers com-
municate by sending messages to their neighbors, and there is no bound on the time it
takes to a message to reach its goal.

2.2 Random Walks Characteristics

A random walk is a sequence of vertices visited by a token that starts at 7 and visits
other vertices according to the following transition rules: if the token is at ¢ at time ¢
then at time ¢ + 1 it will be at one of the neighbors of 4, this neighbor having been
chosen according to some time-constant law. Various papers deal with random walks
e.g. [Lov93,AKL179]. More formally, a random walk is a finite homogeneous Markov
Chain with state set V' and with transition probability matrix P = (py;); j)cy = given

by 1 . . .
s = m]f(l,])EE
Tol0 (i) ¢E

where deg(7) is the degree of node  (i.e. the number of its neighbors).

Let P? the t*" power of P, whose entries are p;(i, j), (i,j) € V2.

Since G is connected, if it is not bipartite, the Markov Chain has only one acyclic
ergodic class of states, then lim;_, ., P? exists and is a matrix Q with identical rows
= (m, 1 € V), e Y(i,j) € V x V,limy_,o p(i,J) = m;. 7 is the stationary
distribution and can be computed such that 7 = 7. P. Note that, in the particular case of
random walks, the stationary distribution satisfies

_ deg(?)
T T 2R

(1)

Some characteristic values are useful in the context of distributed computing. The mean
time to reach vertex j (state 7), starting from the vertex ¢ (state ¢) which may be regarded
as the conditional expectation of the random number of transitions before entering ;7 for
the first time when starting at 4, is called hitting time and denoted h;;. In particular, we
have h;; = 1/m;. We often use the quantity max{h;;/j € V'}, which is an upper bound
for a random walk starting at ¢ to hit a fixed, but unknown vertex, for example, when the
average time to look for an information owned by a unknown vertex is required. h;; + h ;
called the commute time, is the expected number of steps for a random walks starting
at vertex ¢ to reach vertex j for the first time and reach 7 again. It can be viewed as the
average time to fetch back to ¢ an information owned by the vertex j. The expected time
for a random walk starting at ¢ to visit all the vertices of the graph is called the cover
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time C;. Let C = max{C;/i € V'}. C; will be the average time needed by i to build
a spanning tree thanks to the algorithm described above. C' will be an upper bound of
the average time for an unknown vertex to build a spanning tree thanks to the algorithm
described above. Results on bounds on cover time can be found in [Lov93].

3 Random Walks and Network Structuration

In [Bro89], the author computes a random spanning tree by using a random walk in a
graph. [BIZ89], applies this method to compute a spanning tree over a network. As they
mention, a random spanning tree is more resilient to link failures: “the probability that
a bad channel will disconnect some nodes from the random tree is relatively small” .

In [1J90], random walks have been used as the design of a self-stabilizing algorithm
for the mutual exclusion problem. In their system, a token typifies the privilege to execute
critical section code. This token moves with a random walk policy. If several tokens are
present in the network, they eventually meet on a site and the protocol will make them
merge. [TW91] shows that the protocol developed in [1J90] stabilizes in polynomial time
(this is an average complexity).

In our works, we use random walks to structure a network. Many applications can
use this structuration: data transfer in peer-to-peer network, job dispatching in GRID
computing. . . We give here the main idea of the algorithms except in Section 3.3 where
we give full specifications of the algorithm.

3.1 Routing with Mobile Agents

In [BDDNO1], mobile agents are used to update the shortest path routing table in each
site. Two protocols are presented. In the first protocol, there is no interaction between
agent. Each site dispatches a mobile agent for a random walk. Each agent carries (and
possibly updates) link state of its creator and updates routing tables of visited sites
through the network. In the second protocol (the cooperative one), agent caries not only
the links states of its creator but the routing table (updated each time the agent returns at
home). This protocol increases the convergence of routing table, but increases the size
of all agents. The aim of using random walk is to easily manage topological changes. If
a channel becomes unavailable, the agent when returning home, is updated. If a new site
get connected, it launches an agent with its links state (routing table) and thus updates
other routing tables.

3.2 Random Spanning Tree Construction
for Shortest Path Routing Computation

In [Fla01], the author presents how to collect topological informations by the use of a
random walk, and more precisely a random circulating word, and a method to deduce a
spanning tree of the network from the collected topological informations. That deduced
spanning tree is not applied to the entire network, but locally stored in each node of the
network. Then he gives original algorithms to reduce the size of the collected information
without loss of the needed information for the spanning tree construction. At last, he
gives a possible application of that “local” tree construction : the creation of shortest
paths routing tables.
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3.3 Network Design with Distributed Random Walks

In [BFG103], we address the problem of constructing such a structure with a protocol that
tolerates faults and adapts itself to dynamic topology changes that often occur in mobile
ad hoc networks. Tolerating faults is crucial in such networks where mobile devices get
frequently out of range or powered off by users. Therefore, we introduce distributed
random walk (DRW) as a collection of random walks (RWs) that cooperate in order to
establish a computation. The technique uses a collection of RWs that are coalescing into
a final one that maintains the control structure. We apply this technique to compute a
spanning tree (ST), which is selected uniformly at random among all possible ones for
a network. To gather informations, we use a wave scheme. We can informally describe
the whole procedure as follows: several mobile devices initiate a RW, with an explorer
agent. Every mobile device, upon receiving an explorer token, marks itself visited with
the identity of the token, except if it has already been visited by another token. It then
forwards at random to one of its neighbors the received explorer token. The network is
thus, explored in parallel and decomposed into sub-regions, one per token. Each token
constructs a sub-tree of the network. When a token meets another one, or an already
visited mobile device, a wave is initiated. This wave is a backward propagation wave
that merges the two sub-trees. This process is conducted in parallel and, eventually, the
waves will cover the network, resulting in the ST definition. The protocol is ready for
termination when a single explorer token remains and all mobile devices of the network
have been visited.

Description of the self-stabilizing algorithm for spanning tree construction. We briefly
present here the specifications of the algorithm.

Each node maintains:

color, the identity of an agent

master, the (sub)tree root to which the node belongs
parent, the node parent within the (sub)tree

— sons, the set of sons of the node

An agent is composed of two fields: a color and a root. When two agents are merging on
a site, the site have to decide values affected to the fields. So we need a rule to compare
agents:

- T > Ty if (T .color > Ty.color) V (Ty.color = Ty.color A Ty.root > Ty.root)
- Ty = T if (Th.color = Ty.color) A (Ty.root > Ty.root)

On timeout, a site flips a coin, generate an agent by a color and the node iden-
tity, sends, local_state to all neighbors. Once all neighbors’ local _state received, if
test_validity_state is not correct reset(node).

We specify the algorithm behavior by means of overall actions driven by agents and
waves. Some sites randomly generate an agent identified by a color that is characterized
by the initiators of the agent.

Agent Annexing Mode. Whenever an agent a;(color;,rac;) issued from a node ¢
is annexing (or generated at) node p, which belongs to a (sub)tree (i.e. an agent
a;(colorj, racy)).
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AA1 if color; < colorj, the annexing is stopped and the agent is destroyed.
AA2 else (if color; > color;), one of the 2 conditions holds:
i One (or more) agent(s) are present on node p
— if agent is the unique biggest, it continues its traversal and all others are
destroyed. Node p marked himself with color «— color;, master «—
rac;, parent «<— q
— if agent a; is the biggest but not unique (others agents a;i,...,
ajq that have respectly colorji, ..., color;jq equal to color;, agents
ai, aj1, . . ., a;q are merged to form the unique agent of identity 7 + 1
rooted in p (i.e. agent a(z + 1, p) is generated).
— if agent a; is not the biggest, it is destroyed.
ii No other agent on node p. Agent continues its traversal scheme. p marks
himself with color «—— color;, master «— rac;, parent «— q
Wave Update Mode. Whenever an agent a;(color;, rac;) reaches a node p with its
variable color such that color < color; a wave is generated.
WU1 The wave is propagated applying a path reversal scheme over the domain
identified by color (the domain which p belongs to)
WU2 The wave stops itself when it reaches the p limit.

Termination of the algorithm is realized with a derivation from the Dijkstra-Scholten
scheme known as diffusing computation. This termination detection is periodically ini-
tiated by nodes that have initiated an annexing agent.

For proof of correctness and stabilization, refer to [BFG103]

3.4 Random Self-stabilizing Structures

In [BBF04], we use a random walk for the self-stabilizing construction of a collection
of spanning tree rooted in each site. As in [Fla01] this computation is achieved using a
circulating word which collects the identity of visited site. Each time a site gets the token,
it updates its local spanning tree with the one contained in the word. To stabilize the
computation, we need to insure the stabilization of the content of the word (for stabilizing
tree construction) and the presence of only one circulating word. We correct the word
step by step in each site by processing to an internal test that detects local inconsistencies
thanks to the neighborhood of the current visited site. A site at the reception of the token,
checks the neighborhood relation declared in the word correspond to the neighborhood
of the site. The presence of a token is insured by a timeout process on each site that
eventually creates new tokens. The merger of the tokens insures the decrease of the
number of tokens to one (by the same process as described in [1J90]). If several tokens
hold on a site at the moment, the site would merge them into one, merging topological
information. This algorithm is well adapted for unsafe dynamic networks.

3.5 Conclusion on Structuration

We have a way to construct routing tables ((BDDNO1,Fla01]) and adaptative structures
([BBF04] for small scale networks. In [BFG'03], we propose another approach for
network structuration : distributed random walks. Our future intend to join the two
approaches in order to construct control structures for large scale networks.



6 Marc Bui et al.

4 Random Walks and Electrical Networks
for the Complexity of Distributed Algorithms

Random walks offer a pleasant framework to design distributed algorithms in a dynamic
context or with self-stabilization. However, evaluating the complexity of those algorithms
requires the use of many probabilistic tools. It is important to note that, except in very
particular case, there is no hope to give hard bound to the complexity of a random walk
based distributed algorithm. Indeed, due to their probabilistic nature, there is no way to
guarantee that a walk reaches a given site in a given number of steps.

Some quantities are very useful in the evaluation of the complexity of random walk
based distributed algorithms. The hitting time h;; is the average number of steps it takes
to a random walk starting at ¢ to first reach j. The commute time is the average time for
a round-trip from ¢ to j: k;; = hyj + hj;. The cover time C; is the average number of
steps for a random walk starting at 7 to visit all the sites in the network. The cover time
C =max{C;/i € V}.

Random walks and electrical current have in common two properties: the amount of
them that enters a node must leave it; it leaves a node through a channel, proportionally
to a time-constant quantity attached to this channel (weight or probability for random
walks; conductance for the current). This similarity entails a tight link between random
walks and resistive networks, detailed in [DS00,CRR*97], for example. In the sequel,
we focus on resistive networks.

The conductance is the inverse of the resistance. The effective conductance C;; of a
network, between two of its nodes ¢ and j is the conductance of the resistor to be placed
between ¢ and j to ensure the same electrical properties. In other words, it is the current
that flows from ¢ to 7 when a potential difference of 1V is imposed between 4 and j.

In [BBS03,BBBS03], we propose a method based on resistances to automatically
compute hitting times, which provides with an evaluation of the complexity of some
random walks based distributed algorithms. Our method use the relationship between
electrical resistance and random walks established in [DS00,CRR*97]. We provide an
automatic way to compute resistances on graphs modeling distributed networks.

A network topology may be viewed as an electrical network (both may be viewed
as an undirected graph). Each link (edge) (i, j) is assigned a real value: the resistance
(i, 7). Interesting results can be deduced by application of the two Kirchhoff’s law and
Ohm’s law. In particular, through the notion of effective resistance (explained below),
we present an innovative method to automatically compute bounds on cover time, exact
values of commute time and hitting times, exact values of cyclic cover time and total
hitting time for any arbitrary graph.

4.1 Review of Basic Ideas on Electricity

Relation between the potential difference between two nodes, the electrical resistance
and the electrical current are given by Ohm’s law: U = R x I. Kirchhoff’s law states
that the sum of currents entering and exiting a node must equal zero. For two resistors
(or resistive networks) R; and Ry connected in series, we have: Rgiobar = R1 + Ra.

For two resistors (or resistive networks) R; and Ry connected in parallel, we have:
1

1 1
Rgiobal Ry + Ra"
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4.2 Effective Resistance

R(i, j) is the effective resistance (resistance of the electrical network) between 7 and 7,
if we replace each edge in the graph by a 12 resistor. R denotes the maximal effective
resistance between two nodes of the network i.e. R = max(; jyev2 R(%, ).

4.3 Previous Results

A tight relationship between resistances in electric networks and random walks character-
istic values such as commute times and cover time, has been established in
[CRR*97]. In particular, it has been shown that:

Kij = hij + hji = 2mR(1, ) (2)

where 7 and j denote two distinct vertices and m, the number of vertices.
From this equation, we have:

mR < C < O(mRlogn) 3)

In [Tet91], hitting time are expressed only in terms of resistances:

(i, ) = mR(, ) + 5 3. deg(R)IRG, k) = R(i, k) @
keV

4.4 Millman’s Theorem

Our method uses the Millman’s theorem to compute automatically effective resistance.
As shown above, we can compute, thanks to resistances, bounds on cover time, exact
values of cyclic cover time, exact values of commute time and total hitting time for any
arbitrary graphs.

Theorem 1 (Millman’s theorem). Consider an electrical network, on any node i, we
have the following relation:

k v
- Xj=0, 7ig)
‘/1, - k 1
Zj:l r(,3)
that is Vi-Vo Vi-Vi V-V Vi — Vi
1.- 0 1.. 1+z- 2+”. z. k_O
r(,0) r(i,1) r(i,2) r(i, k)
where 1,--- |k are the neighbors of i, V1,--- , Vi are the voltages on each of these
nodes.

By giving the potentials on the two nodes ¢ and j connected to the generator, say
Vi = 0and V; = 1, we obtain a single solution. The matrix of the system is obtained from
the matrix of the walk by replacing the line  and j by the null line and M;; = M;; = 1.
Then, we can compute the potential on all the nodes, and the intensity I going out of s.
The effective resistance R;; is then 1/1.

This method is not efficient, since we have to inverse n? matrices to obtain all the
resistances and hitting times.
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V=lvolt

N
o

Fig. 1. Example

Example. Let apply Millman theorem to the graph on fig. 1, to compute R;7.
Then V7 =1, V; = 0.

Vi—-Vot+Va-Vot+Vs—Vot+Vz—-V2=0
Vi—Va+Vy—Vs+Vs—-V3=0
Vo-Va+Va—-Vy+Vs-Vy=0 5)
Vo-Vs+V4a—-Vs+Vz-V5=0

Va—Ve+Vr—Ve=0

From (5), we obtain Vg = 2, V4 = 2, V5 = 2, V3 =  and V, = 2. The intensity
going out of 1 is 72 + ¥ = 1,and Ry7 = 1. Thus, hy7 + h7; = 10 x 1 = 10.

We can design a more efficient method by noting that we inverse very similar ma-
trices.

Let Vi be the potential on the node & in the graph G. According to the Kirchoff’s
current law, when a 1A current flows from i to j:

Vk € V\{Z’]}’ ZleN(k) ckl(Vk - Vl) =0
Yeng ca(Vi— Vi) =1
Yieng) GtV —Vi) = -1

This can be written:
AV =

with A the matrix built from the conductance matrix by letting the entry (k; k) be
- ZleN(k) ck1, and v the vector with all entry 0 except the i-th one 1 and the j-th one -1.

However, A is not inversible, since the vector (1, ..., 1) is in its kernel: the potential
is defined up to a constant. The kernel is (1,..., 1) x R, for if there were other vectors,
there would be several steady states in this circuit with one given generator connected to
two given nodes, which is false according to electricity laws. Thus, the matrix A, built by
replacing the first line in A by (1,0, ..., 0) is inversible, for its electrical interpretation
is that the potential on node 1 is given and the Millman’s theorem applies on each other
node (and the network is connected). Thus, Ay Lv is a solution to AV = v.



