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Preface

The third international conference on Information Security Practice and Ex-
perience (ISPEC 2007) was held in Hong Kong, China, May 7 — 9, 2007. The
conference was organized and sponsored by City University of Hong Kong.

As applications of information security technologies become pervasive, is-
sues pertaining to their deployment and operation are becoming increasingly
important. ISPEC is an annual conference that brings together researchers and
practitioners to provide a confluence of new information security technologies,
their applications and their integration with IT systems in various vertical sec-
tors. In 2005 and 2006, the first and second conferences were held successfully in
Singapore and Hangzhou, China, respectively. The conference proceedings were
published by Springer in the Lecture Notes in Computer Science series.

The Program Committee received 135 submissions, and accepted 24 papers
for presentation. The final versions of the accepted papers, which the authors
finalized on the basis of comments from the reviewers, are included in the pro-
ceedings. The entire reviewing process took nine weeks, each paper was carefully
evaluated by at least three members from the Program Committee. The individ-
ual reviewing phase was followed by a Web-based discussion. Papers over which
the reviewers significantly disagreed were further reviewed by external experts.
Based on the comments and scores given by reviewers, the final decisions on
acceptance were made. We appreciate the hard work of the members of the Pro-
gram Committee and external referees, who gave many hours of their valuable
time.

In addition to the contributed papers, there were four invited talks: Bill
Caelli spoke on “Application Security—Myth or Reality?”, Robert H. Deng on
“Towards Efficient and Novel Security Solutions—A Marriage of Crypto and
Trusted Computing Platform,” Lucas Hui on “Computer Forensics Tools and
Technology: Research and Development in Hong Kong” and Victor K. Wei on
“E-voting by Zero-Knowledge.”

We would like to thank all the people involved in organizing this conference.
In particular, we would like to thank colleagues from the Department of Com-
puter Science, City University of Hong Kong, for their time and efforts, as well
as Dennis Liu, Chung Ki Li and Qiong Huang for their excellent work on main-
taining the submission/reviewing software and taking care of all the technical
aspects of the review process. Finally, we would like to thank all the authors
who submitted papers to the conference.

May 2007 Ed Dawson
Duncan Wong
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Application Security — Myth Or Reality?

William J. Caelli

Information Security Institute
Queensland University of Technology,
GPO Box 2434, Brisbane. Qld. 4001. Australia
w.caelli@qut.edu.au
Senior Consultant—Information Assurance and Director
International Information Security Consultants (IISEC) Pty Ltd
21 Castle Hill Drive South, Gaven. QId. 4211. Australia
w.caelli@iisec.com.au

Abstract. The Security services within applications have received recent
attention. It has been suggested that this may be the only way to increase
overall information system assurance in an era where ICT governance and
compliance have taken on new force and the use of commodity level ICT
products for critical information systems continues. While it has been argued
that an application can be no more secure than its underlying computer sub-
systems, security at the application layer was always envisaged as playing a
major role, e.g. in the “Open Systems Interconnection (OSI)” security model.
At a time when “end-user” programming is being advocated, the needs and
parameters of security education and training are rapidly changing, and
increased threats from global Internet connection are rapidly rising, there is a
need to reconsider security schemes at the application level. This paper
examines current trends in application design, development, deployment and
management and evaluates these against known system vulnerabilities and
threats.

Keywords: OSI security, access control, mandatory access control, security
education, operating system security, application security, web services
security.

1 Introduction — Security “Ignorant” Versus Security “Aware”
Applications

Even by 1992 the Organisation for Economic Cooperation and Development (OECD)
had set up a set of recommendations that set out guidelines for the security of
information systems [1]. These guidelines were accompanied by a call for their
implementation in the following statement:

“.... Governments are urged to establish legal, administrative and other measures,
practices and institutions for the security of information systems.”

E. Dawson and D.S. Wong (Eds.): ISPEC 2007, LNCS 4464, pp. 1-10, 2007.
© Springer-Verlag Berlin Heidelberg 2007
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This theme was taken up in 1995 by the then Australian Governor-General who set
the scene for information security and its future in the following statement reported by
“The Australian” newspaper [2]: _

“... Hayden also said it was ‘incumbent on us as individual Australians’
to seriously consider issues such as privacy, information security and
copyright, equity and access and not just leave such concerns up to
governments.”

By this time the British Standards Association had published its BS7799 standard,
labelled as a “Code of Practice for Information Security Management” which was
heralded as a document to “provide a common basis for companies to develop,
implement and measure effective security management practice” and to “provide
confidence in intercompany trading”. Its origin had been with the United Kingdom’s
Department of Trade and Industry (DTI) and a group of companies and other
organisations. It set out ten categories of security controls, all of which are vital in the
consideration of computer application security. These categories were, and still are,
based upon the parameters shown in Table 1.

Table 1. OECD Parameters

Parameter OECD-Category of Security Control Considering these
1 Security Policy admonitions in the
2 Security Organisation light of global infor-
3 Assets Classification and Control mation networking it

: is vital to assess the

4 Personnel Security .
- - - simple fact that users
5 Physical and Environmental Security “see”  applications
6 Computer and Network Management and seldom any und-
7 SyStCmS Access Control erlying computer or
8 System Development and Maintenance | data network struc-
9 Business Contingency Planning ture. These can be
10 Compliance quite specific, e.g. an

inventory control
package for an elect-
rical products distributor, or generic by nature, e.g. web browser, office productivity
suite, etc.

It is an accepted principle of computer science and engineering that a computer
application can be no more secure than the libraries and middleware it incorporates
that can themselves be no more secure than the operating system and sub-systems
that support them which in turn can be no more secure than the underlying hardware
and firmware of the computer or network system. While this is an obvious truth,
applications themselves can be further subdivided into two broad classes, i.e. security
“aware” versus security “ignorant” applications. In simple terms, a security “aware”
program incorporates appropriate security mechanisms and services relative to the
needs of the application and appropriate to the security environment of the
information system in which it operates. By contrast, a security “ignorant” application
simply depends upon other system wide security services and mechanisms to provide
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necessary protection, e.g. operating system relevant access control parameters,
network boundary/perimeter controls, and the like.

This broad dichotomy then further leads to a set of two differing “views” of such
applications and their operation in any information system. These can be broadly
categorised, as per Figure 1, as being the;

a. “system-up” view, versus the
b. “application down” view.

The system up paradigm
assumes that security
responsibility for an infor-
mation system, in general,
lies outside the scope of the
(APPLICATION DOWN VIEW) applications developer and
belongs to the overall infor-
SECURITY API SET mation system manager who
controls those applica-tions
according to a documented
enterprise risk assessment

SYSTEM UP vs APPLICATION DOWN
VIEWS OF INFORMATION
SYSTEMS SECURITY

APPLICATIONS

SECURITY STUB(S)

MIDDLEWARE and management policy.
Indeed, it can be argued that
SERVICES & MECHANISMS this view if the one prevalent
in such ICT processes as
OPERATING SYSTEM “business process manage-

ment (BPM)” and allied

schemes used for the creation

ENFORCEMENT of any overall information

system. The alternative, but

often co-existent, scheme of

“application down” views of

security can be clearly identi-

Fig. 1. Differing Views fied in particular application

sectors, e.g. the banking and

finance, healthcare, govern-

ment services and allied areas. The main question for the ICT professional is one of how
to balance these differing views and to determine just “where they meet”.

For example, national and international standards exist for application security
parameters in the banking/finance and healthcare sectors and these vary markedly in
the degree of detail involved. From definition of actual security processes to data
formats and storage parameters these specific requirements must form part of any
enterprise analysis activity undertaken and must be an integral part of an overall
application system. These security parameters, being application specific, have the
property that they do not readily lend themselves to incorporation into “lower level”
services in a system, e.g. access control schemes provided by an operating system.
For the immediate future, application security specifics seem likely to remain for
certain industry sectors. However, there is growing interest in the concept of a
“regulatory layer”, similar to the Open Systems Interconnection’s (OSI) “presentation

SUB-SYSTEMS

SYSTEM & (SYSTEM UP VIEW)

NETWORK
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layer” (Layer 6 of the OSI model) as shown in
Table 2 at the end of this paper. In this model,
security enforcing aspects of an application,
particularly where security requirements are
defined by legal and/or regulatory bodies, are
isolated from the main application “logic” and
placed in this “regulatory layer”. Essentially
what is demanded is reliable enforcement of
international, national, state/province, local and
enterprise security laws, regulations, guidelines
and policies. Indeed, information security or
information “assurance” is now an integral part
of any enterprise information systems model in
the public or private sectors alike. The important
point is one of matching user expectations for
simplified and understood access with these
security/assurance parameters at the application
level as illustrated in a newspaper cartoon from
the early 1980s [3], given in Figure 2.

2 The Open Systems Interconnection ~
(OSI) Model as a Framework Fig. 2. ATM Security - 1983

The OSI model, with its 7-layer structure, also defined an architecture for the
protection of interconnected systems; in principle, those applications and related
systems that needed to communicate. At the management level, the “OSI
Management” architecture, clearly identified five major sets of principles that
governed:

naming and configuration,
security,

error and fault handling,
performance, and
accounting.

OSI then clearly stated its security philosophy as follows:

“At various times, security controls must be established in order to protect
information exchanged between application processes. Such controls should make the
cost of obtaining or modifying data greater than the potential value of so doing, or
make the time required to obtain the data so great that the value of the data is lost.”
This led to the definition of three security management relevant parameters as
follows:

e Mandatory security policies imposed by owners and administrators of
communicating entities,



