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Preface

Computer and network technologies have empowered us and transformed our business and life
in many ways. However, our increasing dependence on computer and network systems has also
exposed us to a wide range of cyber security risks involving system vulnerabilities and threats
to our assets and transactions on those systems. Computer and network security is concerned
with availability, confidentiality, integrity, non-repudiation, trust, and many other aspects of
computer and network assets which may be compromised by cyber attacks from external
and insider threats through exploiting system vulnerabilities. The protection of computer and
network security must cover prevention to reduce system vulnerabilities, detection to identify
ongoing cyber attacks that break through prevention mechanisms, and response to stop and
control cyber attacks, recover systems and correct exploited system vulnerabilities.

SCOPE AND PURPOSE OF THE BOOK

This book presents a collection of the research work that I have carried out with my students and
research associates in the past ten years to address the following issues in protecting computer
and network security:

1. Prevention

(a) How to enhance the architecture of computer and network systems for security pro-
tection through the specification and enforcement of digital security policies, with the
following research outcome:

(i) An Asset Protection-Driven Security Architecture (APDSA) which is developed
based on a proactive asset protection-driven paradigm of security protection, in
comparison with the threat-driven security protection paradigm that is often adopted
in existing security products.

(b) How to manage the admission control, scheduling, reservation and execution of com-
puter and network jobs to assure the service stability and end-to-end delay of those jobs
even under Denial of Service attacks or overwhelming amounts of job demands, with
the following research outcomes:

(i) A Batch Scheduled Admission Control (BSAC) method to reduce the variability of
job waiting time for service stability, in comparison with no admission control in
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(i)

(iii)

the existing best effort service model that is commonly adopted on computers and
networks but is a major system vulnerability exploited by Denial of Service (DoS)
attacks.

Several job scheduling methods to schedule the service of jobs on single or multiple
computer/network resources for service stability, including the Weighted Shortest
Processing Time — Adjusted (WSPT-A) method, the Verified Spiral (VS) method, the
Balanced Spiral (BS) method, and the Dynamic VS and BS methods, in comparison
with the First-In-First-Out (FIFO) method used in the existing best effort model
which can be exploited by DoS attacks.

Instantaneous Resource reSerVation Protocol (I-RSVP) and a Stable Instantaneous
Resource reSerVation Protocol (SI-RSVP) that are developed to allow job reserva-
tion and service for instantaneous jobs on computer networks for the end-to-end
delay guarantee to those jobs, in comparison with

® the existing Resource reSerVation Protocol (RSVP) based on the Integrated Ser-
vice (InteServ) model to provide the end-to-end delay guarantee for computer
and network jobs with continuous data flows; and

e the existing Differentiated Service (DiffServ) model.

2. Detection

(a) How to achieve the accuracy and earliness of cyber attack detection when monitoring

the

observed data from computers and networks that contains much noise due to the

mixed data effects of an attack and ongoing normal use activities, with the following
research outcomes:

(1)

(ii)

(iii)

the attack norm separation methodology, in comparison with two conventional
methodologies of cyber attack detection: signature recognition and anomaly
detection.

the cuscore detection models that are used to perform cyber attack detection based
on the attack norm separation methodology, in comparison with

e the Artificial Neural Network (ANN) models based on the signature recognition
methodology;

® the univariate Statistical Process Control (SPC) technique, the Exponential
Weighted Moving Average (EWMA) control charts, and the Markov chain mod-
els of event transitions, which are developed based on the anomaly detection
methodology;

® the multivariate SPC technique, the Chi-Square Distance Monitoring (CSDM)
method based on the anomaly detection methodology.

the Clustering and Classification Algorithm — Supervised (CCAS) which is a scal-
able data mining algorithm with the incremental learning capability to learn sig-
nature patterns of attack data and normal use data, in comparison with

® conventional clustering methods, such as hierarchical clustering,

e conventional data mining algorithms, such as decision trees.
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(b) How todiscover and identify subtle features and characteristics of attack data and normal
use data which are the basis of defining the accurate attack and normal use data models
to develop attack detection models based on the attack norm separation methodology,
with the following research outcomes:

(i) the statistical methods of extracting the mean, probability distribution and auto-
correlation features of attack data and normal use data;

(i1) the mathematical method of extracting the time-frequency wavelet feature of attack
data and normal use data;

(iii) the statistical and mathematical methods of uncovering attack data characteristics
and normal use data characteristics in the mean, probability distribution, autocor-
relation and wavelet features;

(iv) the illustration and summary of the uncovered attack data characteristics of eleven
representative attacks, including:

® the Apache Resource DoS attack

the ARP Poison attack

e the Distributed DoS attack

® the Fork Bomb attack

e the FTP Buffer Overflow attack

e the Hardware Keylogger attack

e the Software Keylogger attack

e the Remote Dictionary attack

e the Rootkit attack

® the Security Audit attack using Nessus

e the Vulnerability Scan attack using NMAP.

(c) How to select the smallest set of attack data characteristics for monitoring to reduce the
computational overhead of running attack detection models, with the following research
outcome:

(i). the Integer Programming (IP) formulation of an optimization problem to select the
smallest set of attack data characteristics that produce a unique combination or
vector of attack data characteristics for each attack to allow the unique attack iden-
tification at the lowest computational overhead of running attack detection models.

3. Response

(a) How to correlate the attack data characteristics associated with events that occur at
various spatial and temporal locations in the cause—effect chain of a given attack for
security incident assessment, with the following research outcome:

(i) the attack profiling method of assessing a security incident by spatially and tem-
porally correlating security events and associated attack data characteristics of the
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incident in the cause—effect chain of attack progression and propagation. The attack
profile of a given attack allows using the attack signals from attack detection models,
which monitor attack data characteristics at various spatial and temporal locations
of the cause—effect chain of the attack, to gain a quick, accurate, comprehensive
picture of the attack progression and its propagating effects for security incident
assessment. The quick, accurate and comprehensive assessment of a security inci-
dent is the key in planning the response to stop and control an attack, recover the
affected computer and network system, and correct exploited system vulnerabilities
for preventing the future occurrence of the attack.

The comparison of the new research outcomes with the existing methods points out the draw-
backs of the existing methods that the new research outcomes have overcome.

This book contains various design, modeling and analytical methods which can be used
by researchers to investigate the security of computer and network systems. This book also
describes new design principles and algorithms, along with new knowledge about computer
and network behavior under attack and normal use conditions, which can be used by engineers
and practitioners to build secure computer and network systems or enhance security practice.
Known cyber attacks and existing security protection methods are reviewed and analyzed to
give the background and point out the need to develop the new security protection methods
presented in the book. Statistical and mathematical materials for analysis, modeling and design
of the new methods are provided.

ORGANIZATION OF THE BOOK

This book is divided into seven parts. Part I, including Chapters | and 2, gives an overview of
computer and network security. Chapter 1 traces cyber security risks to three elements: assets,
vulnerabilities, and threats, which must coexist to pose a security risk. The three elements of
security risks are defined with specific examples. An asset risk framework is also defined to
capture the security risk elements along the cause—effect chain of activities, state changes and
performance changes that occur in a cyber attack and the resulting security incident. Chapter 2
describes three important aspects of protecting computers and networks against security risks:
prevention, detection, and response, and gives an overview of existing methods in the three
areas of security protection.

Part II, including Chapters 3-6, presents the research outcomes for attack prevention and
Quality of Service (QoS) assurance. As more business transactions move online, it has be-
come imperative to provide the QoS assurance on the Internet which does not currently exist.
Specifically, Chapter 3 describes the Asset Protection-Driven Security Architecture to enhance
computer and network security through the specification and enforcement of digital security
policies. Digital security policies are systematically defined according to the asset, vulnerability
and threat elements of security risks. Chapter 4 addresses job admission control, and describes
the development and testing of the Batch Scheduled Admission Control (BSAC) method.
Chapter 5 presents several job scheduling methods developed to achieve service stability by
minimizing the variance of job waiting times. Chapter 6 addresses the lack of job reservation
and service protocol to provide the end-to-end delay guarantee for instantaneous computer
and network jobs (e.g., jobs generated by email and web browsing applications) in previous
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work, although there exists RSVP for the service guarantee of computer and network jobs with
continuous data flows (e.g., for the video streaming application). The development and testing
of the Instantaneous Resource reSerVation Protocol (I-RSVP) and the Stable Instantaneous
Resource reSerVation Protocol (SI-RSVP) are described in Chapter 6.

Chapter 7 in Part I1I describes the procedure of collecting the Windows performance objects
data under eleven attack conditions and two normal use conditions of text editing and web
browsing. The collected data is used for training and testing the detection models described in
Parts IV, V and VI. Chapters 8—11 in Part III describe the statistical and mathematical meth-
ods of extracting the mean, probability distribution, autocorrelation and wavelet features of
attack data and normal use data, respectively. Chapter 8 focuses on the simple mean feature
of attack data and normal use data and the mean shift attack data characteristics. The wavelet
feature described in Chapter 11 and the autocorrelation feature described in Chapter 10 reveal
relations of data observations over time. The autocorrelation feature focuses on the general
autocorrelation aspect of time series data, whereas the wavelet feature focuses on special forms
of time-frequency data patterns. Both the wavelet feature in Chapter 11 and the probability
distribution feature described in Chapter 9 are linked to specific data patterns of spike, random
fluctuation, step change, steady change and sine—cosine wave with noise which are observed in
the data. The distribution feature describes the general pattern of the data, whereas the wavelet
feature reveals time locations and frequencies of those data patterns. The new knowledge about
the data characteristics of attacks and normal use activities, which is not available in previous
literature, is reported. For example, it is discovered that the majority of the data variables on
computers and networks have some degree of autocorrelation. Moreover, the majority of the
data variables on computers and networks follow either a skewed distribution or a multimodal
distribution. Such information is important in modeling data of computer and network sys-
tems and building computer and network models for simulation and analysis. The attack data
characteristics in the mean, probability distribution, autocorrelation and wavelet features for
eleven representative attacks, which are revealed using the statistical and mathematical meth-
ods described in Chapters 8—11, are also summarized with an illustration of specific examples.
Both the similarity and the difference between the attacks are revealed.

Part IV demonstrates the signature recognition methodology through the application of two
techniques: (1) Clustering and Classification algorithm — Supervised (CCAS) in Chapter 12;
and (2) Artificial Neural Networks (ANN) in Chapter 13, to cyber attack detection. The per-
formance problem of these techniques in detection accuracy and earliness is illustrated with
a discussion that points out their lack of handling the mixed attack and normal use data and
dealing with subtle features and characteristics of attack data and normal use data.

Chapters 14 and 15 in Part V present the development and testing of the univariate and
multivariate SPC techniques including the EWMA control charts and the Chi-Square Distance
Monitoring (CSDM) method, as well as the Markov chain models of event transitions, all of
which are developed based on the anomaly detection methodology for cyber attack detection.
The anomaly detection techniques share with the signature recognition techniques in Part
IV the same performance problem in detection accuracy and earliness and the drawback in
lack of handling the mixed attack and normal use data and dealing with subtle features and
characteristics of attack data and normal use data.

After clearly illustrating the performance problem of two conventional methodologies for
cyber attack detection, the new attack norm separation methodology, which has been developed
to overcome the performance problem of the two conventional methodologies, is presented in
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Part VI. The attack norm separation methodology requires the definition of attack data models
and normal use data models to deal with the mixed effect of attack data and normal use data,
by first using the normal use data model to cancel the effect of normal use data in the data
mixture, and then using the attack data model to identify the presence of a given attack in the
residual data that is left after canceling the effect of normal use data. Chapter 16 in Part VI
describes the statistical and mathematical methods of defining attack data models and normal
use data models based on the characteristics of attack data and normal use data. Chapter 17
presents the cuscore detection models which are used to implement the attack norm separation
methodology. For each combination of a given attack and a given normal use condition, a
cuscore detection model is developed using the attack data model and the normal use data
model. Chapter 17 shows the superior detection performance of the cuscore detection models
for attack norm separation compared to that of the EWMA control charts for anomaly detection
and that of the ANN technique for signature recognition.

Part VII focuses on security incident assessment. Specifically, Chapter 18 first addresses
the selection of an optimal set of attack data characteristics to minimize the computational
overhead of monitoring attacks that occur with various normal use conditions. An Integer
Programming (IP) problem is formulated to solve this optimization problem. Chapter 18 then
presents the attack profiling method of spatially and temporally correlating the selected at-
tack data characteristics along the cause—effect chain of a given attack, and mapping those
attack data characteristics to the events in the cause—effect chain of the attack for security
incident assessment.
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