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Preface

The 6th International Workshop on Information Security Applications (WISA
2005) was held on Jeju Island, Korea, during August 22-24, 2005. The workshop
was sponsored by the Korea Institute of Information Security and Cryptology
(KIISC), the Electronics and Telecommunications Research Institute (ETRI)
and the Ministry of Information and Communication (MIC).

The aim of the workshop is to serve as a forum for new conceptual and ex-
perimental research results in the area of information security applications, with
contributions from the academic community as well as from industry. The work-
shop program covers a wide range of security aspects including network security,
e-commerce, cryptography, cryptanalysis, applications and implementation as-
pects.

The Program Committee received 168 papers from 17 countries, and accepted
29 papers for a full presentation track and 16 papers for a short presentation
track. Each paper was carefully evaluated through a peer-review process by at
least three members of the Program Committee. This volume contains revised
versions of 29 papers accepted and presented in the full presentation track. Short
papers only appeared in the WISA 2005 pre-proceedings as preliminary versions,
and their extended versions may be published elsewhere.

In addition to the contributed papers, the workshop had five special talks.
Moti Yung gave a tutorial talk, entitled “Malware Meets Cryptography.” Virgil
Gligor and Michel Abdalla gave invited talks in the full presentation track, enti-
tled “On the Evolution of Adversary Models in Security Protocols” and “Public-
Key Encryption with Keyword Search,” respectively. Finally, Shozo Naito and
Jonguk Choi gave invited talks in the short presentation track, entitled “New
RSA-Type Public-Key Cryptosystem and Its Performance Evaluation” and “A
New Booming Era of DRM: Applications and Extending Business,” respectively.

Many people helped and worked hard to make WISA 2005 successful. We
would like to thank all the individuals involved in the Technical Program and in
organizing the workshop. We are very grateful to the Program Committee mem-
bers and the external referees for their time and efforts in reviewing the submis-
sions and selecting the accepted papers. We also express our special thanks to
the Organizing Committee members for making the workshop possible. Finally,
we would like to thank all the authors of the submitted papers and the invited
speakers for their contributions to the workshop.

December 2005 Jooseok Song
Taekyoung Kwon
Moti Yung
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Security Weakness in Ren et al.’s Group Key
Agreement Scheme Built on Secure Two-Party
Protocols*

Junghyun Nam, Seungjoo Kim, and Dongho Won

School of Information and Communication Engineering,
Sungkyunkwan University, Republic of Korea
jhnam@dosan.skku.ac.kr, skim@ece.skku.ac.kr, dhwon@dosan.skku.ac.kr

Abstract. A group key agreement protocol is designed to allow a group
of parties communicating over an insecure, public network to agree on a
common secret key. Recently, in WISA’04, Ren et al. proposed an efficient
group key agreement scheme for dynamic groups, which can be built on
any of secure two-party key establishment protocols. In the present work
we study the main EGAKA-KE protocol of the scheme and point out
a critical security flaw in the protocol. We show that the security flaw
leads to a vulnerability to an active attack mounted by two colluding
adversaries.

Keywords: Group key agreement, key authentication, collusion attack.

1 Introduction

Key establishment protocols are a critical building block for securing electronic
communications over an untrusted, open network like the Internet. Even if it
is computationally infeasible to break the cryptographic algorithm used, the
whole system becomes vulnerable to all manner of attacks if the keys are not
securely established. However, the experience has shown that the design of key
establishment protocols that are secure against an active adversary is not an easy
task to do, especially in a multi-party setting. Indeed, there is a long history of
protocols for this domain being proposed and subsequently broken by some active
attacks (e.g., [11,15,4, 18, 14]). Therefore, key establishment protocols must be
subjected to the strictest scrutiny possible before they can be deployed into
today’s hostile networking environment.

The original idea of extending the two-party Diffie-Hellman scheme [8] to the
multi-party setting dates back to the classical paper of Ingemarsson et al. [10],
and is followed by many works (6, 2, 17, 12] offering various levels of complexity.
Recently, in WISA 2004, Ren et al. [16] proposed an efficient group key agreement
scheme for dynamic groups. Instead of building the scheme from the scratch, they

* This work was supported by the University IT Research Center Project funded by
the Korean Ministry of Information and Communication.

J. Song, T. Kwon, and M. Yung (Eds.): WISA 2005, LNCS 3786, pp. 1-9, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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construct it by utilizing an existing two-party key establishment protocol that is
secure against an active adversary. The scheme consists of two sub-protocols: the
key establishment protocol EGAKA-KE and the key update protocol EGAKA-
KU. The main EGAKA-KE protocol allows a set of group members to establish
a common secret key (called either group key or session key). The EGAKA-KU
protocol aims to efficiently handle dynamic membership changes in the group.
In this paper, we uncover a security flaw in the EGAKA-KE protocol and show
that the security flaw leads to a vulnerability to an active attack mounted by
two colluding adversaries.

2 Preliminaries

The EGAKA-KE protocol is based on a binary key tree structure [13], where
every node is either a leaf or a parent of two nodes. The root is located at level 0
and all leaves are at level d or d — 1, with d being the height of the key tree. Let
G = {M,,...,M,} be a set of group members wishing to agree on a group key.
Group members are arranged at leaves of the tree; all interior nodes are logical
nodes hosting no group members. We denote by N;, the rth node from the left
at level [ and by ]\Afl,r the sibling node of N;,. An illustrative example of the
considered key tree is given in Fig. 1.

Fig. 1. An illustration of the key tree structure for G = {M,,..., M7}

Each node N, where | # d, in the key tree is associated with a key pair,
the secret key K, and its corresponding blinded key B;,. Let G, denote the
subgroup consisting of the members in the subtree T}, rooted at node N, ... Then,
the secret key K|, is shared only by the members in the subgroup G ,, meaning
that the root key Ky 1 serves as the group key shared by all the members in G.
To simplify the protocol description, we introduce some new notations through
the following definitions.

Definition 1. For each proper subtree of the key tree, there is a designated
negotiator (DN) that is a group member at the leftmost leaf node of the subtree.
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By definition of DN, a group member can be a DN for multiple subtrees (up to
d). For example, in Fig. 1, My is the DN for the three subtrees T35, 75 3 and
T1,2, while My is the DN only for the single-node subtree 7% 4.

Definition 2. Let Tl,r denote the sibling subtree of T}, i.e., the subtree rooted
at Nl,. Let M, and Mz,r denote the DNs respectively for T, and Tl,r. Then,
we say that two DNs M, , and Ml,r are partnered together, or equivalently, are
partners of each other.

As already mentioned, the EGAKA-KE protocol is built on an existing two-
party protocol which is used to establish pairwise keys between group members.
Each DN M, , is designated as the representative of the subgroup G; ., and is
responsible for negotiating a pairwise key k;, with his partner Ml,r, hence the
name of it.

3 A Review of the EGAKA-KE Protocol

In describing the protocol, we assume that group members have agreed on a two-
party authenticated key agreement protocol that provides both perfect forward
secrecy and known key security. One example of such a protocol is A-DH pre-
sented by Ateniese et al. [1]. We also assume that all members know the structure
of the tree and their position within the tree. This can be done by letting one
randomly chosen member generate these tree-related information and broadcast
it to the other members. Despite the seemingly systematic arrangement of mem-
bers in the example of Fig. 1, we note that there is no significance to the order of
members’ positions in the tree, but rather the members are placed in a random
way as described in Section 4.1 of the original paper [16]; what really matters is
that the tree should be “well-balanced” in the sense that the height of the two
subtrees of a node should differ by at most one.

We now describe the details of the EGAKA-KE protocol. The operation of
the protocol is broadly divided into two phases: phase one, pairwise key estab-
lishment; phase two, secret and blinded keys generation.

3.1 Phase One: Pairwise Key Establishment

During this phase, each pair of partnered DNs M, , and MLT generates a pairwise
key by performing the underlying two-party key agreement protocol. Note that
there are n — 1 such pairs in the key tree for the group of n members. For
instance, in the tree of Fig. 1, there are 6 pairs of partnered DNs: (M;, M5),
(Mg,M7), (Mg,Mﬁ), (Ml,Mg), (MQ,M4) and (Ml,Mg). Since all the n — 1
protocol executions can be run simultaneously, the number of communication
rounds required in the first phase is the same as that needed to complete the
underlying two-party protocol.

If instantiated with A-DH, this process can be made concrete as follows. Let
G = () be a cyclic group of prime order g which is a subgroup of Z, for a prime
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p such that p = kg + 1 for some small k¥ € N (e.g., £ = 2). Let (z;,a™) be the
private/public key pair of M; and let P; be the set of all partners of M;. Then,
for all M; € G and for all M; € P; such that © < j, M; and M; perform the
following steps:

1. M; chooses a random r; € Z; and sends ™ to M.

2. Mj chooses a random r; € Z7 and sends arif @) to M;. Here, f is a
function mapping elements of G to elements of Z,. If p is a safe prime (i.e.,
p = 2q + 1), then a perfect mapping function would be f(z) = z if z < ¢,
and f(z)=p—zxifz>q.

3. M; and M; compute the same pairwise key a™"7.

These pairwise keys serve as key encryption keys used for securely exchanging
the blinded keys between DNs in the second phase. In the sequel, we rule out the
case n = 2 (i.e., d = 1) from consideration, since the group key for this special
case is the pairwise key itself established between the two members in the first
phase.

3.2 Phase Two: Secret and Blinded Keys Generation

Once group members have established a pairwise key with each of their partners,
the secret and blinded keys of nodes are computed in a bottom-up manner,
starting with the nodes at level d — 1 and proceeding towards the root at level
0. The blinded key of a node is always computed by applying a one-way hash
function h to the secret key of the node, i.e., B;, = h(K),). Although there are
some exceptions, computing the secret key of a node requires the knowledge of
two blinded keys, one for each of its two child nodes. More precisely, every K; .
for I > d—1 (see below for the case | = d—1) is computed recursively as follows:

Kl,'r = h(Bl+1,2r—ll|Bl+1,2r)~

In this manner, it requires d communication rounds for all the group members
to determine the secret key of the root, i.e., the common group key; at the end
of the ith round, the key pair of node N, at level | = d — i becomes available
to all the members of the subgroup G;,. The details of each round are given
below, where we assume [ = d — ¢ for each [ appearing in the description of the
7th round.

Round 1: Let [ =d — 1.

1. For each leaf node N; ., the secret key K, is just a random nonce chosen by
the member at that node. For each internal node N, K, is the pairwise
key itself shared between two members corresponding to the left and right
children.

2. Each DN M, computes Bj,, as By, = h(K ;) and sends to his partner M, ,

{Bi-| My}, ..,

where {By||Mir}x,, denotes the ciphertext of By .|| M;, encrypted using
some secure symmetric cryptosystem under the pairwise key k; .
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Roundi (2<i<d-—1,ford>3): Let Il =d —1.

1. For each node N, consider the two partnered DNs M;; 2,—1 and Mjyq 2,
respectively for its left and right subtrees. We describe this step only for
Myy1,2r—1; Miy1,2- acts correspondingly. My 2,1 recovers By o, by de-
crypting the message received from M4 2, and sends

{Bl+1,2,«l|Ml+1,2r—l}Kl+1.2r—1

to the rest of the subgroup Giy12,—1. Since all members in G112, share
the secret key Kj;19,—1, they can recover Bj;; 2, and thus can compute
Kir = h(Bi41,2r-1||Bi41,2r) and By, = h(K,r).

2. After computing Ki,r and By, each DN M, sends {Bj,| M}k, , to his
partner Ml . Note that by definition of DN, one same member plays the role
of both Mj41,9,~1 and M.

Round d:

1. My,;1 and M) 3 recover respectively By and B by decrypting the mes-
sage received from each other. M ; then sends { B 2||M11} K, , to the other
members of Gy 1. Similarly, M 2 sends {B1,1]|M1,2}k, , to the rest of Gy ».

2. Finally, the members in Gy, (respectively, Gy 2) recover Bj o (respectively,
B 1), and compute the group key as:

Ko1 = h(B1,]|Bi,2).

Consider, for example, the member M, in Fig. 1. At the end of the first phase,
My holds three pairwise keys k35 (= k36), k2,3 (= kz,4) and k1 2 (= k1,1) shared
with Mg, M4 and M), respectively. In round 1 of the second phase, M, first
computes the secret and blinded keys of node Ny 3 as Ky 3 = k35 and Bz =
h(K23). My then, as the DN My 3, sends {Bj 3| M2}k, , to My who plays the
role of the DN M5 4. In round 2, M5 obtains Bg 4 by decrypting {B2,al|M4}k, ,
received from My and sends { B3 4||M2} Kk, , to Mg, the rest of subgroup G, 3. M,
now computes the secret and blinded key pair of N; 5 as K12 = h(B23||B2,4)
and By,2 = h(K1,2), and since he serves as M », sends { By 2|| M2}k, , to My, the
DN Mjy,;. In round 3, Mj recovers Bi; by decrypting {By,1|| M}k, , received
from M; and sends {B;1||M2} K, , to My and Mg, the other members of G 5.
Finally, M> computes his group key as: Ko 1 = h(B,1||B1.2).

4 Security Analysis

The basic security property for a key establishment protocol to achieve is implicit
key authentication, which is defined in the following context [1,15].

Definition 3. Let G be a set of parties who wish to share a common secret key
by running a key establishment protocol KEP. Let K; be the secret key computed
by M; € G as a result of protocol KEP. We say that KEP provides implicit key
authentication if each M; € G is assured that no party M, ¢ G can learn the key
K unless helped by a dishonest M; € G.



