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Preface

This volume contains the proceedings of the 6th International Conference on Informa-
tion and Communications Security (ICICS 2004), Torremolinos (Mélaga), Spain, 27-29
October 2004. The five previous conferences were held in Beijing, Sydney, Xian, Sin-
gapore and Huhehaote City, where we had an enthusiastic and well-attended event. The
proceedings were released as volumes 1334, 1726, 2229, 2513 and 2836 of the LNCS
series of Springer, respectively.

During these last years the conference has placed equal emphasis on the theoretical
and practical aspects of information and communications security and has established
itself as a forum at which academic and industrial people meet and discuss emerging
security challenges and solutions. We hope to uphold this tradition by offering you yet
another successful meeting with a rich and interesting program.

The response to the Call for Papers was overwhelming, 245 paper submissions were
received. Therefore, the paper selection process was very competitive and difficult —
only 42 papers were accepted. The success of the conference depends on the quality of
the program. Thus, we are indebted to our Program Committee members and the exter-
nal referees for the great job they did. These proceedings contain revised versions of the
accepted papers. Revisions were not checked and the authors bear full responsibility for
the content of their papers.

Other persons deserve many thanks for their contribution to the success of the con-
ference. Prof. José M. Troya was the Conference Chair, and Prof. Eiji Okamoto was
General Co-chair. We sincerely thank both of them for their total support and encour-
agement, and for their contribution to all organizational issues. Our special thanks to
José A. Onieva, one of the major driving forces in the organization. He did a great job
in the successful promotion of the conference, management of the WebReview applica-
tion and assistance in the editorial process for the accepted papers. We also thank José
A. Montenegro and Isaac Agudo for their help in those tasks. Without the hard work by
these colleagues and the other members of the local organization team, this conference
would not have been possible.

Finally, we thank all the authors who submitted papers and the participants from all
over the world who chose to honor us with their attendance.

October 2004 Javier Lépez
Sihan Qing
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Abstract. One of the central lines of cryptographic research is iden-
tifying the weakest assumptions required for the construction of secure
primitives. In the context of group signatures the gap between what is
known to be necessary (one-way functions) and what is known to be suf-
ficient (trapdoor permutations) is quite large. In this paper, we provide
the first step towards closing this gap by showing that the existence of
secure group signature schemes implies the existence of secure public-
key encryption schemes. Our result shows that the construction of se-
cure group signature schemes based solely on the existence of one-way
functions is unlikely. This is in contrast to what is known for standard
signature schemes, which can be constructed from any one-way function.

Keywords: Group signatures, one-way functions, trapdoor permuta-
tions, minimal assumptions.

1 Introduction

MOTIVATION. One of the central lines of cryptographic research is identifying
the weakest assumptions required for the construction of secure primitives. This
is important not only to better understand the different relations among exist-
ing primitives, but also to learn the minimal conditions without which a certain
primitive cannot exist. Yet another reason for finding the weakest assumptions
is that stronger assumptions may later be found to be false while weaker as-
sumptions may still hold. Therefore, by closing the gap between which primitive
is sufficient and what is necessary to build a given cryptographic function such
as encryption or group signatures, one can determine the exact conditions that
need be met for them to exist.

While several implications and separations are known in the literature for
primitives such as standard signatures and public-key encryption, very little is
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© Springer-Verlag Berlin Heidelberg 2004
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known for group signatures despite the intuition that the latter appears to be
a stronger primitive than standard signatures. Currently, group signatures are
only known to be implied by trapdoor permutations [9] and to imply one-way
functions [30], a quite large gap. Addressing this problem is the main goal of
this paper.

PRELIMINARIES. In order to better understand our results, let us briefly recall
the definitions for the basic primitives given in Figure 1. The most basic of the
cryptographic primitives is a one-way function. Loosely speaking, a function is
said to be one-way if it is easy to compute (on any input) but hard to invert
(on average), where easy means computable in polynomial time on the length
of the input. Another basic primitive is a trapdoor one-way function, or simply
trapdoor function, introduced by Diffie and Hellman [16] in the seminal work
which laid out the foundations of public-key cryptography. Informally, a one-
way function is said to be trapdoor if it has associated to it a secret trapdoor
which allows anyone in its possession to easily invert it. The notions of one-
way permutations and trapdoor permutations are defined in a similar manner.
The notion of trapdoor predicates, introduced by Goldwasser and Micali [21], is
slightly different. Approximately, trapdoor predicates are probabilistic functions
over {0,1} which are easy to compute given a public key but whose output
distributions on inputs 0 and 1 are hard to distinguish by any algorithm not in
possession of the trapdoor information.

Since we will be using terms such as implications and separations throughout
the paper, we should also recall what we mean by that. Consider for example two
cryptographic primitives S and P. In order to properly relate their security, one
usually makes use of reductions. More precisely, a primitive P is said to imply
a primitive S if the security of P has been demonstrated to imply the security
of S. More precisely, we use this phrase when someone has formally defined the
goals Gp and Gg for primitives P and S, respectively, and then has proven
that the existence of an adversary Ag who breaks primitive S, in the sense of
violating G g, implies the existence of an adversary Ap who breaks primitive P,
in the sense of violating Gp.

Proving a separation between two primitives, however, is a more subtle prob-
lem since it is not clear what it means to say that a given primitive does not
imply another primitive. To overcome this problem, one usually uses the method
due to Impagliazzo and Rudich [25] of restricting the class of reductions for which
the separation holds. More specifically, they noted the fact that the vast majority
of the reductions in cryptography uses the underlying primitive as a black-box
and based on that, they introduced a method for proving separations between
primitives with respect to these types of reductions.

BACKGROUND ON GROUP SIGNATURES. The notion of group signatures was in-
troduced by Chaum and van Heyst [14] and describes a setting in which indi-
viduals within a group can sign messages with respect to the group. According
to [14], a secure group signature scheme should satisfy two basic requirements,
anonymity and traceability. While the former says that the identity of the signer
should remain unknown to anyone verifying the signature including other group
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Fig. 1. Implications and black-box separations between primitives.

elements, the latter asks that there should exist an entity, called the group man-
ager, capable of revoking the anonymity of signer whenever necessary.

Since the original work of Chaum and van Heyst [14], several other schemes
have been proposed in the literature (e.g., [1,3,2,15,13,12,26]), each with its
own set of security properties and requirements. It was only recently, however,
that a formal model of security for group signatures was put forward [9], combin-
ing the increasing set of security requirements into two basic properties, called
full-anonymity and full-traceability. These two basic properties were shown to
imply in the case of static groups all of the existing security properties of previous
scheme. Subsequent works also give formal definitions for dynamic groups [27,
10].

Such formal definitions have many benefits. They not only allow for concrete
and simpler proofs of security (only two properties need be satisfied), but they
also allow us to better understand what it means to be a secure group signature
scheme and its implications. It also allows us to draw precise relations between
group signatures and other cryptographic primitives. In fact, the implications
proven in this paper are only possible in the presence of such formal models of
security.

CONTRIBUTIONS. In this paper, we provide the first step towards closing the
gap between what is known to be sufficient to construct secure group signatures
and what is known to be necessary. We do so by showing that group signatures
imply public-key encryption and thus are unlikely to be constructed based solely
on the existence of one-way functions (see Figure 1).

The separation between group signatures and one-way functions is a direct
consequence of our work and that of Impagliazzo and Rudich [25] which showed
that any such construction would either make use of non-black-box reduction
techniques or prove along the way that P # NP. Recently, in [29], Reingold,
Trevisan, and Vadhan improved on that by removing the condition that P #
NP. In other words, such construction would definitely have to rely on non-
black-box reduction techniques. The implications of such results are of great
importance since almost all reductions in cryptography are black-box.

RELATED WORK. Over the years, several results proving either implications or
separations among different primitives appeared in the literature. Among the
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results that are more relevant to our work are those for signatures and public-
key encryption.

Since the work of Goldwasser, Micali, and Rivest [22] proposing the con-
struction of a secure signature scheme based on claw-free pairs and laying out
the foundations of standard signatures, several other works followed aiming at
establishing the weakest computational assumptions on which signature schemes
could be based. The first of these works was the one of Bellare and Micali (8]
showing how to construct signature schemes based on any trapdoor permuta-
tions. Their work was soon followed by the work of Naor and Yung [28] showing
how to build signatures from any universal one-way hash functions and by the
work of Rompel [30] showing how to build signatures from any one-way function.
The latter is in fact also known to be a necessary assumption.

The picture in the case of public-key encryption and other primitives that
are known to be implied by it (e.g., key exchange) is not as clear as in the case
of standard signatures and is still the subject of active research [29,18,17,7].
Several of these results are discussed in Section 4,

Another work that is similar in spirit to our work is the one of Halevi and

Krawczyk [23] which shows that password-based authentication protocols imply
public-key cryptography.
ORGANIZATION. In Section 2 we recall the formal models and security defini-
tions for (static) group signatures and public-key encryption schemes. Next, in
Section 3, we show how to build a secure public-key encryption scheme from a
secure group signature scheme. We then prove the security of our construction
based on the anonymity property of group signatures. Finally, we conclude our
paper by discussing the implications of our result in Section 4.

2 Definitions

2.1 Preliminaries

We will denote by |m| the bit-length of a bit-string m. For any two arbitrary
bit-strings mo and my with |mg| = |m1| we denote by diff (mo, m1) = {i|mo[i] #
my[i]}, i.e. the set of bit positions on which mg and m; are different.

As usual, a function f(-) is said to be negligible if for any polynomial p, there
exists a natural number n, such that f(n) < Hln_) for all n, < n. We will say

that a function of two arguments f(-,-) is negligible, if for all polynomials p, the
function g defined by g(k) = f(k,p(k)) is negligible.

2.2 Public Key Encryption Schemes

ENCRYPTION SCHEMES. A public-key encryption scheme AE = (K., Enc, Dec)
is specified, as usual, by algorithms for key generation, encryption and decryp-
tion. The security property that is most relevant for the results of this paper is
indistinguishability under chosen-plaintext attack, in short IND-CPA.



