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Preface

The present volume contains the post-proceedings of the 4th International Work-
shop on Formal Aspects in Security and Trust (FAST2006), held in Hamilton,
Ontario, Canada, August 26-27, 2006. FAST is an event affiliated with the For-
mal Methods 2006 Congress (FM06). FAST 2006 was held under the auspices of
the IFIP WG 1.7 on Foundations of Security Analysis and Design.

FAST2006 aimed at continuing the successful effort of the previous three
FAST workshop editions for fostering the cooperation among researchers in the
areas of security and trust. The new challenges offered by the so-called ambient
intelligence space, as a future paradigm in the information society, demand for a
coherent and rigorous framework of concepts, tools and methodologies to provide
users with trust and confidence in the underlying communication/interaction
infrastructure. It is necessary to address issues relating to both guaranteeing
security of the infrastructure and the perception of the infrastructure being se-
cure. In addition, user confidence in what is happening must be enhanced by
developing trust models effectively but that are also easily comprehensible and
manageable by users.

FAST sought for original papers focusing on formal aspects in: security and
trust policy models; security protocol design and analysis; formal models of trust
and reputation; logics for security and trust; distributed trust management sys-
tems; trust-based reasoning; digital assets protection; data protection; privacy
and ID issues; information flow analysis; language-based security; security and
trust aspects in ubiquitous computing; validation/analysis tools; Web service se-
curity/trust/privacy; GRID security; security risk assessment; and case studies.

The FAST2006 post-proceedings collect the revised versions of 18 papers, se-
lected out of 47 submissions. Each paper was reviewed by at least three members
of the Program Committee.

We wish to thank the the Program Committee members for their valuable
efforts in properly evaluating the submissions, and the FM06 organizers for ac-
cepting FAST as an affiliated event and for providing a perfect environment for
running the workshop.

Thanks are also due to the Center for Software Reliability (CSR) of Newcastle
University and IIT-CNR for sponsoring FAST2006.

February 2007 Theo Dimitrakos
Fabio Martinelli

Peter Y.A. Ryan

Steve Schneider
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Strategic Games on Defense Trees™

Stefano Bistarelli:2, Marco Dall’Aglio!, and Pamela Peretti'

! Dipartimento di Scienze, Universita degli Studi “G. d’Annunzio”, Pescara, Italy
{bista,maglio,peretti}@sci.unich.it
2 Istituto di Informatica e Telematica, CNR, Pisa, Italy
Stefano.Bistarelli@Qiit.cnr.it

Abstract. In this paper we use defense trees, an extension of attack
trees with countermeasures, to represent attack scenarios and game the-
ory to detect the most promising actions attacker and defender. On one
side the attacker wants to break the system (with as little efforts as pos-
sible), on the opposite side the defender want to protect it (sustaining
the minimum cost).

As utility function for the attacker and for the defender we consider
economic indexes (like the Return on Investment (ROI) and the Return
on Attack (ROA)). We show how our approach can be used to evaluate
effectiveness and economic profitability of countermeasures as well as
their deterrent effect on attackers, thus providing decision makers with
a useful tool for performing better evaluation of IT security investments
during the risk management process.

Keywords: Security, Risk Analysis, Game Theory.

1 Introduction

Security has become today a fundamental part of the enterprise investment. In
fact, more and more cases are reported showing the importance of assuring an
adequate level of protection to the enterprise’s assets.

In order to focus on the real and concrete threats that could affect the enter-
prise’s assets, a risk management process is needed in order to identify, describe
and analyze the possible vulnerabilities that must be eliminated or reduced. The
final goal of the process is to make security managers aware of the possible risks,
and to guide them toward the adoption of a set of countermeasures which bring
the overall risk under an acceptable level.

The determination of the acceptable risk level and the selection of the best
countermeasure is unfortunately not an easy task. There are no standard
methodologies for the process, and often security managers have to decide among
too many alternatives.

To model the attack scenario and the defender possibilities we use defense
trees [1], an extension of attacks trees with countermeasures. The vulnerabilities
are represented as leaf nodes of the tree and are decorated with the counter-
measures able to mitigate the damage of threats using such a vulnerability.

* Partially supported by the MIUR PRIN 2005-015491.

T. Dimitrakos et al. (Eds.): FAST 2006, LNCS 4691, pp. 1-15, 2007.
© Springer-Verlag Berlin Heidelberg 2007



2 S. Bistarelli, M. Dall’Aglio, and P. Peretti

Moreover, economic indexes are used as labels for countermeasures and attacks.
The Return on Investment (ROI) [18,17] index gives a measure of the efficacy of
a specific security investment in a countermeasure w.r.t. a specific attack. The
Return on Attack (ROA) [3] is instead an index that is aimed at measuring the
convenience of attacks, by considering the impact of a security solution on the
attacker’s behavior.

The computed ROI and ROA function are then considered as utility functions
(payoffs) in a two player strategic game. On one side the system administrator
wants to protect the system by buying and adopting countermeasures; on the
other side the attacker wants to exploit the vulnerabilities and obtain some profit
by breaking the system.

We solve the games by looking at their Nash equilibria with both pure and
mixed strategies. Our results show that is always worth installing countermea-
sures for the defender; however, it is not true that increasing the number of
countermeasure gives an overall better benefit to the enterprise (as showed in [7]
investing in security measure is not profitable beyond a certain level). This is
not completely surprising, since more and more sophisticated protection may
be accompanied by escalating marginal costs, while the probability that any
given type of protection will be needed (that is, its expected benefit) may re-
main constant. Also interesting is the fact that the strategies of no-attacks and
no-countermeasures is not (unfortunately) a point of equilibrium.

After an introduction to the concepts of security risk management and of
defense trees (Section 2) we study the selection of the most promising counter-
measures by interpreting the scenario as a game with two players: the defender
and the attacker (Section 3). Section 4, instead, shows a realistic example where
the attacker wants to steal information about customers maintained in a server.
Finally, Section 5 summarizes the paper results and sketches some directions for
future work.

2 Security Risk Management and Defense Trees

Defending an IT system is hard because many are the risks that can affect each
asset of the system. Organizations need a process that enable to identify, describe
and analyze the possible vulnerability that can be exploited by an adverse indi-
vidual, and identify the security measures necessary to reduce the risks.

In [1] we propose the use of the defense tree (extension of attack trees [15,16]),
an instrument for representing an attack against a system and how it can be
mitigated by a set of countermeasures.

The difference between an attack tree and a defense tree is that the first
represents only the attack strategies that an attacker can perform, while the
second adds the set of countermeasures that can be introduced into the system
to mitigate the possible damages produced by an attack.

Integrating countermeasures into threat trees, and more generally into di-
rected acyclic graphs, is not new. In the early 90s researchers used ”threat coun-
termeasure diagrams”. One may also see examples of countermeasures in DAGs
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in both Nathalie Foster’s thesis [4] and Stuart Schechter’s thesis [14], both of
which include discussions and histories of the evolution of these structures. Even
in the popular Microsoft text by Howard and LeBlanc, ”Writing Secure Code”,
one can find threat trees (another name for attack trees) in which countermea-
sures are integrated [8].

~

~

o Q
ED] O C Attack tree
v

+
D Countermeasures

(I

Fig. 1. A defense tree

Figure 1 shows an example of a defense tree: round nodes form the attack
tree and square nodes represent the corresponding countermeasures. The root
of the tree is associated with an asset of the IT system under consideration and
represents the attacker’s goal. Leaf nodes in the attack tree represent simple
subgoals which lead the attacker to (partially) damage the asset by exploiting
a single vulnerability. Non-leaf nodes (including the tree root) can be of two
different types: or-nodes and and-nodes. Subgoals associated with or-nodes are
completed as soon as any of its child nodes is achieved, while and-nodes represent
subgoals which require all of its child nodes to be completed (in Figure 1 we draw
an horizontal line between the children of an and-node to distinguish it from the
or-node).

We consider defense trees [1] enriched with economic indexes that quantify
the cost of attacks and the return on security investments in any branch of the
tree. We interpret such indexes as utility functions for the system administrator
and for the attacker, by viewing the scenario as a classical game with two player
looking for different and usually opposite results (see Section 3).

In particular we label the tree with:

1. the Return On Investment (ROI) [17] measuring the return that a defender
expects from a security investment over the costs he sustains for counter-
measures. It is calculated with the formula:

ALE x RM — CSI
CSI

ROI =

where:
— the Annualized Loss Expectancy (ALE) [9] measures the expected annual
financial loss which can be ascribed to a threat to the organization. It is
calculated as ALE = AV x EF x ARO, where:
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e the Asset Value (AV) is a measure of the cost of creation, develop-
ment, support, replacement and ownership values of an asset,

e the Ezposure Factor (EF) represents a measure of the magnitude
of loss or impact on the value of an asset arising from a threat (ex-
pressed as a percentage of the asset value),

e the Annualized Rate of Occurrence (ARQO) is a number that repre-
sents the estimated number of annual occurrences of a threat.

— the Risk Mitigated by a countermeasure (RM) represents the effective-
ness of a countermeasure in mitigating the risk of loss deriving from
exploiting a vulnerability (RM is a numeric value in [0,1] that measures
the proportion of reduced risk),
the Cost of Security Investment (C'SI) is the cost that an enterprise
sustains for implementing a given countermeasure.

2. the Return On Attack (ROA) [3] measures the gain that an attacker expects
from a successful attack over the losses that he sustains due to the adoption
of security measures by his target. It is calculated as:

_ GI x (1 - RM) — (costy + costy.)
- costy + costge

ROA

where:
— G is the expected gain from the successful attack on the specified target,
— cost, is the cost sustained by the attacker to succeed,
— costge is the additional cost brought by the countermeasure ¢ adopted
by the defender to mitigate the attack a.

We will see in Section 3 that other choices for the utility functions are possible.
For instance we could consider ROI and ROA without dividing the gain by the
costs (CSI and cost, + cost,. respectively), or by considering the damage of an
attack without considering its (often unknown) rate of occurrence (ARO).

3 Defense Trees as Strategic Games

In this section we will show how game theory can be used to analyze the possible
strategies of the system administrator and of the attacker. In our scenario we
consider a strategic game [6] that consists of:

- n players (n is usually just 2, but we plan to extend it to the case of 1
defender and k attackers),

— a set of strategies S; for each player 4,

~ the utility function (or payoff) u; for each player .

We consider here the case with n = 2 players: the defender (Bob) and the
attacker (Alice) of a system. The set of defender’s strategies is the set of coun-
termeasures that he can introduce into the systems while the set of attacker’s
strategies is the set of vulnerability that she can exploit. The payoff functions
we will consider are the Return on Investment (ROI) for the defender and the



Strategic Games on Defense Trees 5
Return on Attack (ROA) for the attacker. Notice that ROI and ROA represent
normalized payoffs; in some cases a not normalized utility function could be used

instead, that may lead to different equilibrium strategies (because each player is
trying to maximize its return rather than its payoff).
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(a) Defence tree (b) Strategic game

Fig. 2. Defense tree and the corresponding strategic game (with a pure strategy Nash
Equilibrium)

As an example consider the defense tree depicted in Figure 2(a). It can be
modeled as the strategic game in Figure 2(b), where:

— the players of the game are the defender of the enterprise that can select
actions represented in the rows, and the attacker that can choose possible
attacks (represented as columns in the table),

— the defender’s set of strategies is Sq = {c1, c2, c3}, that consists of the pos-
sible countermeasures that he can enforce to protect the system,

- the attacker’s set of action is S, = {a1, a2} that represents the two possible
attack strategies (the columns in Figure 2(b));

— the goal of each player is to maximize his/her own payoff function (the
number in each box of Figure 2(b)). The payoffs associated to a strategy
(¢i,a;) are uq(c;, a;) for the defender, and uy(c;, a;) for the attacker.

Each player chooses the best available action given his belief about the other
player’s action.

The solution of the game is the (set of) countermeasure that the defender is
more likely to adopt, and the (set of) vulnerability that the attacker feels more
suitable to exploit. In some special cases the best strategy of the attacker and of
the defender converges to a specific action profile s* with the property that the
defender cannot do better by choosing an action different from s, given that
the attacker adopt s, and viceversa. In this case we say that the game admits
a Nash Equilibrium [13].

Definition 1 (Nash Equilibrium [6]). In a strategic game with 2 players,
consider the sets Sy, Sz and the functions uy, us that are the set of possible
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strategies and the utility functions of players 1 and 2 respectively. The combina-
tion of strategy (s}, s3) with s7 € S1 and s5 € Sa is a Nash Equilibrium if and
only if, for each player i, the action s} is the best response to the other player:

u1(sy, s5) > u1(s1, s3) for any s1 € 5,
ua(s], s5) > uz(sy, s2) for any so € So

Figure 2(a) shows an example of defense tree where two possible attacks are
represented: a; and as. The first one can be mitigated by two countermeasure
co and c3, the second one can be mitigated by c¢; and c3. Figure 2(b) shows
the corresponding strategic game, where the numbers in the bimatrix are the
payoffs associated to each player (associated as label to the tree as we will see
in Section 3).

Using Definition 1 we can calculate the possible Nash Equilibria of the game.
Notice that if the attacker plays strategy a; the best response for the defender
is to play the strategies ¢; or ¢y (by looking at the first column on the left we
can see that he can gain 1 instead of 0), while if the attacker plays strategy as
the best response is to play the strategies c¢; or cs.

Conversely if the defender plays the strategy c¢; the best response for the
attacker is play strategy a1, if the defender plays the strategy co the best response
is to play strategy a2 and if the defender plays strategy cs the best response for
the attacker is to play strategies a; or az. The game admits two different Nash
Equilibria (the circled payoffs): the couple of strategies {c1,a1} and {cs,az}.

The Nash Equilibrium represents the best strategies for both the attacker
and the defender (with the hypothesis that neither the attacker nor the defender
have any knowledge of the other). In the case depicted in Figure 2, the defender
will select, if possible, both countermeasure ¢l and ¢3. However if the financial
resources available to the system administrator are limited, only countermeasure
¢3 will be selected (because it will cover both strategy of the attacks). In Section 4
a complete more realistic example will be presented where the economic indexes
will be used for the selection.

Sometimes in a strategic game it is impossible to find a Nash Equilibrium.
Moreover we often need to take into account the uncertainty of the player’s
behavior. In this case a player may consider a mized strategy.

Definition 2 (Mixed strategy [6]). Consider a strategic game with 2 players,
G = {51, S2;u1,uz} where S; = {si1,...,sik} the strategies of player i. A mixed
strategy for player 1 < i < 2 is a probability distribution p; = (pi,-...,Dik),
where 0 < pi.

In our context the use of mixed strategies finds a justification in the fact that a
player, especially the defender, deals with a single attacker, whose behavior is not
known. He may assume, however, that this players is drawn from a population
of attackers whose actions can be estimated as frequencies from previous attacks
(leading to the notion of repeated games where the players can randomize their
strategies).
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What we obtain is shown in Figure 3. The Attacker A can play the strategy
a1 with probability pe,, and the strategy a; with probability p,,, whilst the
Defender D plays the strategy ¢; with probability p.,, with 1 < < 3.

pa: pa:
ai az

pa | udcar)udcrar) | udc,az),udci,az)

pe 2 | udCz,ar),udC2,a1) | uAC2,a2), Ua(C2,a2)

pe 63| udcs,an),ud(cs,an) | udcs,az),udcs,az)

Fig. 3. Mixed strategies

We can compute payoffs in presence of mixed strategies by taking into account
probability distributions and computing expectations. If the defender uses a pure
strategy! in response to a mixed strategy of the attacker, the resulting payoffs
for each possible countermeasure c; is:

uq(ci) = uq(ci, a1) X pa, + ud(ci, az) X pa,

If the attacker uses a pure strategy in response of a mixed strategy of the defender
the resulting payoffs for each attack a; is:

uq(a;) = uq(c1,ai) X pe, + uq(c2,ai) X pe, + ua(cs, ai) X pe,

Definition 3. Given a game with 2 players, and 2 sets of strategies S, =
{s11,---, 81K, } and So = {s21,...,52k,}, if player i believes that player j will
play the strategies (sj1,...,5;x;) with probability (pj1, ... ,DjK;), the expected
payoff for player i obtained with the pure strategy s;; is:

K;
> pjkui(sij, sjk)
k=1

We can use Definition 3 to solve the game in Figure 2 by using the mixed
strategies. In particular suppose that the defender uses a pure strategy and the
attacker plays a mixed strategy {a1, az} with probability (pa,,pa,) (as shown in
Figure 4). The expected payoff for the defender, if the attacker plays a mixed
strategy are:

1-pa, +1:-pg, = Pa; + Pa- for countermeasure c;
1-pa, +0-pa; = pa, for countermeasure cy
0-pa, +1-Da; = Da, for countermeasure c3

' A pure strategy is a strategy that a player plays with probability 1.



