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Preface

The First International Conference on Digital Rights Management: Technology,
Issues, Challenges and Systems (DRMTICS — pronounced ‘dramatics’), took
place in Sydney, Australia on 31st October - 2nd November, 2005. It was orga-
nized by the Centre for Information Security of the University of Wollongong
and in cooperation with the International Association of Cryptologic Research
(IACR) and IEEE Computer Society’s Task Force on Information Assurance.

DRMTICS is an international conference series that covers the area of digital
rights management, including research advancements of an applied and theoret-
ical nature. The goal is to have a broad coverage of the field and related issues
and subjects as the area evolves. Since the Internet and the computing infras-
tructure has turned into a marketplace for content where information goods of
various kinds are exchanged, this area is expected to grow and be part of the
ongoing evolution of the information society. The DRM area is a unique blend
of many diverse disciplines that include mathematics and cryptography, legal
and social aspects, signal processing and watermarking, game theory, informa-
tion theory, software and systems design and business analysis, and DRMTICS
attempts to cover as much ground as possible, and to cover new results that will
further spur new investigations on the foundations and practices of DRM. We
hope that this first conference marks the beginning of a fruitful and useful series
of future conferences.

This year, the conference received 57 submissions out of which 26 were ac-
cepted for presentation after a rigorous refereeing process. In addition to the
regular program, the program also included invited talks and a panel discussion.
Renato Ianella gave an invited talk describing “A Brief History of Right Ex-
pression Languages,” Moni Naor gave a talk entitled “Humans, Computers and
Cryptography,” and Karen Gettens gave a talk on “DRM- the Legal Issues.”
The panel was chaired by Bill Caelli and was entitled “Is Reliable and Trusted
DRM Enforcement Realistic or Even Possible?”

We wish to thank all the authors of submitted papers for providing the con-
tent of this year’s workshop; their high quality submissions made the task of
selecting a program hard. We would also like to thank the program committee
members as well as the external reviewers, who helped in the refereeing process.
We wish to thank our sponsors: Smart Internet Technology CRC, Motorola,
DigiSensory Technologies, The Telecommunications and Information Technol-
ogy Research Institute of the University of Wollongong, Research Network for
a Secure Australia, Infosys and Markany. We further wish to thank the atten-
dees, speakers and the participants, as well as Susan Branch, Debbie Farrelly,
Harikrishna Vasanta, Wenming Lu, Liang Lu, Rungrat Wiangsripanawan, Sia-
mak Fayyaz-Shahandashti, Angela Piper and Martin Surminem, who helped
with the organization of the conference.



VI Preface

Last but not least, we would like to thank Wanqing Li and Nicholas Sheppard,
general co-chairs of the conference, for their relentless effort in organizing the
event and paying attention to every detail, which made DRMTICS a good drama,
but one without unnecessary, unexpected dramatic moments! Without the help
of the above bodies and individuals this inaugural conference would not have
been a possibility.

November 2005 Rei Safavi-Naini
Moti Yung
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A Novel Framework for Multiple Creatorship
Protection of Digital Movies

Yu-Quan Zhang and Sabu Emmanuel

School of Computer Engineering,
Nanyang Technological University
{zh0004an, asemmanuel}@ntu.edu.sg

Abstract. A digital movie can be created jointly under the cooperation of many
creators. It is then necessary to provide protection to the creatorship of each
participating creator. In this paper, we propose a framework for providing the
creatorship protection of multiple creators involved in creating the object-based
digital movie. The proposed framework makes use of digital watermarking
techniques and cryptographic protocols to achieve the creatorship protection
purpose. Object-based movie may consist of several audio and video objects,
which may be created by different creators. The proposed framework embeds
different watermarks in different video/audio objects in such a way that each
creator can show the joint-creatorship of the movie; as well as each creator can
prove his/her creatorship of video/audio object he/she created.

1 Introduction

Nowadays, digital rights management (DRM) issue is discussed more and more since
a large amount of digital assets involving media such as text, audio, video etc. are
being created. The parties involved in the digital asset creation and transaction are
creators, owners, distributors and consumers. Creators have creator rights, owners
have owner rights, distributors have distributor rights and consumers have consumer
rights. DRM refers to a set of technologies and approaches that establish a trust rela-
tionship among the parties involved in a digital asset creation and transaction [16].
Cryptographic techniques and watermarking techniques are important tools in DRM.
Cryptographic techniques provide confidentiality, authentication, data integrity, and
non-repudiation functions. Watermarking techniques are usually preferred for copy-
right ownership declaration, creator/authorship declaration, copyright violation detec-
tion, copyright violation deterrence, copy control, media authentication, and media
data integrity functions. Our proposed framework employs both cryptographic and
watermarking techniques to protect the creatorship of multiple creators involved in
the creation of object-based digital movie.

The creator has creatorship of digital assets. Many digital media are very complex
and almost impossible to be created by single creator. For example, in an image crea-
tion, some creators may be good at drawing the plants; some may be good at drawing
animals and some may be good at drawing human beings; or in another way, some
may do well in sketching the skeleton of the images and others may be good at color-
ing. Therefore, to create a good complex image, which contains lots of contents

R. Safavi-Naini and M. Yung (Eds.): DRMTICS 2005, LNCS 3919, pp. 1 —12, 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 Y.-Q. Zhang and S. Emmanuel

inside, the whole creation process needs the cooperation of many creators. Another
example, in a cartoon movie, different cartoon characters may be created by different
video creators and the associated audio dialogues may be dubbed by many audio
dubbers. In addition the background music including special effects and foreground
music may be created by many creators. Therefore creating a complex cartoon movie
may involve many creators from video and audio domains.

In the case of joint creation of digital media by multiple creators, there are some
concerns for each of the participating creators. Firstly, it is possible that a creator
disowns his/her object at a later stage due to the malpractices (copying from someone
else's work etc.) he/she has done during the creation. This disowning may cause un-
necessary hardships for the good creators. Secondly, a creator may pose as the sole
creator and sell the product to a buyer. These concerns arise mainly due to the mis-
trust among the creators. Our proposed framework intends to build the trust relation-
ship among the creators involved in joint creations.

There are different kinds of digital media such as image, video, movie etc. In this
paper, we focus on the creatorship protection of multiple creators of object-based
digital movies. The digital graphics (cartoon) movies may be an example. The crea-
tion process of an object-based movie consists of video creation process and audio
creation/dubbing process. In the video creation process, each video creator works on
one or more video objects and then they refine their creations through several itera-
tions. Usually the audio dubbing is carried out after the video creation process. The
background and foreground musics are created by audio creators and are then dubbed
along with the dialogs of characters into the movie. The audio dubbing also employs
iterative procedures to refine the audio part of the movie.

We in this paper propose a novel framework to address the creatorship concerns of
multiple creators of object-based movies (such as digital graphics/cartoon movies).
We make use of watermarking techniques and cryptographic protocols for the frame-
work. The watermarking scheme that the framework employs has certain require-
ments such as robustness, imperceptibility, asymmetric and non-invertibility. So that
it can perform well under the complex joint creation situation to achieve the creator-
ship protection purpose. Cryptographic protocols require the use of digital signature
algorithms.

The remainder of the paper is structured as follows: Section 2 discusses related
watermarking and cryptographic schemes. Our proposed framework is presented in
Section 3. Section 4 lists some application of our framework. Section 5 presents dis-
cussion and Section 6 concludes the paper.

2 Related Watermarking and Cryptographic Schemes

So far, there are quite few watermarking schemes considering the joint-creatorship
protection problem. Guo and Georganas [8] introduce a digital image watermarking
scheme for joint-ownership verification. The scheme that they used embeds a com-
bined watermark of the creators' individual watermarks and a jointly created water-
mark, and then verifies the partial ownership and full ownership by setting different
levels of thresholds in the detector. This scheme is not suitable for protecting the
creatorship of multiple creators in a joint creation environment. It does not provide



A Novel Framework for Multiple Creatorship Protection of Digital Movies 3

the protection during the creation process, and each creator cannot specify which
video/audio object is created by him/her. For joint-creatorship protection, the scheme
needs to provide the protection during the creation process, so it can take care of the
two concerns we mentioned in the introduction, which may occur in the creation proc-
ess. At the same time, single creator should have the ability to show which
video/audio object was created by him/her. Our framework gives a solution to this
type of problem for object-based movie creation.

Our framework employs both watermarking scheme and cryptographic protocol.
The watermarking scheme is mainly used for creatorship protection and the crypto-
graphic protocol is mainly used for digital signature purpose. Some research work on
watermarking and digital signature scheme are reviewed below.

There have been many researches done in watermarking area [1][2]. The work by
Cox et. al. [3] is spread spectrum based watermark, which is robust and invisible.
Being robust watermark, it would be hard for the attackers to make undetectable or
remove the watermark. The watermarking techniques proposed in [4] and [5] are
asymmetric. The asymmetric watermarks make use of another key for embedding
other than the detection key. Thus it would be hard for the watermark verifier to per-
form watermarking but can detect the watermark. Craver et.al. [6], Qiao and
Nahrstedt [7], give a non-invertible watermarking scheme. In order to prove the right-
ful owner unambiguously, the watermarking scheme should be non-invertible.

Many audio and speech watermarking schemes have been proposed. The dialog in
the movie can be seen as speech; the background music and foreground music can be
seen as audio. Bassia et. al. [9] applies a straightforward time-domain spread-
spectrum watermarking method to audio signals. An audio watermarking technique
based on correlation detection is introduced in [13], where high-frequency chaotic
watermarks are multiplicatively embedded in the low frequencies of the DFT do-
main.Wu et.al. [10] propose a low complexity speech-Watermarking scheme as an
effective way to detect malicious content alterations while tolerating content preserv-
ing operations. The proposed scheme is based on the modified odd/even modulation
scheme with exponential scale quantization and a localized frequency-masking model
while assuring no mismatch between quantization steps used in watermark embedding
and detection. Cheng et. al. [12] propose a speech watermarking technique in which
maximum possible watermark signal energy is added to the speech signal satisfying
the constraint that the added signal is not audible. Additional watermark energy is
embedded into the portions of the speech that have white spectrum, fricative sounds
and rapidly changing plosives sounds.

There are many digital signature schemes available such as RSA [14], Digital Sig-
nature Algorithm (DSA) and Elliptic Curve Digital Signature Algorithm (ECDSA).
Recent years, some new schemes have been proposed. Elkamchouchi et. al. [11] have
developed a digital signature scheme with appendix and message recovery in the real
and Gaussian integers' domains. The proposed scheme employs the idea of combining
the integer factorization, and the Generalized Discrete Logarithm problems. Chang et.
al. [15] have proposed a secure digital signature scheme, where neither one-way hash
functions nor message redundancy schemes are employed. We can apply any digital
signature scheme in our framework as far as it can perform the digital signature
safely.
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3 Our Proposed Framework

In our proposed framework, a digital movie creation has two stages: video creation
process and audio creation/dubbing process. Fig. 1 gives the flowchart of the whole
digital movie creation process.

Start Video creation | | Audi? creation/  foea
) process dubbing process D

Fig. 1. The digital movie creation process

Brief Description: In the proposed framework the movie creation begins with a video
creation process. First, each video creator creates his/her video object. The created
video object is then watermarked and signed by the creator and transmitted over the
network to other participating video creators. On receiving every others signed wa-
termarked video objects, each video creator then assembles a local video part of the
movie by combining every others watermarked video objects and own watermarked
video object. The video creators then carry out refinement iterations on their video
objects until all the video creators are satisfied with the video part of the movie. The
video creators can create their video objects in their own local machine as shown in
Fig. 2 and they exchange their creations through the network to every other creators.
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Fig. 2. Hardware infrastructure of the video creation process

Once the video part of the movie is completed, the audio creation/dubbing process
begins. Some audio components such as background and foreground music may be
created beforehand by some audio creators. Dubbing of all the audio components such
as background music, foreground music and the dialogs of characters on to the movie
usually will be done in real time while the video is playing. Different audio compo-
nents can be recorded on different tracks and can be treated as different audio objects.
For example, the background music can be one audio object, the dialogs of each char-
acter can be considered as individual audio objects. Each audio creator also gets a
signed watermarked copy of every audio object. The audio dubbing is also done in



