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Advance Praise for PKI

“ PKI is fast becoming the cornerstone of e-security, and this book
provides an excellent perspective on PKI for both technology and
business people.”

—Fran Rooney, CEO, Baltimore Technologies

* The organization of the book, and the choice and weighting of
topics, are excellent. I am not aware of any other books on PKI that
emphasize deployment and acquisition concerns like this one. The
case studies and example RFP were particularly useful. This book
will appeal to those in charge of procuring and operating a PKI.”

—Rich Ankney, Vice President, CertCo

“ A must read for anyone who will be involved assessing,
recommending, approving, buying or implementing digital asset
security at any level in a enterprise. Austin brings together an
impressive array of authoritative experts, and attains seamless
topic integration presenting the right flow of ideas to the reader.
Hard to imagine, but he succeeds delivering a PKI treatise with
sufficient depth and breadth to please the initiated, yet easy to
read from the boardroom to the heart of the IT function.”

—Juan Rodriguez-Torrent, PKI Forum founder,
President & CEO Aposematic Corporation

‘“...grounded in the real world of the business benefits PKI provides.
Case studies show how PKI has been implemented by a variety of
companies today, allowing readers to learn from the experiences

of others without vendor hype or bias. Austin’s conversational style
that explains the nuts and bolts of PKI along with substantive,
practical case studies make this book a must-have resource for
anyone considering PKI deployment.”

—Debra Cameron, President, Cameron Consulting

“This thorough look at PKI will help to enrich understanding in
the industry and help to move efforts in e-business forward.”

—Laura Rime, Global Marketing Manager, Identrus
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hether it’s to build market share, develop new business, increase produc-

tivity or profitability, there’s no doubt your organization needs to take

advantage of the Internet to stay competitive. However, with stories today
about Internet security problems about as frequent as weather reports, doing business
online clearly represents risks as well as benefits. When conducting crucial business over
the public Internet, we need to have certain assurances. The question is, just what are
those assurances?

Those assurances are a set of security services that are provided through a
technology we refer to as Public Key Infrastructure, or simply PKI. The essen-
tial services that PKI can provide are confidentiality, authentication, integrity,
and non-repudiation. These services are important because:

> Confidentiality assures you that your information is protected.
Authentication assures you that you know with whom you're doing business.

>
> Integrity assures you that information is not being modified or substituted.
>

Non-repudiation assures you that the originator cannot deny originating
a message or business transaction.

Of course, these services do come at a cost—but just how much? What
impact will PKI have on your organization and your customers? How com-
plex is it to implement, and just how long will it take? While it’s easy to learn
the benefits from vendors, it can be much harder to get answers about the
costs. You'll find many of the answers in this book.
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Moreover, you'll learn the fundamentals of just what makes up the various
components of PKI, such as cryptography, certificates, directories, key man-
agement, and time stamps. It also includes background information on gov-
ernment and industry initiatives, ongoing efforts for industry standards, and
legislation that affects how you conduct business online.

‘Who Should Read This Book

This book is intended to help technology, business, and sales professionals
understand PKI technology and how it can be applied to meet business
requirements. Its goal is to help readers quickly get a grasp on what’s involved,
whether your role is selling, buying, planning, or implementing a PKI. The
book also illustrates key business and competitive reasons for PKI through a
set of case studies that underscore what others have found to be critical success
factors, their lessons learned, and what they would do differently.

You may or may not already be familiar with PKI. For those just starting out,
this book will provide a great starting point to learn what PKI is all about. You'll
gain a sound understanding of basic concepts and principles, realize what
others are doing, and learn about the security services and solutions that PKI
can address. In short, you'll have the background information you'll need to be
able to ask serious questions about PKI, and be able to begin planning one.

For those who are more advanced in their knowledge of PKI, the case studies
will help you with your business justification for PKI, and should also pro-
vide added insight in what others have accomplished and the process they
followed to really implement their PKI. Additionally, if there’s a need to
understand more about auditing, biometrics, hardware mechanisms, time
stamps, and creating a Certificate Policy and Certification Practice Statement,
you'll find the right information in this book to help you get the job done.

What You Will Find in This Book

This book covers the fundamental technology and business topics that are
critical when considering and deploying a PKI. Furthermore, it delves into the
experiences of others who have implemented PKI, the outside influences that
affected them, and more importantly, the impact it has had on their business.

Part One: Security Basics

Part One introduces you to the underlying mechanisms present in a PKI, and
the essential security concepts and standards required to maintain an appro-
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priate working environment. In addition to the various technology disci-
plines within a PKI, basic business requirements and issues are discussed.

Chapter 1, “PKI Explained,” looks at the need for PKI, factors to consider in
authentication, how cryptography works and enables digital signatures and
certificates, and the environmental security that’s necessary before a PKI can
be implemented.

Part Two, “PKI Technologies,” delves into the heart of a PKI. The life cycle and
necessary supporting disciplines that ensures the security and continued oper-
ation of a PKI are presented, along with the roles that certificate and validation
authorities perform. Considerations are also offered about directories, time

stamps, and hardware mechanisms and the business value they bring to a PKIL

Part Three, “PKI and Business Issues,” takes an in-depth look at Certificate
Policies and Certification Practice Statements and issues around auditing a
PKI. Besides factors to consider about qualifying vendors, and at the looking
the costs involved, you'll learn how to obtain your own digital certificate to
help familiarize yourself with its basic features and functions.

Part Four, “Case Studies” offers you insight into how PKI is being used in the
real world. Comprehensive case studies include government, financial, and
service sectors that feature how these organizations proceeded to build their
PKI and what they’ve accomplished. Moreover, it captures internal migration
issues and the external forces that are at work that could have a direct effect
on how you might proceed with your PKL

It also reveals the details behind the usual technology planning and imple-
mentation by looking at concrete business requirements that necessitated
PKI, the investment they made, the impact it’s had on their business, and
how they’re measuring results. Discover what they would do differently and
what they found to be the most helpful in getting their PKI up and running.

Part Five, “PKI Efforts,” gives you an overview as to what government and
industry consortia efforts are underway, as well as a synopsis of related stan-
dards, laws, and regulations. Which biometric technologies a?ét ‘best for PKI,
and what potential approaches can be taken are also discussed, in addition to
listing and describing the technical issues you'll face when integrating exist-
ing enterprise applications.

In Appendix A, “Request for Proposal for Public Key Infrastructure,”
you’ll receive some help in getting started with a sample, generic Request
for Proposal (RFP) that you can use that includes general guidelines and
descriptions, and specific questions you can tailor to your needs.
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king Forward

Getting your arms around PKI isn’t easy. Yet, more organizations than ever
are planning or actually deploying PKI, because it’s the technology that effec-
tively provides the necessary foundation for electronic commerce.

Lastly, the interest and activity surrounding PKI has never been greater.
When I attended the first Entrust PKI conference in 1998, the level of interest
of 700-plus attendees in a vendor’s first conference amazed me. The next
year, attendance at the Entrust event more than doubled. And it’s not just the
Entrust Conference. Both the conferences for Baltimore Technologies and
RSA are also experiencing record attendance. It’s a strong signal of where
business is headed.

While you can learn a lot from going to these conferences, this book will pro-
vide you with perspective to the point you'll be prepared to implement a PKI
in your own environment.
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