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Preface

The 10th Information Security Conference (ISC 2007) was held in Valparaiso,
Chile, October 9-12, 2007. ISC is an annual international conference covering
research in theory and applications of information security, aiming to attract
high quality papers in all of its technical aspects. ISC was first initiated as a
workshop (ISW) in Japan in 1997, ISW 1999 was held in Malaysia and ISW
2000 in Australia. The name was changed to the current one when the confer-
ence was held in Spain in 2001 (ISC 2001). The latest conferences were held
in Brazil (ISC 2002), the UK (ISC 2003), the USA (ISC 2004), Singapore (ISC
2005), and Greece (ISC 2006). This year the event was sponsored by the Univer-
sidad Técnica Federico Santa Maria (Valparaiso, Chile), the Support Center for
Advanced Telecommunications Technology Research, Foundation, SCAT(Tokyo,
Japan), Microsoft Corporation, and Yahoo! Research.

Reflecting the conference’s broad scope, this year’s main Program Committee
consisted of a relatively large number (49) of experts. Additionally, given the
timely topic of cryptanalysis and design of hash functions and the NIST hash
competition, the conference also featured a special Hash Subcommittee, chaired
by Arjen Lenstra (EPFL and Bell Labs), as well as a panel on hashing, chaired
by Bill Burr (NIST). The conference received 116 submissions, 29 of which were
selected by the committee members for presentation at the conference, based on
quality, originality and relevance. Each paper was anonymously reviewed by at
least three committee members.

Extended abstracts of 28 of the selected papers (a decision was made that
only papers whose authors could commit to presenting them at the conference
would be published), many revised according to the reviewers’ suggestions, ap-
pear in these proceedings. An important ISC interest is to encourage and pro-
mote student participation. In line with that interest, the ISC 2007 Program
Committee had the pleasure of selecting three student-coauthored papers for
the Best Student Paper award—one from each region ISC rotates among: Asia,
Europe, and the Americas. The papers were, respectively, “Identity-Based Proxy
Re-encryption Without Random Oracles,” by Cheng-Kang Chu and Wen-Guey
Tzeng (National Chiao Tung University, Taiwan), “Detecting System Emula-
tors,” by Thomas Raffetseder, Christopher Kruegel, and Engin Kirda (Technical
University of Vienna, Austria), and “Impossible-Differential Attacks on Large-
Block Rijndael,” by Jorge Nakahara Jr. and Ivan Carlos Pavao (Catholic Uni-
versity of Santos, Brazil). The program also included invited lectures by Hugo
Krawczyk (IBM’s T.J. Watson Research Center, USA), and Brent Waters (SRI
International, USA).

First and foremost, I am extremely grateful to the members of the Pro-
gram Committee and Hash Subcommittee for their investment and effort in the
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process—many times difficult and delicate—of paper review and selection, as
well as to the large number of external reviewers for their valuable help.

Electronic submissions were made possible by the Web Submission and Re-
view Software developed by Shai Halevi, which was hosted at the Universidad
Técnica Federico Santa Maria. Many thanks to Raul Monge for making that
possible—and for his perennial availability when problems arose, to Shai for his
support, and to Debbie Cook and Marcos Kiwi for their help in the handling of
the submissions.

Beyond the hosting of the submission software, Rail Monge and his team
did a magnificent job managing and taking care of all aspects of the local or-
ganization. I am also most grateful to the general chairs, Masahiro Mambo and
René Peralta, for all their hard work, assistance and advice on a myriad of issues
related to this conference.

Finally, I wish to thank all the authors for submitting their work to ISC 2007,
and the authors of the accepted papers for their contribution to the high technical
quality of the program. As technology evolves and means of communication and
interaction become increasingly more complex and sophisticated, so does the
need not only for guaranteeing their soundness and safety when run in adversarial
settings, but also for novel techniques that actually make them possible. Without
a doubt, the new notions, methods and designs presented in these proceedings
constitute an important step in those directions.

August 2007 Juan A. Garay
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Detecting System Emulators

Thomas Raffetseder, Christopher Kruegel, and Engin Kirda*

Secure Systems Lab, Technical University of Vienna, Austria
{tr,chris,ek}@seclab.tuwien.ac.at

Abstract. Malware analysis is the process of determining the behavior
and purpose of a given malware sample (such as a virus, worm, or Trojan
horse). This process is a necessary step to be able to develop effective
detection techniques and removal tools. Security companies typically an-
alyze unknown malware samples using simulated system environments
(such as virtual machines or emulators). The reason is that these environ-
ments ease the analysis process and provide more control over executing
processes. Of course, the goal of malware authors is to make the analysis
process as difficult as possible. To this end, they can equip their malware
programs with checks that detect whether their code is executing in a
virtual environment, and if so, adjust the program’s behavior accord-
ingly. In fact, many current malware programs already use routines to
determine whether they are running in a virtualizer such as VMware.

The general belief is that system emulators (such as Qemu) are more
difficult to detect than traditional virtual machines (such as VMware)
because they handle all instructions in software. In this paper, we seek
to answer the question whether this belief is justified. In particular, we
analyze a number of possibilities to detect system emulators. Our results
shows that emulation can be successfully detected, mainly because the
task of perfectly emulating real hardware is complex. Furthermore, some
of our tests also indicate that novel technologies that provide hardware
support for virtualization (such as Intel Virtualization Technology) may
not be as undetectable as previously thought.

1 Introduction

The Internet has become an integral part of our lives. Today, we interact with
hundreds of services, do business online, and share information without leaving
the comfort of our offices or homes. Unfortunately, the Internet has turned into
a hostile environment. As the importance of online commerce and business has
increased, miscreants have started shifting their focus to Internet-based scams
and attacks. Such attacks are easy to perform and highly profitable. A popular
technique is to develop malware (such as a Trojan horse or spyware) that is
installed on victims’ machines. Once deployed, the malicious software can then

* This project was supported by the Austrian Science Foundation (FWF) under
grants P-18157 and P-18764, the FIT-IT project Pathfinder, and the Secure Business
Austria competence center.
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be used to capture the victims’ sensitive information (such as passwords or credit
card numbers) and perform illegal online financial transactions.

When an unknown malware sample is obtained by a security organization
such as an anti-virus company, it has to be analyzed in depth. The goal is un-
derstand the actions the malware performs, both to devise defense and detection
mechanisms as well as to estimate the damage it can inflict. To perform the anal-
ysis, running the executable in a virtual machine such as the one provided by
VMware [1] is a popular choice. In this case, the malware can only affect the
virtual PC and not the real one!. A virtual environment also has the benefit
that it offers tight control over program execution, allowing the analyst to pause
the system at any time and inspect the contents of the memory. In addition,
the analyst can make use of snapshots that capture the state of the system at
a certain point in time. This allows us to observe the effects of different actions
(e.g., what happens if the malware process is killed?; what happens if a certain
registry key does not exist?) without having to reinstall the system after each
experiment. Instead, one can just revert back to a previously stored snapshot.

Obviously, an important question is whether a malware program can detect if
it is executed in a virtual environment. If malicious code can easily detect that
it is running in a simulator, it could try to thwart analysis by simply changing
the way it behaves. Unfortunately, it is possible to detect the presence of virtual
machines (VMs) such as VMware. In fact, a number of different mechanisms have
been published [2,3] that explain how a program can detect if it is run inside
a VM. These checks and similar techniques are already used by malware (e.g.,
[4] is using a simple detection technique). Thus, the analysis results obtained
by executing malicious code inside a VM become questionable. Because of the
availability of checks that can identify virtual machines, there is a general belief
among security professionals that software emulation is better suited for analysis
than virtualization. The reason is that an emulator does not execute machine
instructions directly on the hardware, but handles them in software. Also, a
number of malware analysis tools (e.g., Cobra [5] or TTAnalyze [6]) have been
presented recently that claim to be stealthy (that is, undetectable by malicious
code) because they are based on software emulation.

In this paper, we aim to answer the question whether software emulation is
as stealthy as hoped for. Unfortunately, our results show that there are several
possible methods that can be used to distinguish emulated environments from
a real computer. Most of these techniques aim at identifying elements of the
computer hardware that are difficult to faithfully emulate in software. In addi-
tion, we developed a number of specific checks to detect Qemu [7], a popular
system emulator that forms the basis for malware analysis tool such as TTAn-
alyze [6]. These checks allow a program to identify observable differences in the
behavior of the CPU cache, the implementation of the instruction set (such as
bugs present on a particular CPU), MSRs (model-specific processor registers),

! Note that the software emulating the PC itself may have implementation flaws that
could allow malicious code to break out of the virtual PC. However, such errors are
not common.



