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Preface

This volume of the Lecture Notes in Computer Science series contains all papers
accepted for presentation at the 8" IFIP/IEEE International Workshop on
Distributed Systems: Operations and Management (DSOM 2007), which was held in
the heart of Silicon Valley, San Jose, California, USA, on October 29-31, 2007.

DSOM 2007 was the 18th event in a series of annual workshops. It followed in the
footsteps of previous successful meetings, the most recent of which were held in
Dublin, Ireland (DSOM 2006), Barcelona, Spain (DSOM 2005), Davis, California,
USA (DSOM 2004), Heidelberg, Germany (DSOM 2003), and Montreal, Canada
(DSOM 2002). The goal of the DSOM workshops is to bring together researchers
from industry and academia working in the areas of networks, systems, and service
management, to discuss recent advances and foster future growth. In contrast to the
larger management conferences, such as IM (Integrated Network Management) and
NOMS (Network Operations and Management Symposium), DSOM workshops have
a single-track program in order to stimulate more intense interaction among
participants.

The theme of DSOM 2007 was “Managing Virtualization of Networks and
Services”. Virtualization, in which the properties of a service are decoupled from its
physical realization over networking and IT infrastructure, is capturing the
imagination of industry and the research community alike. Questions need to be
addressed such as: what is different about virtualization in 2007 compared with
virtualization in the mainframe era, which advances in network control and self-
management may advance virtualization technologies, which new problems will we
incur when managing virtualized networks and services, and in which ways may
management itself benefit from virtualization. At the same time, DSOM 2007
continued its tradition of giving a platform to papers that address general topics
related to the management of distributed systems. As a result, DSOM 2007 included
sessions on decentralized and peer-to-peer management, fault detection and diagnosis,
performance tuning and dimensioning, problem detection and mitigation, operations
and tools, service accounting and auditing, and Web services and management as well
as a session with short papers.

Like the previous two DSOM workshops, DSOM 2007 was co-located with
several related events as part of the Third International Week on Management of
Networks and Services (MANWEEK 2007). The other events were the 10"
IFIP/IEEE International Conference on Management of Multimedia and Mobile
Networks and Services (MMNS 2007), the 7" IEEE International Workshop on IP
Operations and Management (IPOM 2007), the 2™ IEEE International Workshop on
Modeling Autonomic Communications Environments (MACE 2007), and the 1
IEEE/IFIP International Workshop on End-to-End Virtualization and Grid
Management (EVGM 2007). Co-locating those events provided the opportunity for an



VI Preface

exchange of ideas between research communities that work on related topics,
allowing participants to forge links and exploit synergies.

DSOM 2007 attracted a total of 54 paper submissions by authors from 21 different
countries. Each paper received at least three, and in most cases four, reviews by
experts in the field. The authors were invited to write a rebuttal to the reviews. The
final paper selection was based on the reviews, the authors’ feedback, and (in some
cases) online discussions among Technical Program Committee members. A total of
20 submissions were finally accepted into the program as full papers, 5 as short
papers.

DSOM 2007 owes its success in large part to a dedicated community of
researchers from academia and industry, which has formed over many years. First and
foremost, we want to thank the authors of the submitted papers — without them, there
would be no program. We also want to thank the members of the Technical Program
Committee and the additional reviewers for their constructive and detailed reviews. A
big “thank you” goes to Tom Pfeifer, our publications chair, who played a big part in
creating these proceedings. Finally, we want to thank our patrons, Cisco Systems and
France Telecom, whose financial support was essential to making DSOM 2007 a
great event.

October 2007 Alexander Clemm
Lisandro Zambenedetti Granville
Rolf Stadler
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Botnets for Scalable Management

Jérome Frangois, Radu State, and Olivier Festor

MADYNES - INRIA Lorraine, CNRS, Nancy-Université, France
{jerome.francois,radu.state,olivier.festor}@loria.fr

Abstract. With an increasing number of devices that must be managed,
the scalability of network and service management is a real challenge. A
similar challenge seems to be solved by botnets which are the major
security threats in today’s Internet where a botmaster can control sev-
eral thousands of computers around the world. This is done although
many hindernesses like firewalls, intrusion detection systems and other
deployed security appliances to protect current networks. From a tech-
nical point of view, such an efficiency can be a benefit for network and
service management. This paper describes a new management middle-
ware based on botnets, evaluates its performances and shows its potential
impact based on a parametric analytical model.

1 Introduction

Network and service management is an important component to assure the well
functioning of a network. It is divided into five domains: fault management,
configuration, accounting tasks, performance and security monitoring. However
network management planes face several problems to be scalable. Authors of
malware (bots, worms) already faced these challenges and some of their achieve-
ments are very surprising. There are cases, where one botmaster can control up
to 400 000 bots [1]. Tt is thus natural to investigate if it is possible to use a
botnet to perform management operations on a large scale infrastructure. This
approach is somehow a time travel, since long time ago, among the first IRC
(Internet Relay Chat) [2] bots, Eggdrop [3] was created not for hackers but for
helping administrator of IRC networks. The main contribution of this paper is
to propose a management plane based on a botnet model, evaluate its perfor-
mance and show its feasibility. Our paper is structured as follows. In section 2,
we introduce the malware communication system and its possible adaption for
managing networks. In section 3, the mathematical model and the associated
metrics are explained in details. The next section 4 highlights our first exper-
imental results. Related works are presented in section 5. Finally, we conclude
the paper and outline future works.

2 Malware-Based Management Architecture

2.1 Classical Management Architecture and Challenges
Network management solutions show their limits today due to several reasons.
First of all, there are more and more hosts to be managed and the management

A. Clemm, L.Z. Granville, and R. Stadler (Eds.): DSOM 2007, LNCS 4785, pp. 1-12, 2007.
© IFIP International Federation for Information Processing 2007



2 J. Frangois, R. State, and O. Festor

domains have no well delimited boundaries. The management domain is split on
several sites and a lot of tasks are usually delegated to other companies which
need to access to the network. Moreover, a management operation could be
performed on different locations in different countries and has to pass through
a lot of active equipments like firewalls or network address translators (not only
under the responsibility of the company). For a comprehensive overview, please
refer to [4]. The main challenges that we address are related to scalability.

2.2 Internet Worm and Malware Communication Paradigms

A worm primary goal is to infect multiple machines without being detected or
countered. To reach this goal, the worm can exploit security holes and there
are various ways to improve the infection rate. In [5], some existing mechanisms
are listed. Malware contain generally malicious payload. The most dangerous
malware are stealthy and are able to retrieve private information (password,
credit card number...) or to get the control of a system in order to use it as
a proxy for future malicious activities (spamming, distributed denial of service
attacks, beginning a worm infection, password cracking...).

This kind of malware is based on a control mechanism as in figure 1. Once
the bot software is installed on a computer, the bot connects itself to the botnet.
This technique is able to bypass most of firewalls and network address transla-
tors related problems, since outgoing connections are used. If a firewall blocks
outgoing traffic too, it should allow some traffic like web traffic. Thus the IRC
server can use different ports to bypass this kind of firewalls.

2.3 Malware Based Management Framework

We consider that malware communication scheme can be a reliable middleware
solution for network and service management [4]. Firstly, the exchange of com-
mands is simple and multiple operations are possible. Moreover, the decentral-
ized communication topology of these networks allows to manage many bots.
In [1] some statistics about botnets show that controlling 400 000 bots is pos-
sible contrary to the current management framework. In [6], the authors model
and evaluate distributed management approaches and the main result is that a
botnet management architecture is scalable.

IRC is one communication channel used to control a botnet as in the
figure 1. A user wanting to chat connects to a server and chooses a chat channel.
Many users can be connected simultaneously to the same channel due to the
architecture of an IRC network. In fact, several servers are interconnected and
share the different channels conceptually equivalent to a multicast group. Thus
all the participants are not connected to the same server and this decentralized
architecture avoids server overloading. The quantity of messages is well adapted
because they are often sent to the channel. The servers form a spanning tree.
In a botnet, the master is connected to one server and sends the orders on a
channel, the bots are connected to any servers in the network and get the orders
through the chat channel. The responses can be sent to the master in the same
way also.
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- bob@alice.org
alice@bob.org Master

Fig. 1. An IRC botnet

These previous facts are the motivation to build a management system based
on an IRC botnet where an administrator requests management operations
through an IRC network. However an administrator need a proof of the real
efficiency and benefits of this system before deploying it. In this study, our goal
is to model IRC botnet and evaluate this approach from a network management
point of view by asking several questions like:

— what is the probability to reach 80% of the hosts ?
— how many servers I need to deploy 7

— how should the servers be connected ?

— how much time is needed to reach 75% of hosts ?
— what is the server load 7

Since this new management framework is based on botnet, deploying some
IRC servers is needed which is not necessary with a typical centralized manage-
ment solution. In all cases, the devices to be managed have to execute a specific
software: an agent for a typical solution or a modfied IRC client in our case.

3 An IRC Botnet Mathematical Model

Although IRC based botnets proved their efficiency in practice, little is known
related to their analytical performance. The tree of servers is the main component
of an IRC architecture. Thus our model is based on interconnected nodes (the
servers) within a tree. We assume two kinds of failure. The first is due to the
overloading of a server. The second introduces the risk to be attacked. In this
case, a node or a server can be discovered by an attacker and we consider that
once one node is discovered, all the system is unreliable because the attacker is
able to use this server to compromise and command all the servers and bots.

The bots connected on the servers are not yet considered. The branching
factor parameter m is the maximum number of adjacent links for every nodes in
the network. The number of adjacent links has to be between 1 and m and the
probability function is equiprobable.

The overloading factor a(m) models the fact that the more a server can have
connections with others, the more possible the server can be crashed due to
needed operations to maintain the connectivity and synchronize the messages



