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Preface
—

Among different directions of applied cryptography, the cipher design based on
the data-driven operations (DDOs) is, by comparison, poorly represented in the
published and available literature. The RC5 and RCG6 block ciphers based on data-
dependent rotations (DDRs) are well known, but many other DDO-based ciphers
are known only to a small number of readers. The first application of the DDOs
as a main cryptographic primitive relates to RCS [56] and encryption algorithms
based on data-dependent subkey selection [32]. The DDO are implemented with
so-called controlled operation boxes (COBs), the most known type of which is
represented by permutation networks (PNs). The PNs have been well studied in
the field of telephone switching systems and parallel computations (1950-1980),
see for example [4, 11, 68]. However, the first application of PN in cryptalgorithm
design relates to 1992 [53], where PNs have been applied to perform key-depen-
dent bit permutations. Only about ten years later were the PNs used to perform
data-dependent permutations. Dependence of the bit permutations on input data
has imparted a new quality to PNs as a cryptographic primitives and solved some
principal problems connected with key-dependent permutations. New applications
of PNs have been requested to investigate new properties of PNs. In this area dif-
ferential and linear characteristics of PNs have been studied and the notions of the
PN order and switchable PNs have been introduced.

The next step of the development of the DDO-based cipher design relates to
generalization of PNs connected with introducing the controlled substitution—per-
mutation networks (CSPNs) constructed using the minimum size controlled ele-
ments. It has been shown that ciphers based on the PNs and CSPN, implementing
DDOs of different types, provide fast encryption and low implementation cost in
hardware.

One can currently read papers devoted to different particular items on DDOs
as a cryptographic primitive, however there is no published work introducing the
DDO-based design as an individual section of the applied cryptography. Because
the DDO-based ciphers represent an essential interest for application in the fast
telecommunication systems and mobile networks, we have found that summariz-
ing the known results in one book to be both reasonable and important.



xii ® Preface

In this book we present the most interesting results on the DDO boxes topolo-
gies, classification of the controlled elements, DDO-based ciphers, and fast soft-
ware-oriented encryption algorithms using the data-driven subkey section as a
main primitive. Prior to this book a major portion of these results have been avail-
able only in Russian literature.



Acknowledgments

We are grateful to the editorial board of 7he Computer Science Journal of Moldova
for permission to use the material previously published in our papers. These include:
1994, volume 2, pp. 269-282; 2000, volume 8, pp. 270-283; 2003, volume 11,
pp- 292-315; 2005, volume. 13, pp. 84-109; 2005, volume 13, pp. 268-291.

We also thank the co-authors of our papers and the authors of other papers,
reports, and books cited for their contributions to the development of data-driven

block ciphers, the subject of this book.

xiii



Introduction

Block data encryption is the most widely used cryptographic transformation in
computer and telecommunication systems. The security of ciphers should be based
on the secrecy of a small portion of information called a key. All other details
of cryptosystems are considered as known elements. Moreover, ciphers should be
secure against known and chosen text attacks as well as against different side chan-
nel attacks. If we mention encryption algorithm, then first of all we have in mind
security requirements. Substitution-permutation and Feistel’s networks represent
conventional designs of block ciphers. Controlled operations have been unsuccess-
fully tried over a long term as the main cryptographic primitive in cipher design.
Recently, they have been proposed to perform variable transformation, i.e., data-
dependent (DD) operations (DDOs). This has given birth to a new direction in fast
cryptography oriented to cheap hardware implementation. Such application of the
controlled operations lead to designing the data-driven ciphers providing significant
reduction of hardware implementation costs to relatively conventional designs. The
implementation efficacy estimated using different comparison models increases by
a factor up to 10 against AES candidates and other conventional ciphers. The data-
driven ciphers are very attractive while embedding security mechanisms in con-
strained environments. Therefore, the data-driven ciphers are extremely interesting
for usage to support the successful solution of security problems while deploying ad
hoc and sensor networks.

Histories, different types, and topologies of the DDO boxes are considered in
this book. Detailed attention is paid to design, properties, and application of the
DD permutations (DDPs). Several DDP-based ciphers are considered concerning
security and implementation items. Topologies of the controlled substitution-per-
mutation networks (CSPNs) that are built up using small-size controlled elements
(CEs) as standard building block are considered. The notion of the order of the
CSPN s explained. The classification of CEs corresponding to different types is
described. Reversible CSPNs representing a new cryptographic primitive and their
designs are discussed. Application of the CSPNs as DDOs is illustrated by examples
of several ciphers with 64- and 128-bit data block. A feature of the ciphers is the
use of very simple key scheduling providing high performance in case of frequent
change of keys.
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advanced encryption standard
application specific integrated circuit
Boolean function

bit permutation instruction

cipher block chaining

controlled element

cipher-feedback

configurable logic block

controlled operational substitution
controlled permutation

controlled permutation box
controlled permutation instruction
central processing unit (processor)
controlled substitution-permutation network
controlled two-place operation
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differential cryptanalysis
data-dependent operation (data-driven operation)
data-dependent permutation (data-driven permutation)
data-dependent rotation
data-dependent subkey selection
differential fault analysis

D Flip-Flop

digital signature scheme

electronic codebook

functional generator

field programmable gate array

final transformation

initialization vector

linear characteristic

linear cryptanalysis
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LUA
MDA
MDC
MAC
NL
OFB
PA

PN
RAM
RCO
RDDO
SCO
SDDO
SDDP
SPN
TT
VBP
VLSI

Abbreviations

loop unrolling architecture

microprocessor design architecture

manipulation detection code

message authentication code

nonlinearity

output-feedback

pipelined architecture

permutation network

random access memory

reversible controlled operations

reversible data-dependent (data-driven) operations
switchable controlled operation

switchable data-dependent operation (data-driven operation)
switchable data-driven permutation

switchable permutation network

truth table

variable bit permutation

very large scale integration



Notations Used
in the Book

[x] denotes the integer part of x

{0,1}¢ denotes the set of all binary vectors U = (,, u,, ..., "),

where Vie {1, ..., g} »;€ {0,1}

(X, Y) denotes concatenation of the vectors Xand Y

X @ Ydenotes the bitwise XOR (EXCLUSIVE-OR) operation of the two

vectors X and Y: X, Ye {0,1}

X >>> k or X>>** (or X***) denotes to-right rotation of the word X by £ bits

X <<< k or X<<* (or X<*<) denotes to-left cyclic rotation of the word

X = (x, ..., x3,) by kbits, i.e., Vie {1,..., 32 - b} we have y, = x;, ,and

Vie {33 - k,..., 32} we have y, = x, 4 3,.

¢@(U) denotes Hamming weight of binary vector U; @(U) is equal to the
def

number of nonzero components of U, i.e., (p(U): zg u

i=1

X ® Y denotes bitwise AND operation of the two vectors X and Y¥:
X,Ye {0,1}9. For ce {0,1} and Xe {0,1}¢, we define ¥ = ¢X
where y, = cx, Vie {1, ..., g}

& denotes a reserved two-place operation

¢’ (U) denotes the parity of @(U), i.e., (p'(U)z(p(U)modZ

“" or “:=” denotes assign operation

* denotes the binary scalar product ¢ = A*X = ¢’ (4 ® X), ce {0,1}
F ||IF, denotes the cascade of the F, and F, transformation boxes,
e, F|[E,(X,, X,) = (F,(X), F,(X))

F°S denotes superposition of F and S transformations

« »

+,” denotes modulo 27 addition of words (for example, the expression

j < Wmod 2'" is equivalent to the expression j < Z +,, 0)

“~. denotes modulo 27 subtraction

(Z) denotes the average value of the variable Z

#{z2,, 2,, ...} denotes the number of elements in the set {z,, z,, ...}
a|b denotes that number # divides number 4
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