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PREFACE

Advances in computer security technologies are occurring at a fast pace. As a
result, defenses (over time) are dynamic and forever evolving. As new protective
measures appear, new attacks are developed to defeat them, leading to corrective
improvements in the protective measures, new attacks, and so on. Hacker organi-
zations, often formed with the intent of forcing developers to improve and harden
the security features of their products, meet frequently to discuss new security
technologies as well as new attack tools. Challenges and contests in which partic-
ipants try to break security products or operating systems are mounted frequently
and the results published broadly, often to the consternation of the product devel-
oper. As more applications migrate to open source, the opportunity for deeper
testing of security features is enhanced.

By its very nature, any book on the topic of computer security will be a snap-
shot of current protection technologies and common attack approaches. For
example, even as this book goes to press, new articles are appearing on a possible
vulnerability of quantum cryptography, which to date has been considered
unbreakable by the intelligence community. Of course, the assertion will be stud-
ied and tested by countless groups around the world, and will likely result in an
improvement.

With this dynamic quality in mind, readers should review each of the tech-
nologies discussed in this book periodically to determine if enhancements or fun-
damental changes have been made since the time of publishing. New technologies
will appear as well, and they need to be subjected to careful analysis and testing
before being deployed on mission critical systems. That having been said, the
basic physics, mathematics, and electronics that are used to build these technolo-
gies do not change, and so the core principles remain the same. The specific
implementations are usually the elements that evolve.

The book has been designed to present each security technology from a funda-
mental principles perspective first, so that the reader can understand the issue that
motivated the creation of the technology. With this in mind, the subsequent analy-
sis of the technology’s ability to meet those goals and withstand attacks is gener-
ally easier to accomplish. Perhaps as important, such an understanding will help a
user appreciate the need to implement each technology properly so that the intent
of the developers is preserved. Otherwise, additional vulnerabilities due to mis-
matching interdependencies may be introduced that compromise a specific
implementation.

Dependencies are another important aspect of security elements in an informa-
tion processing environment. No single product is developed without attention to
other components or critical processes upon which it depends. Failure of IT
administrators to understand such dependencies can undermine a security rollout.
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Since ancient times, mankind has had a need to communicate with complete pri-
vacy and authenticity. Signatures, trusted couriers, secret passwords, and sealing
wax were all elements of early systems that sought to authenticate or otherwise
protect messages between two parties. As wars between nations became fiercer,
the need for secure communication increased. Over time we have witnessed the
development of increasingly complex ciphers, cryptography, and even the intro-
duction of the Enigma machine.

With the advent of electronic computers, there has been an explosion of activ-
ity in the creation of new cryptographic algorithms. Many of these systems
required the use of random numbers in some aspect of their operation, but John
von Neumann, who is regarded as the father of computer science, strongly cau-
tioned people against the use of any form of software algorithm to generate ran-
dom numbers (see Chapter 1, page 12 of this book). Von Neumann recognized
that only a physical process can produce a truly random, unpredictable number.
The output of a mathematical algorithm, by its very nature, can be predicted if the
algorithm is returned to the initial condition of a previous time. Moreover, as
explained in Chapter 3, there are fundamental concerns with the distribution or
sharing of keys. Against this setting, the exponential growth of processing power
has enhanced the ability of hackers to break algorithms and keys. So how do we
move security forward?

Hardware devices can tie a computer system and its user to the physical world.
Proper protection of such devices against tampering can further strengthen the
system. The use of person-specific information that can only be obtained in per-
son (such as biometrics) can add credibility to the authentication process. New
technologies that employ location-specific signatures can be used to place such
an authenticated person at an authenticated location, provided that the technology
cannot be spoofed or defeated.

With this backdrop in mind, this book presents computer security from the per-
spective of employing hardware-based security technologies to construct systems
that cannot be broken by hackers. Armed with a review of basic computer security
concepts and analysis techniques, the book quickly moves into the realm of hard-
ware-based security technologies. Such technologies span a wide range of topics,
including physics-based random number generators, biometric devices, trusted
computing systems, location awareness, and quantum cryptography.

Each of these technologies is examined with an eye toward possible attack
avenues. By following the types of approaches currently being employed by
hackers to defeat hardware-based security devices, the reader should develop an
understanding of the means by which security technologies can be evaluated for
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Moreover, as specific security technology elements are broken, awareness of the
impact on other elements within a deployment must be evaluated immediately to
determine if the entire system is now compromised.

Security administrators must establish early on which priorities override oth-
ers. For example, in high security organizational systems, control of access or
knowledge of employee activities may override privacy of employees. It is impor-
tant that policy governing these priorities be established early and communicated
broadly throughout the organization so that implementations meet the require-
ments and that employee expectations are not misplaced.

Implementations, interdependencies, specific (existing and new) security tech-
nologies and organizational security goals should be revisited annually to assure
that mission critical systems continue to be protected to the highest level possible.
A fresh review and audit of the choices available and made (as described in
Chapter 14 of this book) should be completed by a knowledgeable committee of
internal and external auditors annually, and a summary of the current or recom-
mended security implementation should be presented to executive management
annually as well. This process need not be expensive nor time consuming, but the
benefit will be measurable as new attacks appear and new technologies surface.

Finally, technology must not become a smokescreen for what is happening
within the core of a security product. Security is an essential element of an infor-
mation technology environment, and as such, must be chosen with care. A deep
understanding of the processes might require some additional education in a spe-
cific field (such as optics, electronics, or even introductory quantum theory), but
the benefit of such an understanding is that no marketing material will succeed in
obscuring the true limitations and capabilities of a technology from someone who
has taken time to master its basic principles. To quote Francis Bacon, “knowledge
1S power.”

Roger R. Dube
Rochester, NY
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possible use in any given security system. With an understanding of the security
goals of a system, any technology device can be analyzed for possible vulnerabil-
ities if used in that system.
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