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Preface

The AAECC symposium was started in June 1983 by Alain Poli (Toulouse),
who, together with R. Desq, D. Lazard, and P. Camion, organized the first con-
ference. The meaning of the acronym AAECC changed from “Applied Algebra
and Error Correcting Codes” to “Applied Algebra, Algebraic Algorithms, and
Error Correcting Codes.” One reason was the increasing importance of complex-
ity, particularly for decoding algorithms. During the AAECC-12 symposium the
Conference Committee decided to enforce the theory and practice of the coding
side as well as the cryptographic aspects. Algebra is conserved as in the past,
but slightly more oriented to algebraic geometry codes, finite fields, complexity,
polynomials, and graphs.
For AAECC-16 the main subjects covered were:

— Block codes.

— Algebra and codes: rings, fields, AG codes.

— Cryptography.

— Sequences.

— Algorithms, decoding algorithms.’

— Iterative decoding: code construction and decoding algorithms.

— Algebra: constructions in algebra, Galois group, differential algebra, polyno-
mials.

Four invited speakers characterize the outlines of AAECC-16:

— C. Carlet (“On Bent and Highly Nonlinear Balanced/Resilient Functions
and their Algebraic Immunities”).

— S. Gao (“Grobner Bases and Linear Codes”).

— R.J. McEliece (“On Generalized Parity Checks”).

— T. Okamoto (“Cryptography Based on Bilinear Maps”).

Except for AAECC-1 (Discrete Mathematics, 56, 1985) and AAECC-7 (Dis-
crete Mathematics, 33, 1991), the proceedings of all the symposia have been
published in Springer’s Lecture Notes in Computer Science series (vol. 228, 229,
307, 356, 357, 508, 673, 948, 1255, 1719, 2227, 2643). It is a policy of AAECC
to maintain a high scientific standard. This has been made possible thanks to
the many referees involved. Each submitted paper was evaluated by at least two
international researchers.

AAECC-16 received 32 submissions; 25 were selected for publication in these
proceedings while 7 additional works contributed to the symposium as oral pre-
sentations. In addition to the four invited speakers, five invited papers also con-
tributed to these proceedings.

The symposium was organized by Marc Fossorier, Shu Lin, Hideki Imai and
Alain Poli, with the help of the ‘Centre Baudis’ in Toulouse.



VI Preface

We express our thanks to Springer staff, especially to Alfred Hofmann and
Anna Kramer, as well as to the referees.

November 2005 M. Fossorier
S. Lin

H. Imai

A. Poli
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On Bent and Highly Nonlinear
Balanced /Resilient Functions and Their
Algebraic Immunities

Claude Carlet*

INRIA, Projet CODES, BP 105 - 78153, Le Chesnay Cedex, France
claude.carlet@inria.fr

Abstract. Since the introduction of the notions of nonlinearity in the
mid-70’s (the term has been in fact introduced later), of correlation im-
munity and resiliency in the mid-80’s, and of algebraic immunity recently,
the problem of efficiently constructing Boolean functions satisfying, at
high levels, one or several of these criteria has received much attention.
Only few primary constructions are known, and secondary construc-
tions are also necessary to obtain functions achieving or approaching
the best possible cryptographic characteristics. After recalling the back-
ground on cryptographic criteria and making some general observations,
we try to give a survey of all these constructions and their properties.
We then show that a nice and simple property of Boolean functions
leads to a general secondary construction building an n-variable function
from three known n-variable functions. This construction generalizes sec-
ondary constructions recently obtained for Boolean bent functions and
also leads to secondary constructions of highly nonlinear balanced or re-
silient functions, with potentially better algebraic immunities than the
three functions used as building blocks.

Keywords: stream cipher, Boolean function, algebraic degree, resiliency,
nonlinearity, algebraic attack.

1 Introduction

Boolean functions, that is, F»-valued functions defined on the vector space F§* of
all binary words of a given length n, are used in the S-boxes of block ciphers and
in the pseudo-random generators of stream ciphers. They play a central role in
their security. The generation of the keystream consists, in many stream ciphers,
of a linear part, producing a sequence with a large period, usually composed of
one or several LFSR’s, and a nonlinear combining or filtering function f which
produces the output, given the state of the linear part. The main classical cryp-
tographic criteria for designing such function f are balancedness (f is balanced
if its Hamming weight equals 2" 1) to prevent the system from leaking statisti-
cal information on the plaintext when the ciphertext is known, a high algebraic

* Also member of the University of Paris 8 (MAATICAH).

M. Fossorier et al. (Eds.): AAECC 2006, LNCS 3857, pp. 1-28, 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 C. Carlet

degree (that is, a high degree of the algebraic normal form of the function) to
prevent the system from Massey’s attack by the Berlekamp-Massey algorithm,
a high order of correlation immunity (and more precisely, of resiliency, since
the functions must be balanced) to counter correlation attacks (at least in the
case of combining functions), and a high nonlinearity (that is, a large Hamming
distance to affine functions) to withstand correlation attacks (again) and linear
attacks.

The recent algebraic attacks have led to further characteristics of Boolean
functions. These attacks recover the secret key by solving an overdefined system
of multivariate algebraic equations. The scenarios found in [26], under which low
degree equations can be deduced from the knowledge of the nonlinear combining
or filtering function, have led in [48] to a new parameter, the (basic) algebraic
immunity, which must be high. This condition is itself not sufficient, since a
function can have sufficiently high algebraic immunity and be weak against fast
algebraic attacks [25]. A further criterion strengthening the basic notion of al-
gebraic immunity can be defined accordingly.

The problems of designing numerous bent functions (that is, functions with
highest possible nonlinearity) and of efficiently constructing highly nonlinear bal-
anced (or, if necessary, resilient) functions with high algebraic degrees have been
receiving much attention for several years. They are relevant to several domains:
mainly cryptography, but also combinatorics, design theory, coding theory ...
Few primary constructions (in which the functions are designed ez nihilo) are
known, and secondary constructions (which use already defined functions to de-
sign new ones) are also necessary to obtain functions, on a sufficient number of
variables, achieving or approaching the best possible cryptographic characteris-
tics. We can say that research has obtained limited but non-negligible success
in these matters. However, the problem of meeting all of these characteristics
at sufficient levels and, also, achieving high algebraic immunities, with functions
whose outputs can be fastly computed (this is also a necessary condition for
using them in stream ciphers) shows some resistance. The most efficient primary
construction in this matter has been obtained in [29] (the authors present their
result as a secondary construction, but as they observe themselves, their con-
struction is just a direct sum of a function taken as a building block, with a
function that they design and which corresponds to a primary construction). It
leads to functions in any even numbers of variables and with optimal algebraic
immunities. And as shown in [19], their algebraic degrees are very high and their
output can be very fastly computed. They are not balanced, but any function!
can be made balanced by adding one variable. The remaining problem is in their
insufficient nonlinearities, which makes them unusable in cryptosystems. Used
as a secondary construction, their method does not give full satisfaction either,
for the same reason. Hence, this secondary construction represents a very nice
but still partial step towards a good tradeoff between nonlinearity, resiliency and
algebraic immunity.

Most classical primary or secondary constructions of highly nonlinear
functions seem to produce insufficient algebraic immunities. For instance, the
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10-variable Boolean function used in the LILI keystream generator (a submis-
sion to NESSIE European call for cryptographic primitives) is built following
[56] by using classical constructions; see [59]. It has algebraic immunity 4 and is
responsible for the lack of resistance of LILI to algebraic attacks, see [26].

As shown in [48], taking random balanced functions on sufficiently large num-
bers of variables could suffice to withstand algebraic attacks on the stream ci-
phers using them. It would also withstand fast algebraic attacks (this can be
checked with the same methods as in [48]). As shown in [49], it would moreover
give reasonable nonlinearities. But such solution would imply using functions
on large numbers of variables, whose outputs would be computable in much
too long time. This would not allow acceptable efficiency of the corresponding
stream ciphers. It would not allow nonzero resiliency orders either.

The present paper tries to present the state of the art on Boolean crypto-
graphic functions and to suggest several directions for further research. At the
end of the paper, a construction (first presented in [17]) of functions on F}' from

functions on FJ' is presented, which combined with the classical primary and
~ secondary constructions can lead to functions achieving high algebraic degrees,
high nonlinearities and high resiliency orders, and which also allows attaining
potentially high algebraic immunity. The same principle allows constructing bent
functions too.

2 Preliminaries and General Observations

In some parts of this paper, we will deal in the same time with sums modulo
2 and with sums computed in Z. We denote by @ the addition in Fy (but we
denote by + the addition in the field Fy» and in the vector space FJ', since
there will be no ambiguity) and by + the addition in Z. We denote by €,
(resp. ) ;c ) the corresponding multiple sums. Let n be any positive integer.
Any Boolean function f on n variables admits a unique algebraic normal form

(A.N.F.):
flz,eeiamn) = @ ay Hmi,

IC{1,...,n} i€l

where the a;’s are in F5. The terms ILe 1 i are called monomials. The algebraic
degree d° f of a Boolean function f equals the maximum degree of those mono-
mials with nonzero coefficients in its algebraic normal form. Affine functions are
those Boolean functions of degrees at most 1.

Another representation of Boolean functions is also very useful. The vec-
tor space F3' can be endowed with the structure of the field Fyn, since this
field is an n-dimensional Fy-vector space. The function (u,v) — tr(uv), where
tr(u) = u+u2 +u? +--- +u2" " is the trace function, is an inner product
in Fpn. Every Boolean function can be written in the form f(z) = tr(F(z))
where F' is a mapping from Fy» into Fyn, and this leads to the trace repre-

sentation: f(z) = tr (Zf:a } ixi), where (3; € Fyn. Thanks to the fact that

tr(u?) = tr(u) for every u € Fyn, we can restrict the exponents i with nonzero
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coefficients ; so that there is at most one such exponent in each cyclotomic
class {i x 27 [ mod (2" —1)]; j € N}.

The Hamming weight wy (f) of a Boolean function f on n variables is the size
of its support {z € F¥; f(z) = 1}. The Hamming distance dg (f, g) between two
Boolean functions f and g is the Hamming weight of their difference f @ g. The
nonlinearity of f is its minimum distance to all affine functions. Functions used
in stream or block ciphers must have high nonlinearities to resist the attacks
on these ciphers (correlation and linear attacks, see [4,40,41, 58]). The nonlin-
earity of f can be expressed by means of the discrete Fourier transform of the
“sign” function xs(z) = (—1)/®), equal to X;(s) = Zzep;(—l)f(z)ea”‘s (and
which is called the Walsh transform, or Walsh-Hadamard transform): the dis-
tance dg (f,1) between f and the affine function I(z) = s-a®e (s € F}}; € € Fy)
and the number X7 (s) are related by:

X7(s) = (=1)(2" = 2du(£.1)) (1)

and the nonlinearity Ny of any Boolean function on F3' is therefore related to
the Walsh spectrum of x; via the relation:

1
__ on—1 _= —
Ny=2 5o X7 (s)I- (2)

It is upper bounded by 27~! —27/2-1 hecause of the so-called Parseval’s relation
ZSEF;‘ )/(?2(8) = 22”‘

A Boolean function is called bent if its nonlinearity equals 27— — 2n/2-1
where n is necessarily even. Then, its distance to every affine function equals
2n~1 £ 2n/2-1  according to Parseval’s relation again and to (1).

A Boolean function f is bent if and only if all of its derivatives D, f(z) =
f(z)® f(z+a) are balanced, (see [53]). Hence, f is bent if and only if its support
is a difference set (cf. [30]).

If f is bent, then the dual Boolean function f defined on FZ by x7(s) =
27 xf(s) is bent. The dual of f is f itself. The mapping f — f is an isometry
(the Hamming distance between two bent functions is equal to that of their
duals).

The notion of bent function is invariant under linear equivalence and it is in-
dependent of the choice of the inner product in F}* (since any other inner product
has the form (z,s) = x - L(s), where L is an auto-adjoint linear isomorphism).

Rothaus’ inequality [53] states that any bent function has algebraic degree
at most n/2. Algebraic degree being an important complexity parameter, bent
functions with high degrees are preferred from cryptographic viewpoint.

The class of bent functions, whose determination or classification is still an
open problem, is relevant to cryptography (cf. [47]), to algebraic coding theory
(cf. [45]), to sequence theory (cf. [51]) and to design theory (any difference set
can be used to construct a symmetric design, cf. [1], pages 274-278). More infor-
mation on bent functions can be found in the survey paper [10] or in the more
recent chapter [18].
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The class of bent functions is included in the class of the so-called plateaued
functions. This notion has been introduced by Zheng and Zhang in [62]. A func-
tion is called plateaued if its Walsh transform takes at most three values 0 and
=+ (where )\ is some positive integer, that we call the amplitude of the plateaued
function). Because of Parseval’s relation, A must be of the form 2" where r > 7,
and the suppport {s € F3'/ x7(s) # 0} of the Walsh transform of a plateaued
function of amplitude 2" has size 22"2".

Bent functions cannot be balanced, i.e. have uniformly distributed output.
Hence, they cannot be used without modifications in the pseudo-random gen-
erator of a stream cipher, since this would leak statistical information on the
plaintext, given the ciphertext!. Finding balanced functions with highest known
nonlinearities is an important cryptographic task, as well as obtaining the best
possible upper bounds on the nonlinearities of balanced functions. A nice way of
designing highly nonlinear balanced functions is due to Dobbertin [33]: taking a
bent function f which is constant on an n/2-dimensional flat A of F7}' and replac-
ing the values of f on A by the values of a highly nonlinear balanced function on
A (identified to a function on Fy' / 2). The problem of similarly modifying bent
functions into resilient functions (see definition below) has been studied in [46].

After the criteria of balancedness, high algebraic degree and high nonlinear-
ity, which are relevant to all stream ciphers, another important cryptographic
criterion for Boolean functions is resiliency. It plays a central role in their se-
curity, at least in the case of the standard model — the combination generator
(cf. [57]). In this model, the vector whose coordinates are the outputs to n lin-
ear feedback shift registers is the input to a Boolean function. The output to
the function during N clock cycles produces the keystream (of length N, the
length of the plaintext), which is then (as in any stream cipher) bitwise xored
with the message to produce the cipher. Some divide-and-conquer attacks exist
on this method of encryption (cf. [4,40, 41, 58]). To withstand these correlation
attacks, the distribution probability of the output to the function must be unal-
tered when any m of its inputs are fixed [58], with m as large as possible. This
property, called m-th order correlation-immunity [57], is characterized by the set
of zero values in the Walsh spectrum [61]: f is m-th order correlation-immune
if and only if x7(u) = 0, for all u € F} such that 1 < wg(u) < m, where wg (u)
denotes the Hamming weight of the n-bit vector u, (the number of its nonzero
components). Balanced m-th order correlation-immune functions are called m-
resilient functions. They are characterized by the fact that x;(u) = 0 for all
u € F3 such that 0 < wgy(u) < m.

The notions of correlation immune and resilient functions are not invariant
under linear equivalence; they are invariant under translations x — x + a, since,
if g(z) = f(z +a), then X4 (u) = Xx7(u)(—1)**, under permutations of the input
coordinates, and when n is even, under an additional involution (see [38]).

Siegenthaler’s inequality [57] states that any m-th order correlation immune
function on n variables has degree at most n — m, that any m-resilient function

! However, as soon as n is large enough (say n > 20), the bias ZST”}—I between their
weights and the weight of balanced functions is quite small.



