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Preface

This volume constitutes the proceedings of the 14th International Conference on
Theorem Proving in Higher Order Logics (TPHOLs 2001) held 3-6 September
2001 in Edinburgh, Scotland. TPHOLSs covers all aspects of theorem proving in
higher order logics, as well as related topics in theorem proving and verification.

TPHOLs 2001 was collocated with the 11th Advanced Research Working
Conference on Correct Hardware Design and Verification Methods (CHARME
2001). This was held 4-7 September 2001 in nearby Livingston, Scotland at the
Institute for System Level Integration, and a joint half-day session of talks was
arranged for the 5th September in Edinburgh. An excursion to Traquair House
and a banquet in the Playfair Library of Old College, University of Edinburgh
were also jointly organized. The proceedings of CHARME 2001 have been pub-
lished as volume 2144 of Springer-Verlag’s Lecture Notes in Computer Science
series, with Tiziana Margaria and Tom Melham as editors.

Each of the 47 papers submitted in the full research category was refereed
by at least 3 reviewers who were selected by the Program Committee. Of these
submissions, 23 were accepted for presentation at the conference and publication
in this volume. In keeping with tradition, TPHOLs 2001 also offered a venue
for the presentation of work in progress, where researchers invite discussion by
means of a brief preliminary talk and then discuss their work at a poster session.
A supplementary proceedings containing associated papers for work in progress
was published by the Division of Informatics at the University of Edinburgh.

The organizers are grateful to Bart Jacobs and N. Shankar for agreeing to
give invited talks at TPHOLs 2001, and to Steven D. Johnson for agreeing to
give an invited talk at the joint session with CHARME 2001. Much of Bart
Jacobs’s research is on formal methods for object-oriented languages, and he
is currently coordinator of a multi-site project funded by the European Union
on tool-assisted specification and verification of JavaCard programs. His talk
covered his own research and research of this project. A three page abstract
on the background to his talk is included in this volume. N. Shankar is one of
the principal architects of the popular PVS theorem prover, and has published
widely on many theorem-proving related topics. He talked about the kinds of
decision procedures that can be deployed in a higher-order-logic setting and the
opportunities for interaction between them. We are very pleased to include an
accompanying paper in these proceedings. Steven D. Johnson is a prominent
figure in the formal methods community. His talk surveyed formalized system
design from the perspective of research in interactive reasoning. He contrasted
two interactive formalisms: one based on logic and proof, the other based on
transformations and equivalence. The latter has been the subject of Johnson’s
research since the early 1980s. An abstract for this talk is included in these
proceedings, and a full accompanying paper can be found in the CHARME 2001
proceedings.



VI Preface

The TPHOLs conference traditionally changes continent each year in order
to maximize the chances that researchers all over the world can attend. Start-
ing in 1993, the proceedings of TPHOLs and its predecessor workshops have
been published in the following volumes of the Springer-Verlag Lecture Notes in
Computer Science series:

1993 (Canada) 780 1997 (USA) 1275
1994 (Malta) 859 1998 (Australia) 1479
1995 (USA) 971 1999 (France) 1690
1996 (Finland) 1125 2000 (USA) 1869

The 2001 conference was organized by a team from the Division of Informatics
at the University of Edinburgh and the Department of Computing Science at
the University of Glasgow.

Financial support came from Intel and Microsoft Research. The University
of Glasgow funded publicity and the University of Edinburgh loaned computing
equipment. This support is gratefully acknowledged.

June 2001 Richard J. Boulton, Paul Jackson



Preface

Conference Organization

Richard Boulton
Paul Jackson
Louise Dennis
Jacques Fleuriot
Ken Baird
Deirdre Burke
Jennie Douglas
Gordon Reid
Simon Gay

Tom Melham

(Conference Chair)

(Program Chair)

(Local Arrangements Co-chair)

(Local Arrangements Co-chair)

(Local Arrangements & Finances)

(Local Arrangements)

(Local Arrangements)

(Computing Support)

(Publicity Chair)

(TPHOLs/CHARME Coordinating General Chair)

Program Committee

Mark Aagaard (Waterloo)

Paul Jackson (Edinburgh)

David Basin (Freiburg) Sara Kalvala (Warwick)

Richard Boulton (Glasgow)

Albert Camilleri (Netro) J Moore (Texas, Austin)
Victor Carrefio (NASA Langley) Sam Owre (SRI)

Gilles Dowek (INRIA Rocquencourt) Christine Paulin-Mohring (Paris Sud)

Harald Ganzinger (MPI Saarbriicken) Lawrence Paulson (Cambridge)
Ganesh Gopalakrishnan (Utah) Frank Pfenning (CMU)

Jim Grundy (Intel)
Elsa Gunter (NJIT)

Klaus Schneider (Karlsruhe)
Henny Sipma (Stanford)

John Harrison (Intel) Konrad Slind (Cambridge)
Doug Howe (Carleton) Don Syme (Microsoft)
Bart Jacobs (Nijmegen) Sofiéne Tahar (Concordia)

Invited Speakers

Bart Jacobs (Nijmegen)
Steven D. Johnson (Indiana) (joint with CHARME 2001)

N. Shankar (SRI)

Additional Reviewers

Andrew A. Adams John Gunnels Christine Rockl
John Cowles Martin Hofmann Harald Ruess
Paul Curzon Matt Kaufmann N. Shankar
Abdelkader Dekdouk Robert Krug Jun Sawada
Leonardo Demoura John Longley Alan Smaill
Ewen Denney Helen Lowe Luca Vigano
Jonathan Mark Ford Tobias Nipkow Burkhart Wolff

Ruben Gamboa

Randy Pollack

VII

Michael Kohlhase (CMU & Saarbriicken)



VIII Preface

CHARME 2001 Organization
Tom Melham (Conference Chair)

Tiziana Margaria  (Program Chair)

Andrew Ireland (Local Arrangements Chair)
Steve Beaumont (Local Arrangements)
Lorraine Fraser (Local Arrangements)
Simon Gay (Publicity Chair)



Table of Contents

Invited Talks

JavaCard Program Verification ........ ... .. ... ... .. ... ... .. ... ......
Bart Jacobs

View from the Fringe of the Fringe (Joint with CHARME 2001) .........
Steven D. Johnson

Using Decision Procedures with a Higher-Order Logic ..................
Natarajan Shankar

Regular Contributions

Computer Algebra Meets Automated Theorem Proving: Integrating

Maple: and, PVS : co:me coe smius coiaiias 0088 G0 sBi@aide $EB50nins farmibs
Andrew Adams, Martin Dunstan, Hanne Gottliebsen, Tom Kelsey,
Ursula Martin, Sam Quwre

An Irrational Construction of R from Z ......... ... .. . ... . . . . ...

Rob D. Arthan

HELM and the Semantic Math-Web ... ....... ... ... ... ...........
Andrea Asperti, Luca Padovani, Claudio Sacerdoti Coen, Irene Schena

Calculational Reasoning Revisited (An Isabelle/Isar Experience) .........
Gertrud Bauer, Markus Wenzel

Mechanical Proofs about a Non-repudiation Protocol ...................
Giampaolo Bella, Lawrence C. Paulson

Proving Hybrid Protocols Correct . ............ .. ... ... .. ... ..........
Mark Bickford, Christoph Kreitz, Robbert van Renesse, Xiaoming Liu

Nested General Recursion and Partiality in Type Theory ...............
Ana Bove, Venanzio Capretta

A Higher-Order Calculus for Categories . ..............................
Mario Cdccamo, Glynn Winskel

Certifying the Fast Fourier Transform with Coq................... .. ...
Venanzio Capretta

A Generic Library for Floating-Point Numbers and Its Application to
Exact Computing .. ... ...
Marc Daumas, Laurence Rideau, Laurent Théry



X Table of Contents

Ordinal Arithmetic: A Case Study for Rippling in a Higher Order Domain 185
Louise A. Dennis, Alan Smaill

Abstraction and Refinement in Higher Order Logic ..................... 201
Mait Fairtlough, Michael Mendler, Xiaochun Cheng

A Framework for the Formalisation of Pi Calculus Type Systems in

Isabelle/HOL .. ... ... . 217
Simon J. Gay
Representing Hierarchical Automata in Interactive Theorem Provers. . . . . . 233

Steffen Helke, Florian Kammdiller

Refinement Calculus for Logic Programming in Isabelle/HOL . ........... 249
David Hemer, Ian Hayes, Paul Strooper

Predicate Subtyping with Predicate Sets ................ ... . ... . ... .. 265
Joe Hurd

A Structural Embedding of Ocsid in PVS ............... ... . ... . ... . .. 281

Pertti Kellomak:

A Certified Polynomial-Based Decision Procedure for Propositional Logic . 297
Inmaculada Medina-Bulo, Francisco Palomo-Lozano,
José A. Alonso-Jiménez

Finite Set Theory in ACL2 ........... ... ... ... ... ... ... .. . . . .. .. ... 313
J Strother Moore

The HOL/NuPRL Proof Translator
(A Practical Approach to Formal Interoperability) ............... ... . .. 329
Pavel Naumov, Mark-Oliver Stehr, José Meseguer

Formalizing Convex Hull Algorithms ............... . .. ... .. . . . . . . . 346
David Pichardie, Yves Bertot

Experiments with Finite Tree Automata in Coq ..o 362
Xavier Rival, Jean Goubault-Larrecq

Mizar Light for HOL Light ................ ... ... . .. .. .. .. . . 378
Freek Wiedijk

Author Index ................. .. ... ... .. ... .. .. ... .. .. ... 395



JavaCard Program Verification

Bart Jacobs

Computing Science Institute, University of Nijmegen
Toernooiveld 1, 6525 ED Nijmegen
bart@cs.kun.nl
http://www.cs.kun.nl/"bart

Abstract. This abstract provides some background information on
smart cards, and explains the challenges these cards represent for for-
mal verification of software.

Smart Card Trends

Increasingly, physical keys are being replaced by cryptographic keys, which are
typically a thousand bits in size. Modern smart cards are the ideal carriers
for such keys, because they have enough computing power to do the necessary
en- or de-cryption on-card, so that the secret key never has to leave the card.
Smart cards are meant to be tamper-resistant secure tokens, typically bound to
individuals via a PIN, possibly in combination with biometric identification.

Modern smart cards contain a standard interface (API) for a mini-operating
system which is capable of executing application programs (called applets) writ-
ten in high-level languages. The standard language in this area is JavaCard
[Che00], which is a “superset of a subset” of Java: it is a simplified version of
Java (no threads, multi-dimensional arrays, floats or doubles) with some spe-
cial features, like persistent objects and a transaction-commit mechanism. Two
further characteristics of modern smart cards are:

— Multi-application. One card can hold multiple applets for different appli-
cations. These are typically centered around the basic cryptographic func-
tions, in for example banking, telecommunication (GSM or UMTS SIMs),
access to buildings or networks, identification, voting, etc.) Limited com-
munication can be allowed between applets, e.g. for automatically adding
loyalty points after certain commercial transactions.

— Post-issuance Downloading. In principle, it is possible to add applets to
a card after it has been issued. This option gives enormous flexibility, but is
disabled for security reasons in all currently operational cards.

Security evaluation and certification are very important in the smart card
area, because cards are distributed in large numbers for security critical appli-
cations. Correctness should be established both for the card platform, and for
applets.

R.J. Boulton and P.B. Jackson (Eds.): TPHOLs 2001, LNCS 2152, pp. 1-3, 2001.
© Springer-Verlag Berlin Heidelberg 2001



2 Bart Jacobs

Challenges for Formal Methods

The so-called Common Criteria! form a standard for the evaluation of IT secu-
rity. They are much used for smart cards. The Common Criteria involve seven
different levels of evaluation, where the two highest levels (6 and 7) require the
explicit use of formal methods. Currently available smart cards are evaluated at
levels 4 and 5, but there is a clear pressure to move to higher levels. Therefore
the smart card industry is open to the use of formal methods. For the formal
verification community smart cards form an ideal target since they are within
reach of existing verification tools, because of their limited size.

VerifiCard: Aims

In 2000 a European research consortium called VerifiCard? was set up, with sup-
port from the European Union’s IST programme. Its aim is to apply the existing
verification tools (mostly theorem provers, but also model checkers) to establish
the correctness of JavaCard-based smart cards. The approach is pragmatic: no
new development of semantics of Java(Card) from scratch, but application of
available expertise and experience in Europe in tool-assisted formal methods, to
see what can be achieved in a concentrated effort in a small, well-defined area.
This is a potential killer application for formal methods in software verification,
which can cut in two directions: if this succeeds, the success may spread to other
areas. But if this fails there may be a serious setback for formal methods in
software: it is bad news if these methods cannot deliver for such relatively small
systems as smart cards.

VerifiCard: Work

The VerifiCard consortium consists of five academic partners, some of which are
well-known in the TPHOLs community: Nijmegen (coordinator; Jacobs, Poll),
INRIA (Barthe, Bertot, Jensen, Paulin-Mohring), Munich (Nipkow, Strecker),
Hagen (Poetzsch-Heffter), SICS (Dam). Also, the consortium involves two smart
card manufacturers: Gemplus and SchlumbergerSema (formerly Bull CP8). The
planned work is roughly divided along two lines: source code / byte code, and
platform / applets. The work involves for instance formalization of the JavaCard
virtual machine and byte code verifier, non-interference properties, and specifi-
cation and verification of the API and of individual applets. Towards the end of
the project the industrial partners will carry out a tool-evaluation, to see which
approaches can contribute most to their evaluation needs.

Scientific Work of Nijmegen

The talk will elaborate on the work done at Nijmegen, as part of VerifiCard. This
involves verification of JavaCard programs, that are part of the API and applets.

! See http://www.commoncriteria.org.
? See http://www.verificard.org.
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The correctness properties are specified using the interface specification language
JML [LBR99], developed by Gary Leavens et al. in Iowa, see e.g. [PBJO1]. A
Java(Card) program with JML annotation is translated to PVS using the LOOP
tool [BJO1]. Actual verification in PVS proceeds via a tailor-made Hoare logic
for JML [JPO1]. See [BJP01] for a small case study, involving the AID class from
the JavaCard API. Basically, the verification technology for Java is there, but
scaling it up to larger programs is still a real challenge.

References

[BJO1] J. van den Berg and B. Jacobs. The LOOP compiler for Java and JML. In
T. Margaria and W. Yi, editors, Tools and Algorithms for the Construction
and Analysis of Software (TACAS), number 2031 in Lect. Notes Comp. Sci.,
pages 299-312. Springer, Berlin, 2001.

[BJPO1] J. van den Berg, B. Jacobs, and E. Poll. Formal specification and verification
of JavaCard’s Application Identifier Class. In I. Attali and Th. Jensen, editors,
Proceedings of the Java Card 2000 Workshop, Lect. Notes Comp. Sci. Springer,
Berlin, 2001.

[Che00] Z. Chen. Java Card Technology for Smart Cards. The Java Series. Addison-
Wesley, 2000.

[JPO1] B. Jacobs and E. Poll. A logic for the Java Modeling Language JML.
In H. Hussmann, editor, Fundamental Approaches to Software Engineering
(FASE), number 2029 in Lect. Notes Comp. Sci., pages 284-299. Springer,
Berlin, 2001.

[LBR99] G.T. Leavens, A.L. Baker, and C. Ruby. JML: A notation for detailed design.
In H. Kilov and B. Rumpe, editors, Behavioral Specifications of Business and
Systems, pages 175-188. Kluwer, 1999.

[PBJO1] E. Poll, J. van den Berg, and B. Jacobs. Formal specification of the JavaCard
API in JML: The APDU class. Comp. Networks Mag., 2001. To appear.




View from the Fringe of the Fringe
(Joint with CHARME 2001)

Steven D. Johnson

Computer Science Department
Indiana University, Lindley Hall, Room 215
150 S. Woodlawn, Bloomington, IN 47405-7104, USA

Abstract. Formal analysis remains outside the mainstream of system
design practice. Theorem proving is regarded by many to be on the mar-
gin of exploratory and applied research activity in this formalized system
design. Although it may seem relatively academic, it is vital that this av-
enue continue to be as vigorously explored as approaches favoring highly
automated reasoning. Design derivation, a term for design formalisms
based on transformations and equivalence, represents just a small twig
on the theorem-proving branch of formal system analysis. A perspective
on current trends in is presented from this remote outpost, including a
review of the author’s work since the early 1980s.

A full accompanying paper can be found in the CHARME 2001 proceed-
ings [1].
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