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Preface

This volume contains the refereed proceedings of the first edition of three work-
shops colocated with the International Conference on Formal Techniques for
Networked and Distributed Systems (FORTE). The workshops took place in
Toledo (Spain) on the 1st and 2nd of October of 2004, and they dealt with dif-
ferent topics related to the application of formal methods. The names of the
workshops were the following;:

— TheFormEMC: 1st International Workshop on Theory Building and Formal
Methods in Electronic/Mobile Commerce

— EPEW: 1st European Performance Engineering Workshop

— ITM: 1st International Workshop on Integration of Testing Methodologies

In total, the calls for papers of the workshops attracted 62 high-quality sub-
missions. The program committees of the workshops selected 27 papers after a
rigorous review process in which every paper was reviewed by at least three re-
viewers. In these proceedings, the papers are grouped according to the workshop
they belong to. In addition to the selected papers, there was a keynote speech
by Prof. Rob Pooley, from the Heriot-Watt University, UK.

We want to express our gratitude for their financial support both to the Uni-
versidad de Castilla-La Mancha and to the Junta de Comunidades de Castilla-La
Mancha. Besides, we are in debt to all the authors who submitted high-quality
papers to the workshops: Without their effort and interest, it would have been
impossible to organize the workshops. We would also like to thank the program
committee members of the three workshops for their collaboration during the
reviewing process. Last, but not least, we would like to thank the organizers of
each of the workshops for their fine work.

In the next pages of this preface, the main characteristics of each of the
workshops are described. We hope that these proceedings will be interesting not
only for the workshop attendants, but also for a wider community of researchers
working on the application of formal methods.

October 2004 Manuel Nuiez
Zakaria Maamar

Fernando L. Pelayo

Key Pousttchi

Fernando Rubio



TheFormEMC

Electronic commerce (e-commerce) places new demands not only on support and
delivery information technology, but also on the way business processes have to
be designed, implemented, monitored, and maintained. Reliability, efficiency,
scalability, and fault-tolerance are among the features that have to be embedded
into e-commerce processes. Initially, research focused on how to deal with the
technical issues. However, the increasing challenges of deploying reliable, effi-
cient, secure, and fault-tolerant applications have highlighted the added value of
having theoretical foundations and rigorous formal methods for specifying and
validating the design of such applications. In addition, new possibilities extend
static systems with mobility capabilities. In this sense, the TheFormEMC work-
shop tried to get together researchers working on theoretical aspects that can
be applied to e-commerce and m-commerce systems.

The TheFormEMC workshop attracted 16 high-quality submissions from 9
different countries. The multidisciplinary nature of e-commerce and m-commerce
technologies presents challenges for evaluating technical papers. The program
committee comprised of experts from several disciplines selected 8 papers after
a rigorous double-blind review process in which every paper was reviewed by at
least three reviewers.

Program Committee Chairs

Key Pousttchi University of Augsburg, Germany
Zakaria Maamar Zayed University, UAE
Manuel Ninez Universidad Complutense de Madrid, Spain

Organizing Committee Chair
Bettina Bazijanec University of Augsburg, Germany
Program Committee

Djamel Benslimane  Université Claude Bernard Lyon 1, France

Mario Bravetti University of Bologna, Italy

Sviatoslav Braynov State University of New York at Buffalo, USA
Milena M. Head McMaster eBusiness Research Centre, Canada
Lyes Khelladi CERIST, Algeria

Birgitta Koenig-Ries Technical University of Munich, Germany
Winfried Lamersdorf University of Hamburg, Germany

Franz Lehner University of Regensburg, Germany
Natalia Lépez Universidad Complutense de Madrid, Spain
Wathiq Mansoor Zayed University, UAE

Ismael Rodriguez Universidad Complutense de Madrid, Spain
Klaus Turowski University of Augsburg, Germany

Pallapa Venkataram Indian Institute of Science Bangalore, India
Peter Wurman North Carolina State University, USA



Organization VII

EPEW

EPEW is a new European forum for the presentation of all aspects of per-
formance modelling and analysis of computer and telecommunication systems.
The EPEW workshop attracted 36 high-quality submissions from 15 different
countries. The program committee comprised of experts from several disciplines
selected 14 papers after a rigorous review process in which every paper was re-
viewed by at least three reviewers. The 14 accepted papers cover a broad range
of topics including performance modelling and analysis of computer systems
and networks, performance engineering tools, formal modelling paradigms and
methods for performance prediction.

Program Committee Chair
Fernando Lépez Pelayo (Universidad Castilla-La Mancha, Spain)

Program Committee

J. Bradley (Imperial College, UK) D.D. Kouvatsos (U. Bradford, UK)
M. Bravetti (U. Bologna, Italy) K.G. Larsen (U. Aalborg, Denmark)
J. Campos (U. Zaragoza, Spain) M. Nunez (UCM, Spain)

F. Cuartero (UCLM, Spain) L. Orozco (UCLM, Spain)

K. Djemame (U. Leeds, UK) R.J. Pooley (U. Heriot-Watt, UK)

D. de Frutos (UCM, Spain) R. Puigjaner (U. Illes Balears, Spain)
N. Georganas (U. Ottawa, Canada) M. Silva (U. Zaragoza, Spain)

S. Gilmore (U. Edinburgh, UK) N. Thomas (U. Durham, UK)

H. Hermanns (U. Saarland, Germany) V. Valero (UCLM, Spain)

Additional Reviewers

A. Argent-Katwala C. Guidi N. Lépez I. Rodriguez
S. Bernardi P. Harrison R. Lucchi F. Rubio

D. Cazorla L. Kloul C. Pérez Jiménez F. Tricas

S. Galmes L. Llana M. Ribaudo

Organizing Committee Chair

Fernando Cuartero Gémez (Universidad Castilla-La Mancha, Spain)

Organizing Committee

Enrique Arias Gregorio Diaz Juan José Pardo
Antonio Bueno Natalia Lépez Maria L. Pelayo
Emilia Cambronero Hermenegilda Macia Fernando Rubio

Diego Cazorla Encarnacién Moyano M? Carmen Ruiz



VIII Organization

ITM

Even though testing activities are considered to be rather important, we have to
overcome the problem that different testing communities use different methods.
We may roughly identify two testing communities: testing of software, and test-
ing of communicating systems. Until very recently, research had been carried
out with almost no interactions between these two communities, even though
they have complementary know-how. The ITM workshop has born to help find
a synthesis between the different techniques developed by each community.

The ITM workshop attracted 10 high-quality submissions from 7 different
countries. The program committee selected 5 papers after a rigorous review
process in which every paper was reviewed by at least three reviewers. The papers
present a well-balanced view of testing technologies, combining both theoretical
and practical issues.

Program Committee Chair

Manuel Nufiez (Universidad Complutense de Madrid, Spain)

Program Committee

A. Bertolino (ISTI-CNR, Italy) M. Niiiez (UCM, Spain)

R. Castanet (LABRI, France) F. Ouabdesselam (IMAG, France)
A. Cavalli (GET-INT, France) M. Pezze (Milano Bicocca, Italy)
F. Cuartero (UCLM, Spain) J. Tretmans (Nijmegen, Netherlands)

R. Dssouli (Concordia U., Canada) F. Rubio (UCM, Spain)
J. Grabowski (Gottingen, Germany)I. Schieferdecker (FOKUS, Germany)

R. Hierons (Brunel U., UK) H. Ural (Ottawa, Canada)

T. Higashino (Osaka, Japan) U. Uyar (CUNY, USA)

D. Hogrefe (Gottingen, Germany) J. Wegener (DaimlerChrysler, Germany)
P. Le Gall (Evry, France) N. Yevtushenko (Tomsk State U., Russia)

D. Lee (Bell Laboratories, USA)

Additional Reviewers

D. Chen L. Frantzen N. Lopez I. Rodriguez T. Willemse
A. En-Nouaary X. Fu S. Papagiannaki Z. Wang

Organizing Committee Chair

Fernando Rubio (Universidad Complutense de Madrid, Spain)
Organizing Committee

Alberto de la Encina Olga Marroquin Fernando Rubio
Mercedes Hidalgo Juan José Pardo Maria del Carmen Ruiz
Natalia Lépez Ismael Rodriguez



Lecture Notes in Computer Science

For information about Vols. 1-3160

please contact your bookseller or Springer

Vol. 3274: R. Guerraoui (Ed.), Distributed Computing.
XIII, 465 pages. 2004.

Vol. 3273: T. Baar, A. Strohmeier, A. Moreira, S.J. Mel-
lor (Eds.), <<UML>> 2004 - The Unified Modelling
Language. XIII, 449 pages. 2004.

Vol. 3271: J. Vicente, D. Hutchison (Eds.), Management
of Multimedia Networks and Services. XIII, 335 pages.
2004.

Vol. 3270: M. Jeckle, R. Kowalczyk, P. Braun (Eds.), Grid
Services Engineering and Management. X, 165 pages.
2004.

Vol. 3266: J. Solé-Pareta, M. Smirnov, P.V. Mieghem, J.
Domingo-Pascual, E. Monteiro, P. Reichl, B. Stiller, R.J.
Gibbens (Eds.), Quality of Service in the Emerging Net-
working Panorama. X VI, 390 pages. 2004.

Vol. 3263: M. Weske, P. Liggesmeyer (Eds.), Object-
Oriented and Internet-Based Technologies. XII, 239
pages. 2004,

Vol. 3260: 1. Niemegeers, S.H. de Groot (Eds.), Personal
Wireless Communications. XIV, 478 pages. 2004.

Vol. 3258: M. Wallace (Ed.), Principles and Practice of
Constraint Programming — CP 2004. XVII, 822 pages.
2004.

Vol. 3256: H. Ehrig, G. Engels, F. Parisi-Presicce,
G. Rozenberg (Eds.), Graph Transformations. XII, 451
pages. 2004,

Vol. 3255: A. Benczur, J. Demetrovics, G. Gottlob (Eds.),

Advances in Databases and Information Systems. XI, 423
pages. 2004.

Vol. 3254: E. Macii, V. Paliouras, O. Koufopavlou (Eds.),
Integrated Circuit and System Design. XVI, 910 pages.
2004,

Vol. 3253: Y. Lakhnech, S. Yovine (Eds.), Formal Tech-
niques, Modelling and Analysis of Timed and Fault-
Tolerant Systems. X, 397 pages. 2004.

Vol. 3250: L.-J. (LJ) Zhang, M. Jeckle (Eds.), Web Ser-
vices. X, 300 pages. 2004.

Vol. 3249: B. Buchberger, J.A. Campbell (Eds.), Artificial
Intelligence and Symbolic Computation. X, 285 pages.
2004. (Subseries LNAI).

Vol. 3246: A. Apostolico, M. Melucci (Eds.), String Pro-
cessing and Information Retrieval. XIV, 332 pages. 2004.

Vol. 3245: E. Suzuki, S. Arikawa (Eds.), Discovery Sci-
ence. XIV, 430 pages. 2004. (Subseries LNAI).

Vol. 3244: S. Ben-David, J. Case, A. Maruoka (Eds.), Al-
gorithmic Learning Theory. X1V, 505 pages. 2004. (Sub-
series LNAI).

Vol. 3242: X. Yao, E. Burke, J.A. Lozano, J. Smith, J.J.
Merelo-Guervos, J.A. Bullinaria, J. Rowe, P. Tifo, A.
Kaban, H.-P. Schwefel (Eds.), Parallel Problem Solving
from Nature - PPSN VIII. XX, 1185 pages. 2004.

Vol. 3241: D. Kranzimiiller, P. Kacsuk, J.J. Dongarra
(Eds.), Recent Advances in Parallel Virtual Machine and
Message Passing Interface. XIII, 452 pages. 2004.

Vol. 3240: I. Jonassen, J. Kim (Eds.), Algorithms in Bioin-
formatics. IX, 476 pages. 2004. (Subseries LNBI).

Vol. 3239: G. Nicosia, V. Cutello, P.J. Bentley, J. Timmis
(Eds.), Artificial Immune Systems. XII, 444 pages. 2004.

Vol. 3238: S. Biundo, T. Frihwirth, G. Palm (Eds.), KI
2004: Advances in Artificial Intelligence. X1, 467 pages.
2004. (Subseries LNAI).

Vol. 3236: M. Nuniez, Z. Maamar, FL. Pelayo, K.
Pousttchi, F. Rubio (Eds.), Applying Formal Methods:
Testing, Performance, and M/E-Commerce. XI, 381
pages. 2004.

Vol. 3232: R. Heery, L. Lyon (Eds.), Research and Ad-
vanced Technology for Digital Libraries. XV, 528 pages.
2004.

Vol. 3229: J.J. Alferes, J. Leite (Eds.), Logics in Artificial
Intelligence. XIV, 744 pages. 2004. (Subseries LNAI).

Vol. 3225: K. Zhang, Y. Zheng (Eds.), Information Secu-
rity. X1I, 442 pages. 2004.

Vol. 3224: E. Jonsson, A. Valdes, M. Almgren (Eds.), Re-
cent Advances in Intrusion Detection. XII, 315 pages.
2004.

Vol. 3223: K. Slind, A. Bunker, G. Gopalakrishnan (Eds.),
Theorem Proving in Higher Order Logics. VIII, 337 pages.
2004.

Vol. 3222: H. Jin, G.R. Gao, Z. Xu, H. Chen (Eds.), Net-
work and Parallel Computing. XX, 694 pages. 2004.

Vol. 3221: S. Albers, T. Radzik (Eds.), Algorithms — ESA
2004. XVIII, 836 pages. 2004.

Vol. 3220: J.C. Lester, R.M. Vicari, F. Paraguagu (Eds.),
Intelligent Tutoring Systems. XXI, 920 pages. 2004.

Vol. 3219: M. Heisel, P. Liggesmeyer, S. Wittmann (Eds.),
Computer Safety, Reliability, and Security. X1, 339 pages.
2004.

Vol. 3217: C. Barillot, D.R. Haynor, P. Hellier (Eds.), Med-
ical Image Computing and Computer-Assisted Interven-
tion — MICCAI 2004. XXXVIII, 1114 pages. 2004.

Vol. 3216: C. Barillot, D.R. Haynor, P. Hellier (Eds.), Med-
ical Image Computing and Computer-Assisted Interven-
tion — MICCAI 2004. XXXVIII, 930 pages. 2004.

Vol. 3215: M.G.. Negoita, R.J. Howlett, L.C. Jain (Eds.),
Knowledge-Based Intelligent Information and Engineer-
ing Systems. LVII, 906 pages. 2004. (Subseries LNAI).



Vol. 3214: M.G.. Negoita, R.J. Howlett, L.C. Jain (Eds.),
Knowledge-Based Intelligent Information and Engineer-
ing Systems. LVIII, 1302 pages. 2004. (Subseries LNAI).

Vol. 3213: M.G.. Negoita, R.J. Howlett, L.C. Jain (Eds.),
Knowledge-Based Intelligent Information and Engineer-
ing Systems. LVIII, 1280 pages. 2004. (Subseries LNAI).

Vol. 3212: A. Campilho, M. Kamel (Eds.), Image Analysis
and Recognition. XXIX, 862 pages. 2004.

Vol. 3211: A. Campilho, M. Kamel (Eds.), Image Analysis
and Recognition. XXIX, 880 pages. 2004.

Vol. 3210: J. Marcinkowski, A. Tarlecki (Eds.), Computer
Science Logic. XI, 520 pages. 2004.

Vol. 3209: B. Berendt, A. Hotho, D. Mladenic, M. van
Someren, M. Spiliopoulou, G. Stumme (Eds.), Web Min-
ing: From Web to Semantic Web. IX, 201 pages. 2004.
(Subseries LNAI).

Vol. 3208: H.J. Ohlbach, S. Schaffert (Eds.), Principles
and Practice of Semantic Web Reasoning. VII, 165 pages.
2004.

Vol. 3207: L.T. Yang, M. Guo, G.R. Gao, N.K. Jha (Eds.),
Embedded and Ubiquitous Computing. XX, 1116 pages.
2004.

Vol. 3206: P. Sojka, I. Kopecek, K. Pala (Eds.), Text,
Speech and Dialogue. XIII, 667 pages. 2004. (Subseries
LNAI).

Vol. 3205: N. Davies, E. Mynatt, 1. Siio (Eds.), UbiComp
2004: Ubiquitous Computing. XVI, 452 pages. 2004.

Vol. 3203: J. Becker, M. Platzner, S. Vernalde (Eds.), Field
Programmable Logic and Application. XXX, 1198 pages.
2004.

Vol. 3202: J.-F. Boulicaut, F. Esposito, F. Giannotti, D.
Pedreschi (Eds.), Knowledge Discovery in Databases:
PKDD 2004. XIX, 560 pages. 2004. (Subseries LNAI).

Vol. 3201: J.-F. Boulicaut, F. Esposito, F. Giannotti, D.
Pedreschi (Eds.), Machine Learning: ECML 2004. X VIII,
580 pages. 2004. (Subseries LNAI).

Vol. 3199: H. Schepers (Ed.), Software and Compilers for
Embedded Systems. X, 259 pages. 2004.

Vol. 3198: G.-J. de Vreede, L.A. Guerrero, G. Marin
Raventos (Eds.), Groupware: Design, Implementation and
Use. XI, 378 pages. 2004.

Vol. 3195: C.G. Puntonet, A. Prieto (Eds.), Independent
Component Analysis and Blind Signal Separation. XXIII,
1266 pages. 2004.

Vol. 3194: R. Camacho, R. King, A. Srinivasan (Eds.), In-
ductive Logic Programming. XI, 361 pages. 2004. (Sub-
series LNAI).

Vol. 3193: P. Samarati, P. Ryan, D. Gollmann, R. Molva
(Eds.), Computer Security — ESORICS 2004. X, 457
pages. 2004.

Vol. 3192: C. Bussler, D. Fensel (Eds.), Artificial Intel-
ligence: Methodology, Systems, and Applications. XIII,
522 pages. 2004. (Subseries LNAI).

Vol. 3191: M. Klusch, S. Ossowski, V. Kashyap, R. Un-
land (Eds. ), Cooperative Information Agents VIII. XI, 303
pages. 2004. (Subseries LNAI).

Vol. 3190: Y. Luo (Ed.), Cooperative Design, Visualiza-
tion, and Engineering. IX, 248 pages. 2004.

Vol. 3189: P.-C. Yew, J. Xue (Eds.), Advances in Computer
Systems Architecture. XVII, 598 pages. 2004.

Vol. 3188: F.S. de Boer, M.M. Bonsangue, S. Graf, W.-P.
de Roever (Eds.), Formal Methods for Components and
Objects. VIII, 373 pages. 2004.

Vol. 3187: G. Lindemann, J. Denzinger, I.J. Timm, R. Un-
land (Eds.), Multiagent System Technologies. XIII, 341
pages. 2004. (Subseries LNAI).

Vol. 3186: Z. Bellahséne, T. Milo, M. Rys, D. Silciu, R.
Unland (Eds.), Database and XML Technologies. X, 235
pages. 2004,

Vol. 3185: M. Bernardo, F. Corradini (Eds.), Formal Meth-
ods for the Design of Real-Time Systems. VII, 295 pages.
2004.

Vol. 3184: S. Katsikas, J. Lopez, G. Pernul (Eds.), Trust
and Privacy in Digital Business. X1, 299 pages. 2004.

Vol. 3182 R. Traunmiiller (Ed.), Electronic Government.
XIX, 583 pages. 2004.

Vol. 3182: K. Bauknecht, M. Bichler, B. Proll (Eds.), E-
Commerce and Web Technologies. XI, 370 pages. 2004.

Vol. 3181: Y. Kambayashi, M. Mohania, W. WoB (Eds.),
Data Warehousing and Knowledge Discovery. XIV, 412
pages. 2004.

Vol. 3180: F. Galindo, M. Takizawa, R. Traunmiiller
(Eds.), Database and Expert Systems Applications. XXI,
972 pages. 2004.

Vol. 3179: F.J. Perales, B.A. Draper (Eds.), Articulated
Motion and Deformable Objects. X1, 270 pages. 2004.

Vol. 3178: W. Jonker, M. Petkovic (Eds.), Secure Data
Management. VIII, 219 pages. 2004.

Vol. 3177: Z.R. Yang, H. Yin, R. Everson (Eds.), Intelli-
gent Data Engineering and Automated Learning — IDEAL
2004. XVIII, 852 pages. 2004.

Vol. 3176: O. Bousquet, U. von Luxburg, G. Rétsch (Eds.),
Advanced Lectures on Machine Learning. IX, 241 pages.
2004. (Subseries LNAI).

Vol. 3175: C.E. Rasmussen, H.H. Bulthoff, B. Schélkopf,
M.A. Giese (Eds.), Pattern Recognition. XVIII, 581 pages.
2004.

Vol. 3174: F. Yin, J. Wang, C. Guo (Eds.), Advances in
Neural Networks - ISNN 2004. XXXV, 1021 pages. 2004.
Vol. 3173: F. Yin, J. Wang, C. Guo (Eds.), Advances in
Neural Networks —ISNN 2004. XXXV, 1041 pages. 2004.
Vol. 3172: M. Dorigo, M. Birattari, C. Blum, L. M. Gam-
bardella, F. Mondada, T. Stiitzle (Eds.), Ant Colony, Op-
timization and Swarm Intelligence. XII, 434 pages. 2004.
Vol. 3171: A.L.C. Bazzan, S. Labidi (Eds.), Advances in
Artificial Intelligence — SBIA 2004. XVII, 548 pages.
2004. (Subseries LNALI).

Vol. 3170: P. Gardner, N. Yoshida (Eds.), CONCUR 2004
- Concurrency Theory. XIII, 529 pages. 2004.

Vol. 3166: M. Rauterberg (Ed.), Entertainment Computing
—ICEC 2004. XXIII, 617 pages. 2004.

Vol. 3163: S. Marinai, A. Dengel (Eds.), Document Anal-
ysis Systems VI. XI, 564 pages. 2004.

Vol. 3162: R. Downey, M. Fellows, F. Dehne (Eds.), Pa-
rameterized and Exact Computation. X, 293 pages. 2004.



Table of Contents

I TheFormEMC

Formal Analysis of the Internet Open Trading Protocol

Chun Ouyang and Jonathan Billington . ................cccciiiiiiiiiiann.. 1
Life-Cycle E-commerce Testing with OO-TTCN-3
Robert L. Probert, Pulei Xiong, and Bernard Stepien ...................... 16

Specification of Autonomous Agents in E-commerce Systems
Ismael Rodriguez, Manuel Nunez, and Fernando Rubio..................... 30

An Approach for Assessment of Electronic Offers
Bettina Bazijanec, Key Pousttchi, and Klaus Turowski ..................... 44

A Decomposition Based Approach for Design of Supply Aggregation
and Demand Aggregation Exchanges
Shantanu Biswas, Y. Narahari, and Anish Das Sarma ..................... 58

A Construction Kit for Modeling the Security
of M-commerce Applications

Dominik Haneberg, Wolfgang Reif, and Kurt Stenzel ....................... 72
A Minimal Market Model in Ephemeral Markets

Daniel Rolli, Dirk Neumann, and Christof Weinhardt...................... 86
A Process-Oriented Approach Towards Structured Market Modelling

Juho MGKIG ... ..o 101
II EPEW

Formal Specification of Symbolic-Probabilistic Systems
Natalia Lopez, Manuel Niunez, and Ismael Rodriguez...................... 114

How Synchronisation Strategy Approximation
in PEPA Implementations Affects Passage Time Performance Results
Jeremy T. Bradley, Stephen T. Gilmore, and Nigel Thomas............... 128

A Bounded True Concurrency Process Algebra

for Performance Evaluation

M. Carmen Ruiz, Diego Cazorla, Fernando Cuartero,

J. José Pardo, and Hermenegilda Macid .....................ccccovvuin.. 143



X Table of Contents

Branching Time Equivalences for Interactive Markov Chains
Guangping Qin and Jinzhao Wu........ ... . i i 156

System Contents Versus System Delay
for Discrete-Time Queueing Systems with Renewal Arrivals
Bart Vinck and Herwig Bruneel ..........oouuuieiiniiiiiienannns 170

Delay Analysis for a Discrete-Time GI-D-¢ Queue
with Arbitrary-Length Service Times
Peizia Gao, Sabine Wittevrongel, and Herwig Bruneel .................... 184

Adaptive Fuzzy Queue Management
and Congestion Avoidance in TCP/AQM Networks

Mahdi Jalili-Kharaajoo . .........oouuuii it i 196
Modeling and Analysis of Dual Block Multithreading
Wl Ziberekcsmoswiassmssmanioss om s 65 05 5085 650 8 608 53055 Gadh § 64618 ot £ 5.5 8 Bug ¥ 5 8 209

Performance Evaluation of a SNAP-Based Grid Resource Broker
lain Gourlay, Mohammed Haji, Karim Djemame, and Peter Dew......... 220

Describing IEEE 802.11 Wireless Mechanisms
by Using the 7-Calculus and Performance Evaluation Process Algebra,
K.N. Sridhar and Gabriel Ciobanu . ............couiiiiii .. 233

An Analytical Design of a Practical Replication Protocol

for Distributed Systems

Luis Irdn-Briz, Francisco Castro-Company, Hendrik Decker,

and Francesc D. Mumoz-ESCOT ........oouuueiieaaaie i 248

PEPA Nets in Practice:
Modelling a Decentralised Peer-to-Peer Emergency Medical Application
Stephen Gilmore, Valentin Haenel, Jane Hillston, and Lei la Kloul........ 262

Integrating System Performance Engineering
into MASCOT Methodology through Discrete-Event Simulation
Pere P. Sancho, Carlos Juiz, and Ramon Puigjaner ...................... 278

IIT ITM

Symbolic Performance and Dependability Evaluation
with the Tool CASPA
Matthias Kuntz, Markus Siegle, and Edith Werner........................ 293

Modeling and Testing Agent Systems Based on Statecharts
Heui-Seok Seo, Tadashi Araragi, and Yong Rae Kwon..................... 308

Testing of Autonomous Agents Described as Utility State Machines
Manuel Ninez, Ismael Rodriguez, and Fernando Rubio.................... 322



Table of Contents
Generation of Integration Tests for Self-Testing Components
Leonardo Mariani, Mauro Pezzé, and David Willmor .....................

Model-Checking Plus Testing:
From Software Architecture Analysis to Code Testing
A. Bucchiarone, H. Muccini, P. Pelliccione, and P. Pierini ...............

A Meta-model for TTCN-3
Ina Schieferdecker and George Din ...........oiiiiiiiiiiiiiiinn,

AL TINAOX s % a5 5553 1555 505 5 5U51 £ 6.5 56 515 5 5550 5 6 (05 5 1908 § (951 & ' 0.6 6k o vt & e ». 4 w3 1 3 i

XI



Formal Analysis
of the Internet Open Trading Protocol

Chun Ouyang and Jonathan Billington

Computer Systems Engineering Centre
School of Electrical and Information Engineering
University of South Australia, SA 5095, AUSTRALIA
{Chun.0Ouyang, Jonathan.Billington}Qunisa.edu.au

Abstract. The Internet Open Trading Protocol (IOTP) is an electronic
commerce (e-commerce) protocol developed by the Internet Engineering
Task Force (IETF) to support online trading activities. The core of IOTP
is a set of financial transactions and therefore it is vitally important that
the protocol operates correctly. An informal specification of IOTP is pub-
lished as Request For Comments (RFC) 2801. We have applied the formal
method of Coloured Petri Nets (CPNs) to obtain a formal specification
of IOTP. Based on the IOTP CPN specification, this paper presents
a detailed investigation of a set of behavioural properties of IOTP using
state space techniques. The analysis reveals deficiencies in the termina-
tion of IOTP transactions, demonstrating the benefit of applying formal
methods to the specification and verification of e-commerce protocols.

1 Introduction

Electronic commerce (e-commerce) applications are susceptible to failures if the
underlying protocols are not properly designed and analysed. These failures could
result in financial loss to any participant, e.g., commercial traders, financial insti-
tutions or consumers. However, ensuring the correctness of complex e-commerce
protocols is a difficult task and informal methods are inadequate. Formal meth-
ods [6] are necessary for the construction of unambiguous and precise models
that can be analysed to identify errors and verify correctness before implemen-
tation. Application of formal methods will lead to more reliable and trustworthy
e-commerce protocols [16].

An important example of an e-commerce protocol is the Internet Open
Trading Protocol (IOTP) [5] developed by the Internet Engineering Task Force
(IETF) to support trading activities over the Internet. It is also referred to as a
shopping protocol [3, 10] which encapsulates different payment systems such as
Secure Electronic Transaction (SET) [18] and Mondex [11]. The specification of
IOTP, Request For Comments (RFC) 2801 [4], is the largest RFC developed by
IETF spanning 290 pages. The RFC contains an informal narrative description
of IOTP, and so far no complete implementation of IOTP exists [17, 7]. The
development of IOTP is still in an early stage and can therefore benefit from the
use of formal methods to verify its functional correctness.

M. Niifiez et al. (Eds.): FORTE 2004 Workshops, LNCS 3236, pp. 1-15, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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We apply Coloured Petri Nets (CPNs) (8] to model and analyse IOTP. CPNs
are a formal modelling technique that combines the graphical notation of Petri
nets with the power of abstract data types allowing data and control flow to be
visualised. CPNs have been used successfully for protocol modelling and analysis
for 2 decades [2]. Babich and Deotto [1] provide a recent survey comparing this
approach with the other main approaches. CPN models are executable and can
be analysed using state spaces to detect errors such as deadlocks. We use a tool
called Design/CPN [12] for constructing and analysing our CPN models.

In previous work [14], we developed a hierarchical formal specification of
IOTP and briefly mentioned some initial analysis results. In contrast, this pa-
per describes our analysis approach in detail. With the state space generated
from the CPN model, we investigate and formally reason about a set of desired
properties of IOTP (e.g., correct termination). The analysis reveals errors in the
current design.

The paper is organised as follows. Section 2 gives an introduction to IOTP’s
basic concepts and procedures. Section 3 describes the IOTP CPN specification,
with focus on its hierarchical structure. Section 4 presents a detailed investigation
of several desired properties of IQTP. Finally, we conclude this paper and discuss
future work in Sect. 5.

2 The Internet Open Trading Protocol

IOTP [4] focuses on consumer-to-business e-commerce applications. It defines
five trading roles to identify the different roles that organisations can assume
while trading. These are Consumer, Merchant, Payment Handler (a bank), De-
livery Handler (a courier firm) and Merchant Customer Care Provider. The
core of IOTP is an Authentication transaction and five payment-related transac-
tions named Purchase, Deposit, Withdrawal, Refund and Value Exchange. Each
transaction comprises a sequence of message exchanges between trading roles.

Document Exchanges and Transactions. IOTP defines a set of document
exchanges as building blocks for implementation of transactions. These are: Au-
thentication, Brand Dependent Offer, Brand Independent Offer, Payment, Deliv-
ery, and Payment-and-Delivery. An Authentication transaction consists of just
an Authentication (document) exchange. A Purchase transaction comprises an
optional Authentication, an Offer (either a Brand Dependent Offer or a Brand
Independent Offer), and then, a Payment exchange, a Payment followed by a De-
livery exchange, or a Payment-and-Delivery exchange. A Deposit, Withdrawal, or
Refund transaction starts with an optional Authentication, an Offer, and a Pay-
ment exchange. Finally, a Value Exchange transaction begins with an optional
Authentication followed by an Offer and two Payment exchanges in sequence.

Below, we consider an example of a Purchase transaction which comprises an
Authentication, a Brand Dependent Offer, and a Payment followed by a Delivery
exchange. Figure 1 shows a possible sequence of messages exchanged between
the four trading roles involved in the transaction.
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Fig.1. A possible sequence of message exchanges in a Purchase transaction

In the beginning, the Consumer decides to buy goods, and sends a Purchase
Request (event 1) to the Merchant. This event initiates a Purchase transaction,
however it is not part of Baseline IOTP.

Upon receiving the Purchase Request, the Merchant starts an Authentication
document exchange (events 2-4) to verify the bona fides of the Consumer. In
IOTP’s terminology, the Merchant acts as the Authenticator and the Consumer
the Authenticatee. At first, an Authentication Request is issued by the Merchant
(event 2), specifying the authentication algorithm to be used. As a result, the
Consumer replies with an Authentication Response containing the authentication
data obtained using the above algorithm (event 3). After verifying the Con-
sumer’s response, the Merchant generates an Authentication Status indicating
that the authentication is successful (see event 4).

Once the authentication completes, the Merchant continues to a Brand De-
pendent Offer document exchange (events 4-6) by providing the Consumer a list
of Trading Protocol Options (TPO). This includes the available payment meth-
ods and associated payment protocols. The message combining the TPO and
the above Authentication Status is then sent to the Consumer (event 4). The
Consumer chooses one of the options, and sends it back as a TPO Selection
(event 5). The Merchant uses the selection to create and send back an Offer
Response (event 6), which contains details of the goods to be purchased together
with payment and delivery instructions.

Next, a Payment document exchange starts between the Consumer and the
Payment Handler (events 7-9). After checking the Offer Response for purchase
details, the Consumer sends the Payment Handler a Payment Request (event 7).
The Payment Handler checks the Payment Request, and if valid, the payment is
conducted using Payment Protocol Data exchanges (events 8) as determined by
the encapsulated payment protocol (e.g., SET). After the payment protocol data
exchange has finished, the Payment Handler sends a Payment Response (event 9)
containing the payment result (e.g., receipt).
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Finally, a Delivery document exchange is carried out between the Consumer
and the Delivery Handler (events 10-11). After checking the Payment Response,
the Consumer sends the Delivery Handler a Delivery Request (event 10). The De-
livery Handler schedules the delivery and sends the Consumer a Delivery Response
(event 11) containing details of the delivery, and possibly the actual delivery if
the goods are electronic (e.g., an e-journal).

Also, it should be mentioned that event 5 in the above scenario may or may
not take place in an Offer exchange, which results in the distinction between
a Brand Dependent Offer and a Brand Independent Offer. The Brand Depen-
dent Offer occurs when the Merchant offers some additional benefit (e.g., price
discount) in the Offer Response depending on the specific payment brand (e.g.,
VISA or MasterCard) chosen in the Consumer’s TPO Selection. In the Brand In-
dependent Offer, the Offer Response is independent of the payment brand selected
by the Consumer. In this case, the Merchant does not require the Consumer’s
TPO Selection before the Offer Response can be generated. IOTP defines a com-
bined TPO and Offer Response message to be used in the Brand Independent
Offer.

Transaction Cancellation and Error Handling. These are two important
procedures related to IOTP transactions. A transaction may be cancelled by any
trading role engaged in that transaction. For example, in the Purchase trans-
action shown in Fig. 1, the Merchant would cancel the transaction if the Con-
sumer’s Authentication Response has failed. Error handling is concerned with how
trading roles handle technical errors and exceptions that occur during a transac-
tion. For example, in Fig. 1, the Merchant may re-send the TPO upon a time-out
when expecting the Consumer’s TPO Selection. A Cancel message is used for
transaction cancellation and an Error message for reporting errors.

3 A Formal Specification of IOTP

RFC 2801 [4] contains an informal narrative description of IOTP and suffers
from ambiguities and incompleteness. We have created a CPN model of IOTP
to obtain a formal specification of IOTP that truly reflects the intent of its RFC
specification. When ambiguities and gaps are detected, assumptions are made to
clarify the ambiguities and fill in the gaps. A detailed description of this formal
specification of IOTP is presented in [14]. Figure 2 shows the hierarchy page for
the IOTP CPN model. It provides an overview of the pages (modules) constitut-
ing the model. There are 31 pages organised into four hierarchical levels. An arc
between two pages indicates that the destination page is a subpage (submodule)
of the source page. The four-level hierarchy of the IOTP CPN model provides
a logical structure that can be validated against RFC 2801.

The first (top) level presents an abstract view of IOTP on one page, namely
IOTP_TopLevel. It has four subpages: Consumer, Merchant, PHandler and DHan-



