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Foreword

These proceedings contain the papers selected for presentation at the 11th Euro-
pean Symposium on Research in Computer Security - ESORICS, held in Ham-
burg, Germany, September 18-20, 2006.

The 160 papers submitted to ESORICS were each reviewed by at least three
members of the program committee. A two-week discussion phase was then held
electronically, where committee members could comment on all papers and all
reviews. Finally, 32 papers were selected for presentation at ESORICS, giving
an acceptance rate of about 21%.

In 2005, three specialized security workshops were organized in affiliation with
ESORICS. This trend has continued. In addition to RAID, which is already a
well established event in its own right, there were four more workshops this year,
ESAS 2006, EuDiRights 06, STM 06, and FEE2, further strengthening the role
of ESORICS as the major European conference on security research.

There were many volunteers who offered their time and energy to put together
the symposium and who deserve our acknowledgment. We want to thank all the
members of the program committee and the external reviewers for their hard
work in evaluating and discussing the submissions. We are also very grateful to
all those people whose work ensured a smooth organization: Joachim Posegga,
who served as General Chair; Andreas Giinter and his team at HITeC for tak-
ing on the conference management; Klaus-Peter Kossakowski for his efforts as
Sponsorship Chair; Jan Meier for managing the ESORICS Web site, and Joachim
Stehmann for the Web design; and Martin Johns for dealing with the growing
number of affiliated workshops.

Last, but certainly not least, our thanks go to all the authors who submitted
papers and all the attendees. We hope you found the program stimulating.

July 2006 Dieter Gollmann and Andrei Sabelfeld
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Finding Peer-to-Peer File-Sharing
Using Coarse Network Behaviors*

Michael P. Collins! and Michael K. Reiter?

! CERT/Network Situational Awareness, Software Engineering Institute,
Carnegie Mellon University
mcollins@cert.org
2 Electrical & Computer Engineering Department, Computer Science Department,
and CyLab, Carnegie Mellon University
reiter@cmu.edu

Abstract. A user who wants to use a service forbidden by their site’s
usage policy can masquerade their packets in order to evade detection.
One masquerade technique sends prohibited traffic on TCP ports com-
monly used by permitted services, such as port 80. Users who hide their
traffic in this way pose a special challenge, since filtering by port number
risks interfering with legitimate services using the same port. We propose
a set of tests for identifying masqueraded peer-to-peer file-sharing based
on traffic summaries (flows). Our approach is based on the hypothesis
that these applications have observable behavior that can be differen-
tiated without relying on deep packet examination. We develop tests
for these behaviors that, when combined, provide an accurate method
for identifying these masqueraded services without relying on payload
or port number. We test this approach by demonstrating that our in-
tegrated detection mechanism can identify BitTorrent with a 72% true
positive rate and virtually no observed false positives in control services
(FTP-Data, HTTP, SMTP).

1 Introduction

Peer-to-peer file-sharing services are often constrained by organizations due to
their widespread use for disseminating copyrighted content illegally, their sig-
nificant bandwidth consumption for (typically) non-work-related uses, and/or
the risk that they may introduce new security vulnerabilities to the organiza-
tion. Karagiannis et al. [5] have shown that instead of obeying site bans on
file-sharing, however, users hide their file-sharing activity. Moreover, file-sharing
tools themselves are being updated to circumvent attempts to filter these ser-
vices; e.g., BitTorrent developers now incorporate encryption into their products
in order to evade traffic shaping.}
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While encryption makes filtering based on traffic content difficult, filtering
packets by port number (as would typically be implemented in router ACLs,
for example) remains an obstacle to peer-to-peer file-sharing. As such, common
hiding methods also involve changing the port number used by the service to
something that is not filtered. In networks that implement a “deny-than-allow”
policy, the service traffic may be sent on a common service port, in particular
80/TCP (HTTP).

In such cases, ports do not reliably convey the services using them, while
deep packet examination is viable only as long as packet payload is unencrypted.
Analysts therefore need alternative methods to characterize and filter traffic. In
this paper, we propose an alternative service detection and identification method
that characterizes services behaviorally. We hypothesize that TCP services have
quantifiable behaviors that can be used to identify them without relying on
payload or port numbers. For example, we expect that the majority of HTTP
sessions begin with a small initial request followed by a larger response, and then
terminate. If a presumed HTTP client and HTTP server were communicating
using symmetric short bursts of traffic in a single long-lived session, then we
would have reason to consider an alternative hypothesis, such as a chat service.

Within this paper, we focus on a specific problem that motivated this line of
research: demonstrating that a user who claims to be using a common service on
its standard port (such as HTTP) is using another service, specifically BitTor-
rent. To do so, we implement tests that characterize traffic and show how they
can be used together to effectively differentiate BitTorrent traffic from common
services. The goal of our research is a collection of tests which can be used by
analysts or automated systems to classify traffic. Given the increasing sophisti-
cation of evasion strategies, we seek to find behaviors that can be effective with
as few assumptions as possible. For example, these tests do not use deep packet
examination, and are therefore applicable to encrypted and unencrypted traffic.

We calibrate and validate our approach using logs of traffic crossing a large
network. From these logs, we select traffic records describing BitTorrent and
major services, specifically HT'TP, FTP data channel and SMTP. The log data
consists of NetFlow, a traffic summarization standard developed by CISCO sys-
tems?. Flow data is a compact representation of an approximate TCP session,
but does not contain payload. In addition, we do not trust port numbers, mak-
ing our tests port- and payload-agnostic. Despite this, we show that by clas-
sifying flows based on several behaviors we can effectively differentiate source-
destination pairs engaged in BitTorrent communication from those involved in
HTTP, FTP or SMTP exchanges. Specifically, our integrated test identifies Bit-
Torrent with a 72% true positive rate and virtually no observed false positives
in control services (FTP-Data, HTTP, SMTP).

The rest of this paper is structured as follows. Section 2 describes previous
work done in service detection. Section 3 describes the behaviors with which we
characterize flows, and that we use to distinguish certain file-sharing traffic from

2 CISCO Corporation, Netflow Services and Applications, http://www.cisco.com/
warp/public/cc/pd/iosw/ioft/neflct/tech/nappswp.htm
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other types of traffic. Section 4 describes our experiments using these classifi-
cations both individually and in aggregate, to identify BitTorrent activity. We
conclude in Section 5.

2 Previous Work

Prior work in identifying file-sharing traffic varies primarily in the information
used to do so. Several file-sharing detection tools have analyzed packet payload
(e.g., [9,20]), a method which will not survive encryption of packet contents
or might simply be infeasible due to performance or other limitations. Other
approaches utilize aggregate packet attributes, such as interstitial arrival times or
the presence of specific packet sequences (e.g., [22,8,2,24,3,10,11,12]). However,
in sufficiently large and busy networks, even this degree of packet analysis can
be problematic.

As a result, flows are increasingly used for various types of security anal-
ysis (e.g., [18,13]). Flows were originally specified by Partridge [15] for traffic
summarization, and have since been adopted by CISCO for traffic reporting.
NetFlow, the CISCO standard, uses timeouts to approximate TCP sessions, an
approach originally developed by Claffy et al. [1]. Since flow records do not con-
tain payload information, they are generally used for large-scale and statistical
analysis. Notably, Soule et al. [21] developed a classification method to cluster
flows, though they stopped short of mapping them to existing applications (or
types of applications).

Since their development, peer-to-peer file-sharing systems have become tar-
gets of filtering and detection efforts. Karagiannis et al. [5] showed that peer-to-
peer users increasingly evade detection by moving their traffic to alternate port
numbers. Studies conducted on BitTorrent and other peer-to-peer file-sharing
applications have examined the behavior of individual nodes (e.g., [4,23,7]) and
application networks (e.g., [19,17]), but have not compared the behaviors ob-
served to the behavior of more traditional services. Ohzahata et al. [14] developed
a method for detecting hosts participating in the Winny file-sharing application
by inserting monitoring hosts within the file-sharing network itself. Karagiannis
et al. [6] developed a general method for identifying applications called Blinc,
which uses various heuristics and interconnection patterns exhibited by groups
of nodes to identify services. In contrast, we focus on the flow characteristics
between a pair of nodes in isolation to identify the service in which they are
participating, and as such our approach is complementary. Nevertheless, we be-
lieve there is potential in combining our point-to-point analyses with Blinc’s on
interconnection patterns, and hope to investigate this in future work.

3 Application Classification

In this section, we describe the behaviors used to differentiate BitTorrent traffic
from other services. In Section 3.1 we describe a classification tree that we will
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use to classify flows into different types, and in Section 3.2 we describe the
intuition and formulation of our tests.

3.1 Simple Taxonomy

Our analyses use flow records; a flow is a sequence of packets with the same
addressing information (source and destination addresses, source and destination
ports, and protocol) which occur within a short time of each other [1]. A flow
record is a summary consisting of addressing, size and timing information about
the flow, but no payload. We will refer to fields of a flow record f with “dot”
notation (e.g., f.duration or f.bytes).

We restrict our data to TCP flows. Flow collection systems such as CISCO
NetFlow record TCP flags by ORing the flags of every packet. As a result,
flag distributions cannot be derived from multi-packet flow records, and certain
behaviors—notably whether an endpoint is the initiator or responder of the TCP
connection of which the flow represents one direction—are not discernible.

We divide flows into three categories: Short Flows, comprising three packets
or less; Messages, which are 4-10 packets but less than 2 kB in size; and File
Transfers, which are any flows longer than a Message. Figure 1 represents our
taxonomy as a decision tree and the categories that this tree covers.

Syn Only Failed Connection ¢
1-3 Pkts Ack Onl | Keep-Alive §
SA, R, RA Response
<2 kB Message
4-10 Pkts
>2 kB File Transfer
> 10 Pkts File Transfer

Fig. 1. Flow Classification Tree: The rules used on this tree assign each flow to a class

A Short Flow consists of three or fewer packets; since a complete TCP
session will require at least three packets, Short Flows indicate some error in
communication or anomaly in flow collection. Within Short Flows, we can acquire
more information by examining the TCP flags of the flow; we use the flags to
create three sub categories. A Failed Connection has a SYN flag and no ACKs.
A Keep-Alive has ACK flags only. Since flow recording is timeout-based, Keep-
Alives are recorded by the flow collector during long-lived sessions but currently
do not have any substantial impact on analysis. A Response consists of any
Short Flow whose flags imply a response from the TCP connection responder to
the initiator: a SYN-ACK, a RST-ACK or a RST. We do not consider the other
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TCP flags (e.g., PSH) significant in this analysis. As noted above, TCP flags are
OR’ed in flow records, and as a result we only use flags in the Short Flow case,
where the results are least ambiguous.

We define a Message as a flow consisting of 4-10 packets and with a total
size less than 2 kB. We assume that Messages represent the structured exchange
of service data between the source and destination. Example Messages include
HTTP requests and the control messages sent by BitTorrent. We assume that
Messages contain structured communication, as opposed to data intended for
the application’s users. Consequently, we expect that Messages will have fixed
sizes and that certain Messages (with specific sizes) will appear more often than
other ones.

We label any flow longer than 2 kB or 10 packets a File Transfer. We assume
that a File Transfer is the exchange of non-service-specific information between
two sites. We expect that certain services will tend to send shorter files than
others. For example, we expect that HT'TP servers will transfer less data than
BitTorrent peers typically, since HT'TP clients interact with users and therefore
need a rapid response time.

Table 1 is a log showing BitTorrent flows; in this log, we have labeled each flow
with its corresponding category. Of particular interest is the presence of repeated
Failed Connections (the 144-byte SYN-only packets) and the 276-byte Message
packets. Both of these behaviors will be used to construct tests in Section 3.2.

Table 1. Log of traffic and associated classification

Source|Destination|Packets| Bytes | Flags Start Time Class

Port Port F l S |A [ R

3584 6881 1637(1270926| |[x|x| [11/04/2005 21:09:33||File Transfer

3586 6881 5 276(x [x[x | [11/04/2005 21:09:36||Message

3619 6881 5 276|x |x|x | |11/04/2005 21:10:18||Message

3651 6881 5 276|x |x|x | |11/04/2005 21:11:01||Message

3701 6881 5 276|x |x|x [ |11/04/2005 21:12:04||Message

1290 6881 3 144 |x 11/04/2005 21:53:56||Failed Connection

2856 6881 5 636] |x|x| [11/04/2005 22:33:11||Message

3916 6881 5 276|x |x|x | [11/04/2005 23:03:44||Message

4178 6881 5 636| |x|x| |11/04/2005 23:12:01||Message

4884 6881 3 144| |x 11/04/2005 23:32:05||Failed Connection
3.2 Tests

In this section, we describe four tests for characterizing the flows generated by
various services. Each test is performed on a log of flow records bearing the same
source and destination, and hence are unidirectional. We rely on unidirectional
flows for three reasons. First, CISCO NetFlow is reported unidirectionally; i.e.,
each direction of a connection is reported in a different flow. Second, on a network
with multiple access points, there is no guarantee that entry and exit traffic



