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Preface

We are delighted to welcome the attendees of the Fourth International Work-
shop on Digital Watermarking (IWDW). Watermarking continues to generate
strong academic interest. Commercialization of the technology is proceeding at
a steady pace. We have seen watermarking adopted for DVD audio. Fingerprint-
ing technology was successfully used to determine the source of pirated video
material. Furthermore, a number of companies are using watermarking as an
enabling technology for broadcast monitoring services. Watermarking of digital
cinema content is anticipated. Future applications may also come from areas un-
related to digital rights management. For example, the use of watermarking to
enhance legacy broadcast and communication systems is now being considered.
IWDW 2005 offers an opportunity to reflect upon the state of the art in digital
watermarking as well as discuss directions for future research and applications.

This year we accepted 31 papers from 74 submissions. This 42% acceptance
rate indicates our commitment to ensuring a very high quality conference. We
thank the members of the Technical Program Committee for making this possible
by their timely and insightful reviews. Thanks to their hard work this is the first
IWDW at which the final proceedings are available to the participants at the
time of the workshop as a Springer LNCS publication.

This year’s program reflects all the major interests of the watermarking com-
munity. The accepted papers cover a full range of topics, including robust and
fragile watermarking, steganography and steganalysis, security and attacks, and
fingerprinting and benchmarking. These papers address the theoretical and prac-
tical issues that we felt to be of broad interest to our community. Moreover, this
year we will also have a very relevant special session on foundational and prac-
tical aspects of watermarking security.

Finally, this year’s workshop is special since it is the first installment of
IWDW to be held outside of Korea. It is our aim that future IWDW workshops
will rotate between locations in Asia, Europe and the Americas. We hope you
will find the workshop useful and enjoyable, and we look forward to meeting you
again in the context of IWDW.

Welcome to IWDW 2005 in Siena!

July 2005 Ingemar Cox
Ton Kalker

Hyoung Joong Kim

Mauro Barni
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A New Approach to Estimating Hidden Message
Length in Stochastic Modulation Steganography

Junhui He!, Jiwu Huang!*, and Guoping Qiu?

! School of Information Science and Technology,
Sun Yat-sen University, Guangzhou, China, 510275
isshjw@zsu.edu.cn
2 School of Computer Science, University of Nottingham, NG8 1BB, UK

Abstract. Stochastic modulation steganography hides secret message
within the cover image by adding a weak noise signal with a speci-
fied probabilistic distribution. The advantages of stochastic modulation
steganography include high capacity and better security. Current ste-
ganalysis methods that are applicable to the detection of hidden message
in traditional least significant bit (LSB) or additive noise model based
steganography cannot reliably detect the existence of hidden message in
stochastic modulation steganography. In this paper, we present a new
steganalysis approach which can reliably detect the existence and accu-
rately estimate the length of hidden message in stochastic modulation
steganography. By analyzing the distributions of the horizontal pixel dif-
ference of the images before and after stochastic modulation embedding,
it is shown that for non-adaptive steganography, the distribution of the
stego-image’s pixel difference can be modeled as the convolution of the
distribution of the cover image’s pixel difference and that of the quan-
tized stego-noise difference, and that the estimation of the hidden mes-
sage length in stochastic modulation can be achieved by estimating the
variance of the stego-noise. To estimate the variance of the stego-noise,
hence determining the existence and the length of hidden message, we
first model the distribution of the cover image’s pixel difference as a gen-
eralized Gaussian and estimate the parameters of the distribution using
grid search and Chi-square goodness of fit test, and then exploit the re-
lationship between the distribution variance of the cover image’s pixel
difference and that of the stego-noise difference. We present experimental
results to demonstrate that our new approach is effective for steganalyz-
ing stochastic modulation steganography. Our method provides a general
theoretical framework and is applicable to other non-adaptive embedding
algorithms where the distribution models of the stego-noise are known
or can be estimated.

1 Introduction

Steganography [1] conceals the occurrence of communication by embedding mes-
sage into the cover medium such as an image, an audio recording, or a video film

* Correspondence author.

M. Barni et al. (Eds.): IWDW 2005, LNCS 3710, pp. 1-14, 2005.
© Springer-Verlag Berlin Heidelberg 2005
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and has received much attention in secret communication. Image is one of the
most important cover media for steganography.

To be useful, a steganographic system should be able to provide a relatively
high capacity of information hiding. At the same time, the embedded secret mes-
sage should be undetectable. If the existence of secret message can be detected
by an attacker with a probability higher than random guessing, the correspond-
ing steganography technique is considered to be invalid. Similar to cryptography,
steganography techniques may suffer from many active or passive attacks (re-
ferred as steganalysis [2]) such as detecting the existence of hidden message,
searching the steganography key or estimating the secret message length.

The LSB-based steganography is one of the conventional techniques capable
of hiding a long secret message in the cover image without introducing percep-
tible distortions. It works by replacing the LSBs of sequentially or randomly
selected pixels in the cover image with the secret message bits. The ways in
which pixels are selected are usually determined by a secret key. Without the
knowledge of this key, it is difficult for an attacker to extract the embedded
message.

Many steganography tools using LSB-based steganography techniques, in-
cluding Steghide, S-Tools, Steganos, SteganoDos, Winstorms, etc., are available
on the Internet'. In recent years, LSB-based steganography has been widely in-
vestigated and many steganalytic approaches, such as Chi-square statistical at-
tack [3], generalized Chi-square statistical attack [4], Regular-Singular method
[5], detection based on difference histogram [6] and Sample Pairs analysis [7],
have been proposed. These steganalysis methods can detect hidden message with
high reliability or accurately estimate the length of secret message embedded
with LSB-based steganography.

However, there are some more advanced steganograhpy algorithms, exam-
ples including, Hide [8], the spread spectrum image steganography (SSIS) [9],
and the stochastic modulation steganography [10], are robust against most of
the steganalysis methods mentioned above. These techniques, referred to as ad-
ditive noise steganography in this paper, hide secret message in the cover image
by adding stego-noise with a specific probabilistic distribution and have better
security.

With the advance of research in steganalysis, Hide and SSIS steganogra-
phy have been successfully steganalyzed by neighbor colors histogram (NCH)
analysis [11] and histogram characteristic function center of mass (HCF-COM)
analysis [12], respectively. The NCH method counts the number of neighbors of
each unique color in the image to reliably detect the existence of hidden mes-
sage in Hide steganography. However, it is only applicable to the images that
do not have a large number of unique colors. If the cover image is grayscale
or high quality color image, this attack works less reliably and may have high
false positives. The HCF-COM method shows that some additive noise embed-
ding methods are equivalent to low pass filtering the cover image’s histogram
and builds a classifier which performs very well on SSIS. However, the method

! http://www. stegoarchive.com
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needs proper choice of training images and it may be hard or impractical to
find a universal threshold for a sufficiently wide class of images. According to
the principles of these two steganalysis methods, it will be extremely difficult
for them to accurately estimate the secret message length in stochastic modula-
tion steganography. Although a steganalytic technique based on the analysis of
translation coefficients between the pixel difference histograms and capable of
estimating the secret message length in LSB steganography has been proposed
in [6], it may not be directly applicable to the steganalysis of additive noise
steganography.

* In this paper, we propose a new steganalysis method for reliably detecting the
existence and for accurately estimating the length of secret message embedded
with stochastic modulation steganography. We model the distribution of the
cover image’s pixel difference as generalized Gaussian, and model the distribution
of the stego-image’s pixel difference as the convolution of the distribution of the
cover image’s pixel difference and that of the quantized stego-noise difference.
We estimate the generalized Gaussian’s parameters using grid search and Chi-
square goodness of fit test, and estimate the variance of the stego-noise which
in turn determines the length of hidden message by exploiting the relationship
between the distribution variance of the cover image’s pixel difference and that
of the quantized stego-noise difference. We present experimental results which
show that the proposed method is effective.

The rest of this paper is organized as follows. In Sect. 2, we first briefly
review the stochastic modulation steganography, we then discuss the statistical
models of the image’s pixel difference before and after message embedding, and
finally, we describe the estimation of the length of the hidden message in detail.
Experimental results and analysis are given in Sect. 3. We conclude our work in
Sect. 4.

2 Steganalysis of Stochastic Modulation

It is known that the pixel difference histogram of natural image can be modeled
as a generalized Gaussian distribution (GGD) [13]. However, this may be not true
for the distribution of the stego-image’s pixel difference due to the stego-noise
added by steganography. For the stochastic modulation steganography, we may
assume that the stego-noise is independent from the cover image. Therefore, the
distribution of stego-image’s pixel difference is a convolution of the probabilistic
distribution of the stego-noise difference and that of the cover image’s pixel
difference. Based on the independence assumption, we will derive an estimator
to estimate the hidden message length through the following subsections.

Let {ci;} and {s;;} denote the cover image and the stego-image, respec-
tively, where ¢;; € {0,---,255}, s;; € {0,---,255}, i € {1,---,M} and
Jj € {1,---,N}. The message my (k = 1,---,K, where K denotes the abso-
lute length of secret message in bits) consists of a binary random sequence and
my € {+1,—1}. Let n;; denote the stego-noise, which will be rounded off to
the quantized stego-noise z; ; during embedding. The random variables Ees &5 &
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and &, model the cover image’s pixel ¢; j, the stego-image’s pixel s; ;, the stego-
noise n;,; and the quantized stego-noise z; ;. Similarly, the cover image’s pixel
difference dc; ;, the stego-image’s pixel difference ds; ;, the stego-noise difference
dn;;, and the quantized stego-noise difference dz; ; are modeled as samples of
the random variables d€., d&s, d¢, and d§,.

2.1 Stochastic Modulation Steganography

Stochastic modulation steganography [10] adds stego-noise with a specific prob-

ability distribution in the cover image to embed the secret message. A steganog-

raphy capacity as high as 0.8 bpp (bits per pixel) may be achieved with the

use of a special parametric parity function. The parametric parity function

p(Cij,2ij) used in stochastic modulation steganography is required to satisfy

the anti-symmetric property for c; j, i.e. p(ci; + 2i5, 21,;) = —p (ci5 — 25 2i,4)

(2i,5 # 0). The definition of the parity function proposed in [10] is given as fol-

lows.

(—l)ci'j+zi'j if 2,5 > 0,

0 if 24,5 = 0.

(b). Ifci; & [1,225], p(cij, 2i,;) can be computed according to the anti-
symmetric property and the above item (a).

(a). If ¢ij € [1,227;,]'], p(Ci,j,Z‘;,j) =

The embedding procedure of stochastic modulation is described as below.

(1). Sequential or random visiting path and the stego-noise n;, j are gen-
erated using a secret key.
(2). For each pixel ¢;; along the visiting path, one sample n;; of the
stego-noise &y, is rounded off to an integer z; ;. If z;.j = 0, the pixel
¢i,; is skipped and move to the next pixel in the visiting path, at
the same time, the next stego-noise sample is input and rounded; If
zi.j # 0, the pixel ¢; ; will be modified according to the value of the
parity function, i.e.
if plei; + zi5.2i5) = mp then s;; =ci; + 2,
elseif p(cij + 2ij,2,;) = —my then s;; =c¢;; — 2.
During the embedding process, those pixels which may fall out of the range
[0,255] will be truncated to the nearest value in this range with the desired
parity.

2.2 Statistical Model of Difference

In this article, the distributions of the horizontal difference of images and stego
noise are studied. The definitions of horizontal difference are given by (1).
dei,j = Cij = Cijt1
dSi,j = 84,7 — si,j+1 5 (1)
dni; = nij — Nije1

dzij = 2ij — Zij+1 »



