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Preface

AS GLOBAL NETWORKS EXPAND the interconnection of the world, the smooth operation
of communication and computing systems becomes vital. However, recurring events such as virus
and worm attacks and the success of criminal attackers illustrate the weaknesses in current
information technologies and the need for heightened security of these systems.

The immediate need for organizations to protect critical information assets continues to increase.
In an attempt to secure current systems and networks, organizations must draw on the pool of current
information security practitioners. These same organizations will count on the next generation of
professionals to have the correct mix of skills and experiences to develop more secure computing
environments in the future. Improved texts with supporting materials along with the efforts of college
and university faculty are needed to prepare students of technology to recognize the threats and
vulnerabilities present in existing systems and to learn to design and develop the secure systems
needed in the near future.

The purpose of this textbook is to fill the need for a quality academic textbook in the discipline
of Information Security. While there are dozens of quality publications on information security and
assurance oriented to the practitioner, there is a dramatic lack of textbooks that provide the student
with a balance between security management and the technical components of security. By creating a
book specifically oriented toward Information Systems students, we hope to close this gap.
Specifically, there is a clear need for Information Systems, Criminal Justice, Political Science,
Accounting Information Systems, and other disciplines to gain a clear understanding of the
foundations of Information Security, the principles on which managerial strategy can be formulated
and from which technical solutions can be selected. The fundamental tenet of this textbook is that
Information Security in the modern organization is a problem for management to solve and not a
problem of that technology alone can answer—a problem that has important economic consequences
and for which management will be held accountable.

Approach

The book provides a broad review of the entire field of information security, background on
many related elements, and enough detail to facilitate understanding of the field. It covers the
terminology of the field, the history of the field, and an overview of how to manage an information
security program. In short, it is “an inch deep and a mile wide”.

Certified Information Systems Security Professionals Common Body of Knowledge
—Because the authors are Certified Information Systems Security Professionals (CISSP), the CISSP
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knowledge domains have had an influence in the design of the text. Although care was taken to avoid
producing another CISSP study guide, the author’s backgrounds' have resulted in a treatment that
ensures that much of the CISSP Common Body of Knowledge (CBK) has been integrated into the
text to some degree.

Chapter-Opening Scenarios— Each chapter opens with a short story that follows the same
fictional company as it encounters some of the issues of information security. The discussion
questions that accompany each scenario give the student and the instructor the opportunity to discuss
the issues that underlay the content.

Off line and Technical Details Boxes— These sections highlight interesting topics and detailed
technical issues, giving the student the option of delving into topics more deeply. Chapters include
the Offline and Technical Details boxes as needed.

Hands-On Learning— At the end of each chapter, students find a Chapter Summary and
Review Questions as well as Exercises and Case Exercises, which give them the opportunity to
examine the information security arena outside the classroom. Using the Exercises, the student can
research, analyze and write to reinforce learning objectives and deepen their understanding of the text.
With the Case Exercises, students use professional judgment, powers of observation, and elementary

research, to create solutions for simple information security scenarios.

Author Team

Michael Whitman and Herbert Mattord have jointly developed this text to merge knowledge
from the world of academic study with practical experience from the business world.

Michael Whitman, Ph.D., CISSP is an Associate Professor of Information Systems in the
Computer Science and Information Systems Department at Kennesaw State University, Kennesaw,
Georgia, where he is also the Director of the Masters of Science in Information Systems and the
Director of the KSU Center for Information Security Education and Awareness
(infosec.kennesaw.edu). Dr. Whitman is also the coordinator for the department’s Certificate in
Information Security and Assurance. Dr. Whitman is an active researcher in Information Security,
Fair and Responsible Use Policies, Ethical Computing and Information Systems Research Methods.
He currently teaches graduate and undergraduate courses in Information Security, Local Area
Networking, and Data Communications. He has published articles in the top journals in his field,
including Information Systems Research, the Communications of the ACM, Information and
Management, the Journal of International Business Studies, and the Journal of Computer
Information Systems. He is an active member of the Georgia Electronic Commerce Association’s
Information Security Working Group, the Association for Computing Machinery and the Association
for Information Systems. Dr. Whitman is also currently co-authoring a Lab Manual, “The Hands-On
Information Security Lab Manual,” to be published by Thomson Learning Custom Publishing.

Herbert Mattord, M.B.A. CISSP recently completed 24 years of IT industry experience as an
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application developer, database administrator, project manager, and information security practitioner
to join the faculty as Kennesaw State University. During his career as an IT practitioner, he has been
an adjunct professor at Kennesaw State University, Southern Polytechnic State University in Marietta,
Georgia, Austin Community College in Austin, Texas, and Southwest Texas State University in San
Marcos, Texas. He currently teaches undergraduate courses in Information Security, Data
Communications, Local Area Networks, Database Technology, Project Management, and Systems
Analysis & Design. He was formerly the Manager of Corporate Information Technology Security at
Georgia-Pacific Corporation, where much of the practical knowledge found in this textbook was
acquired.

Structure

Principles of Information Security is structured to follow a model called the Security Systems
Development Life Cycle (or SecSDLC). This structured methodology can be used to implement
information security in an organization that has little or no formal information security measures in
place and can also serve as a method to improve established information security programs. The
SecSDLC provides a solid framework very similar to that used in application development, software
engineering, traditional systems analysis and design, and networking. The use of a structured
methodology provides a supportive but not overriding theme that will guide instructors and students
through an examination of the various components of the information domains of information
security. To serve this end, this textbook is organized into seven sections, twelve chapters and an
Appendix.

Section |—Introduction

Chapter 1—Introduction to Information Security

This opening chapter establishes the foundation for understanding the broader field of
Information Security. This is accomplished by defining key terms, explaining essential concepts, and
providing a review the origins of the field and its impact on the understanding of Information
Security.

Section lI-—Security Investigation Phase

Chapter 2—The Need for Security

Chapter 2 examines the business drivers behind the security analysis design process. It examines
current organization and technology needs of security, emphasizing and building on the concepts
presented in Chapter 1. One principle concept is that information security is primarily an issue of
management, not technology. Best practices apply technology only after considering the business
needs.
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The chapter also examines the various threats facing organizations and presents the process of
ranking these threats to provide relative priority as the organization begins the security planning
process. The chapter continues with a detailed examination of the types of attacks that could occur
from these threats, and how they could impact the organization’s information and systems. The
chapter concludes with a further discussion of the key principles of information security, some of
which were introduced in Chapter 1: confidentiality, integrity, availability, authentication and
identification, authorization, accountability, and privacy.

Chapter 3—Legal, Ethical and Professional Issues in Information Security

As a fundamental part of the SecSDLC investigation process, a careful examination of current
legislation, regulation, and common ethical expectations of both national and international entities
provides key insights into the regulatory constraints that govern business. This chapter examines
several key laws that shape the field of Information Security, and presents a detailed examination of
computer ethics necessary to better educate those implementing security. Although ignorance of the
law is no excuse, it’s considered better than negligence (knowing and doing nothing). This chapter
also presents several legal and ethical issues that are commonly found in today’s organizations, as
well as formal and professional organizations that promote ethics and legal responsibility.

Section Ill—Security Analysis

Chapter 4—Risk Management: Identifying and Assessing Risk

Before the design of a new security solution can begin, the seéurity analysts must first
understand the current state of the organization and its relationship to security. Does the organization
have any formal security mechanisms in place? How effective are they? What policies and
procedures have been published to the security managers and end users? This chapter examines the
processes necessary to conduct a fundamental security assessment by describing the procedures for
identifying and prioritizing threats and assets, and identifying what controls are in place to protect
these assets from threats. The chapter also provides a discussion of the various types of control

mechanisms available and identifies the steps involved in preparing for the initial risk assessment.

Chapter 5—Risk Management: Assessing and Controlling Risk

As a conclusion to the analysis phase, Chapter 5 presents a thorough examination of the process
of risk management. Risk management is the process of identifying, assessing, and reducing risk to
an acceptable level and implementing effective control measures to maintain that level of risk. The
chapter begins with a discussion of risk analysis and continues through various types of feasibility
analyses. Finally the chapter examines quantitative and qualitative assessment measures and
evaluation of security controls.
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Section [V—Logical Design

Chapter 6—Blueprint for Security

As the first chapter in the logical design phase, Chapter 6 presents a number of widely accepted
security models and frameworks. It examines best business practices and standards of due care and
due diligence,.and offers an overview of the development of security policy. This chapter details the
major components, scope, and target audience for each of the levels of security policy. This chapter
also explains data classification schemes, both military and private, as well as the security education
training and awareness (SETA) program. The chapter concludes with an overview of logical

technologies that aid in the design of an effective security blueprint.

Chapter 7—Planning for Continuity

Chapter 7 continues with the logical design scheme in two important areas. First, the chapter
examines the planning process that supports business continuity, disaster recovery, and incident
response. The chapter describes the organization’s role and when the organization should involve
outside law enforcement agencies. Second, the chapter examines the integration of security into the
traditional systems development life cycle, to ensure that systems developéd in-house comply with
the desired security profile,

SECTION V—Physical Design

Chapter 8—Security Technology

Supporting the transition from logical to physical design, Chapter 8 outlines the specific security
technologies that an organization can select to support security efforts. Topics include firewalls,
intrusion detection systems, honey pots, security protocols, virtual private networks (VPNs), and
cryptography.

Appendix A—Cryptography

The appendix to Chapter 8 provides additional detail on the history, composition, and function
of modern cryptosystems. The appendix focuses on how these algorithms work and how they are
used. It also presents a number of protocols used in modern data communications that rely on
cryptographic algorithms.

Chapter 9—Physical Security

As a vital part of any information security process, physical security is concerned with the
management of the physical facilities, the implementation of physical access control, and the
oversight of environmental controls. From designing a secure data center to the relative value of
guards and watchdogs to the technical issues of fire suppression and power conditioning, Chapter 9

examines as special considerations for physical security threats.
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Section VI—implementation

Chapter 10—Implementing Security

Chapter 10 examines the elements critical to implementing the design created in the previous
stages. Key areas in this chapter include the bull’s-eye model for implementing information security
and a discussion of whether an organization should outsource each component of security. Change
management, program improvement, and additional planning for the business continuity efforts are
also discussed.

Chapter 11—Personnel Security

The next area in the implementation stage addresses people issues. Chapter 11 examines both
sides of the personnel coin: security personnel and security of personnel. It examines staffing issues,
professional security credentials, and the implementation of employment policies and practices. The
chapter also discusses how security policy affects, and is affected by, consultants, temporary workers,
and outside business partners.

Section Vil—Maintenance and Change

Chapter 12—Information Security Maintenance

Last and most important is the discussion on maintenance and change. Chapter 12 presents the
ongoing technical and administrative evaluation of the security program. This chapter explores
ongoing risk analysis, risk evaluation, and measurement, all of which are part of risk management.
The special considerations needed for the varieties of vulnerability analysis needed in the modern
organization are explored from Internet penetration testing to wireless network risk assessment.

Instructor Resources

A variety of teaching tools have been prepared to support this textbook and offer many options
to enhance the classroom learning experience:

Electronic Instructor’s Manual —The Instructor’s Manual includes suggestions and strategies
for using this text, such as suggestions for lecture topics. The Instructors Manual also includes
answers to the review questions and suggested solutions to the exercises at the end of each chapter.

Figure Files — Figure Files allow instructors to create their own presentations using figures
taken from the text.

PowerPoint Presentations — This book comes with Microsoft PowerPoint slides for each
chapter. These are included as a feaching aid for classroom presentation, to make available to
students on the network for chapter review, or to be printed for classroom distribution. Instructors can
add their own slides for additional topics they introduce to the class.

Lab Manual — Thomson Learning Custom Publishing is producing a lab manual to accompany
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this book, which is written by one of the authors: The Hands-On Information Security Lab Manual
(ISBN 0-759-31283-4), The lab manual provides hands-on security exercises on footprinting,
enumeration, and firewall configuration, as well as a number of detailed exercises and cases that
supplement the book as a laboratory component or as in-class projects. Contact your Course
Technology sales representative for more information.

ExamView —ExamView®, the ultimate tool for objective-based testing needs. ExamView ®is a
powerful objective-based test generator that enables instructors to create paper, LAN or Web-based
ltests from testbanks designed specifically for their Course Technology text. Instructors can utilize the
ultra-efficient QuickTest Wizard to create tests in less than five minutes by taking advantage of
Course Technology’s question banks, or customize their own exams from scratch.
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