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Preface

SAC 2003 was the tenth in a series of annual workshops on Selected Areas in
Cryptography. This marked the third time that the workshop had been held at
Carleton University in Ottawa with previous workshops being held there in 1995
and 1997. The intent of the SAC workshops is to provide a relaxed atmosphere in
which researchers in cryptography can present and discuss new work on selected
areas of current interest.

The themes for the SAC 2003 workshop were:

— design and analysis of symmetric key cryptosystems,

— primitives for symmetric key cryptography, including block and stream ci-
phers, hash functions, and MACs,

— efficient implementation of cryptographic systems in public and symmetric
key cryptography,

— cryptographic solutions for Web services security,

— cryptography and security of trusted and distributed systems.

A total of 85 papers were submitted to SAC 2003, two of which were subse-
quently withdrawn. After a review process that had all papers reviewed by at
least three referees, 25 papers were accepted for presentation at the workshop.
We would like to thank all of the authors who submitted papers, whether or
not those papers were accepted, for submitting their high-quality work to this
workshop.

As well, we were fortunate to have the following two invited speakers at SAC
2003:

— Nicolas Courtois (Schlumberger Smart Cards)
Algebraic attacks and design of block ciphers, stream ciphers, and multivari-
ate public key schemes

— Virgil D. Gligor (University of Maryland)
Cryptolight: Perspective and Status

SAC 2003 was memorable for all those involved, not only because of the
quality of the technical program, but also because of the massive power blackout
that occurred. On August 14, 2003 much of the eastern part of the United States,
and most of the province of Ontario were plunged into darkness. The city of
Ottawa was without power from about 4:00 pm on August 14 through most of
the day on August 15. Despite the lack of power, the workshop carried on in an
“unplugged” format with all remaining talks presented in a makeshift lecture
hall using chalk and blackboards. The staff of the Tour and Conference Centre
at Carleton University deserve special recognition for helping the chairs make
alternate arrangements to deal with the blackout. We would also like to thank
all SAC attendees and, in particular, the presenters who persevered and made
SAC 2003 a success, despite the trying circumstances.



VI Preface

We appreciate the hard work of the SAC 2003 Program Committee. We
are also very grateful to the many others who participated in the review pro-
cess: Gildas Avoine, Florent Bersani, Alex Biryukov, Eric Brier, Jean-Sebastien
Coron, Joan Daemen, Christophe De Canniere, Jean-Francois Dhem, Zhi (Judy)
Fu, Virgil Gligor, Florian Hess, Don Johnson, Pascal Junod, Hans-Joachim
Knobloch, Joe Lano, John Malone-Lee, Tom Messerges, Jean Monnerat, Svetla
Nikova, Dan Page, Pascal Paillier, Matthew Parker, Holger Petersen, Michael
Quisquater, Havard Raddum, Christophe Tymen, Frederik Vercauteren, and
Michael Wiener. We apologize for any unintended errors or omissions in this
list.

We are also appreciative of the financial support provided by Carleton Uni-
versity, Cloakware Corporation, Entrust, Inc., Mitsubishi Electric, and Queen’s
University Kingston.

Special thanks are due to Sandy Dare for providing administrative assistance
and to the local arrangements committee consisting of Mike Just, Tao Wan, and
Dave Whyte for their help.

On behalf of all those involved in organizing the workshop, we thank all the
workshop participants for making SAC 2003 a success!

January 2004 Mitsuru Matsui and Robert Zuccherato
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Low Cost Security: Explicit Formulae
for Genus-4 Hyperelliptic Curves

Jan Pelzl, Thomas Wollinger, and Christof Paar

Department of Electrical Engineering and Information Sciences
Communication Security Group (COSY)
Ruhr-Universitdt Bochum, Germany
{pelzl,wollinger,cpaar}@crypto.rub.de

Abstract. It is widely believed that genus four hyperelliptic curve cryp-
tosystems (HECC) are not attractive for practical applications because
of their complexity compared to systems based on lower genera, espe-
cially elliptic curves. Our contribution shows that for low cost security
applications genus-4 hyperelliptic curves (HEC) can outperform genus-2
HEC and that we can achieve a performance similar to genus-3 HEC.
Furthermore our implementation results show that a genus-4 HECC is
an alternative cryptosystem to systems based on elliptic curves.

In the work at hand we present for the first time explicit formulae for
genus-4 HEGC, resulting in a 60% speed-up compared to the best pub-
lished results. In addition we implemented genus-4 HECC on a Pentium4
and an ARM microprocessor. Our implementations on the ARM show
that for genus four HECC are only a factor of 1.66 slower than genus-2
curves considering group order =~ 2'°°. For the same group order ECC
and genus-3 HECC are about a factor of 2 faster than genus-4 curves
on the ARM. The two most surprising results are: 1) for low cost secu-
rity application, namely considering an underlying group of order 228,
HECC with genus 4 outperform genus-2 curves by a factor of 1.46 and
has similar performance to genus-3 curves on the ARM and 2) when
compared to genus-2 and genus-3, genus-4 HECC are better suited to
embedded microprocessors than to general purpose processors.

Keywords: Hyperelliptic curves, genus four, explicit formulae, efficient
implementation, low cost security, embedded application, comparison
HECC vs. ECC

1 Introduction

It is widely recognized that data security will play a central role in the design
of future IT systems. One of the major tools to provide information security is
public-key cryptography. Additionally, one notices that more and more IT ap-
plications are realized as embedded systems. In fact, 98% of all microprocessors
sold today are embedded in household appliances, vehicles, and machines on fac-
tory floors [9, 3], whereas only 2% are used in PCs and workstations. Embedded

M. Matsui and R. Zuccherato (Eds.): SAC 2003, LNCS 3006, pp. 1-16, 2004.
© Springer-Verlag Berlin Heidelberg 2004



2 Jan Pelzl et al.

processors have a 100 — 1000 times lower computational power than conven-
tional PCs. In addition to many other challenges, the integration of security and
privacy in the existing and new embedded applications will be a major one.

Since the invention of public-key (PK) cryptography in 1976, three dif-
ferent variants of PK cryptosystems of practical relevance have been intro-
duced, namely cryptosystems based on the difficulty of integer factorization
(e.g- RSA [36]), solving the discrete logarithm problem in finite fields (e.g. Diffie-
Hellman [6]), and the discrete logarithm problem (DLP) in the group of points
of an elliptic curve (EC) over a finite field [29, 17]. Hyperelliptic curve cryptosys-
tems (HECC) are a generalization of elliptic curve cryptosystems (ECC) that
were suggested in 1988 for cryptographic applications [18].

Considering the implementation aspects of the three public-key variants, one
notices that a major difference is the bit-length of the operands. It is widely
accepted that for commercial applications one needs 1024-bit operands for RSA
or Diffie-Hellman. In the case of ECC or HECC applications, a group order of
size ~ 2190 is believed to be sufficient for moderate long-term security. In this
contribution we consider genus-4 HECC over F, and therefore we will need at
least 4 -log, ¢ ~ 2160, In particular, for these curves, we will need a field F, with
[Fq| ~ 240, i.e., 40-bit long operands. However, in many low cost and embedded
applications lower security margins are adequate. In practice, if a group order
of 2128 is sufficient, the operations can be performed with an operand length of
32-bit. Thus, the underlying field operations can be implemented very efficiently
if working with 32-bit microprocessors (e.g. ARM). It is important to point out
that the small field sizes and the resulting short operand size of HECC compared
to other cryptosystems makes HECC specially promising for the use in embedded
environments. We discuss the security of such curves in Section 4.2.

Our Contributions

The work at hand presents for the first time explicit formulae for genus-4 curves.
Genus-4 HECC did not draw a lot of attention in the past because they seem
to be far less efficient than genus-2 HECC, genus-3 HECC, and ECC. Our con-
tribution is a major step in accelerating this kind of cryptosystem and contrary
to common belief we were able to develop explicit formulae that perform the
scalar multiplication 72% and 60% faster than previous work by Cantor [5] and
Nagao [32], respectively.

Genus-4 HECC are well suited for the implementation of public-key cryp-
tosystems in constrained environments because the underlying arithmetic is per-
formed with relatively small operand bit-lengths. In this contribution, we present
our implementation of this cryptosystem on an ARM and a Pentium micropro-
cessor. We were able to perform a 160bit scalar multiplication in 172 msec on
the ARM@80MHz and in 6.9 msec on the Pentium4@1.8GHz. In addition, our
implementations show, that genus-4 HECC are only a factor of 1.66 and 2.08
slower than genus-2 and genus-3 curves considering group order of ~ 219 re-
spectively. Compared to ECC, the genus-4 HECC are a factor of 2 slower for the
same group order .
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Genus-4 HEC are well suited, especially for cryptographic applications with
short term security. Performing arithmetic with 32-bit operands only, genus-
4 HECC allow for a security comparable to of 128-bit ECC. We implemented
genus-4 HECC with underlying field arithmetic for 32-bit. In this case one is
able to perform arithmetic with only one word. Contrary to the general case,
the implementation of genus-4 curves in groups of order ~ 2128 outperform
genus-2 curves by a factor of about 1.5. Furthermore, our implementation shows
that, HECC with genus three and four have similar performance considering the
group order ~ 2128,

The remainder of the paper is organized as follows. Section 2 summarizes
contributions dealing with previous implementations and efficient formulae of
genus-4 HECC. Section 3 gives a brief overview of the mathematical back-
ground related to HECC and Section 4 considers the security of the implemented
HECCs. Sections 5 and 6 present our new explicit formulae for genus-4 curves
and methodology used for our implementation. Finally, we end this contribution
with a discussion of our results and some conclusions.

2 Previous Work

We will first summarize previous improvements on genus-4 HEC group opera-
tions and second introduce implementations published in earlier contributions.

Improvements to HECC Group Operations of Genus-4 HECC Can-
tor [5] presented algorithms to perform the group operations on HEC in 1987.
In recent years, there has been extensive research being performed to speed up
the group operations on genus two HECC [32, 16, 27, 30] [43, 23, 24, 25] and
genus three [32, 22, 34].

Only Nagao [32] tried to improve Cantor’s algorithm for higher genera.

Nagao evaluated the computational cost of the group operations by applying
the stated improvements for genus 2 < g < 10. The most efficient group addition
for genus-4 curves needs 21 + 289M/S or 31 + 286M/S (depending on the cost of
the field inversion compared to multiplications, one or the other is more efficient).
I refers to field inversion, M to field multiplication, S to field squaring, and M/S
to field multiplications or squarings, since squarings are assumed to be of the
same complexity as multiplications in these publications. For the computation
of a group doubling in genus-4 curves one has to perform 2I + 268M/S or 3I +
260M/S. Notice that the ideas proposed by [32] are used to improve polynomial
arithmetic.

Genus-4 HECC Implementations Since HECC were proposed, there have
been several software implementations on general purpose machines [21, 38] [42,
39, 27, 30, 22, 23] and publications dealing with hardware implementations of
HECC [46, 4]. Only very recently work dealing with the implementation of HECC
on embedded systems was published in [33, 34].
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Table 1. Execution times of recent HEC implementations in software

reference processor genus[field] tscalarmutt. in M|
21 Pentium@100MHz 4 |Faa: 1100
38 Alpha@467MHz 4 |Fou 96.6
Pentium-11Q300MHz 4 [Foa 10900
[39] |Alpha21164AG600MHz| 4 |Four 03

The results of previous genus-4 HECC software implementations are summa-
rized in Table 1. All implementations use Cantor’s algorithm with polynomial
arithmetic. We remark that the contribution at hand is the first genus-4 HECC
implementation based on explicit formulae.

3 Mathematical Background

The mathematical background described in this section is limited to the material
that is required in our contribution. The interested reader is referred to [19, 28,
20] for more details.

3.1 HECC and the Jacobian

Let F be a finite field, and let F be the algebraic closure of F. A hyperelliptic
curve C of genus g > 1 over F is the set of solutions (u,v) € F X F to the equation

C :v? + h(uw)v = f(u)

The polynomial h(u) € F[u] is of degree at most g and f(u) € F[u] is a monic
polynomial of degree 2g+ 1. For odd characteristic it suffices to let h(u) = 0 and
to have f(u) square free.

A divisor D = Y m;P;, m; € Z, is a finite formal sum of F—points. The set
of divisors of degree zero will be denoted by D°. Every rational function on the
curve gives rise to a divisor of degree zero and is called principal. The the set of
all principal divisors is denoted by P. We can define the Jacobian of C over F,
denoted by Jo(F) as the quotient group D°/P.

In [5] it is shown that the divisors of the Jacobian can be represented as
a pair of polynomials a(u) and b(u) with degb(u) < dega(u) < g, with a(u)
dividing b(u)? + h(u)b(u) — f(u) and where the coefficients of a(u) and b(u) are
elements of F [31]. In the remainder of this paper, a divisor D represented by
polynomials will be denoted by div(a, b).

3.2 Group Operations in the Jacobian

This section gives a brief description of the algorithms used for adding and dou-
bling divisors on Jc(F). Algorithm 1 describes the group addition. Doubling
a divisor is easier than general addition and therefore, Steps 1,2, and 3 of Algo-
rithm 1 can be simplified as follows:



