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Preface

The rapid increase in demand for high-speed broadband wireless networks has spurred
the development of new technologies in recent years. Worldwide Interoperability for
Microwave Access, known as WiMAX, is one of these technologies. WiMAX is based
on the IEEE 802.16 family of standards and offers flexible fixed and mobile wireless
solutions along with high-bandwidth services for extended distance coverage and a variety
of applications including support of an array of multimedia functions.

IEEE 802.16¢ is the most popular implementation of this standard; it defines a path
of evolution to support high throughput wireless technology for mobile systems. The
WiMAX mobile wireless standard, which was defined originally by the IEEE 802.16e-
2005 amendment, is now being deployed in more than 140 countries by more than 475
operators.

The 802.16 Medium Access Control (MAC) is designed to support high data transfer for
uplink and downlink communications between a base station and a large number of clients
for continuous and bursty traffic. WiMAX also supports significant flexible operations
across a wide range of spectrum allocation including both licensed and license-exempt
frequencies of 2 to 11 GHz. It provides an access system which is based on a request-grant
mechanism designed to support service requirements, scalability and efficiency. Along
with the bandwidth allocation task, the IEEE 802.16 access mechanism provides a sublayer
designed to support privacy and authentication for network access and establishment of
connection.

Quality of Service (QoS) is an important factor in WiMAX technologies. WiIMAX can
provide QoS for wireless broadband communications over an extended coverage area
for real-time delay-sensitive applications such as Voice over IP and real-time streaming
in stationary or mobile environments. It offers different access methods for different
classes of traffic. The 802.16e protocol is a connection-oriented medium access control
with service flows as well as a grant-based system which allows centralized control and
eliminates overheads and delay of acknowledgements. This in turn provides an effective
QoS handling which is fundamentally different from connectionless wireless protocols
such as IEEE 802.11. The IEEE 802.16 grant-based MAC can react to QoS requests in
real time which reduces the workload of the base stations and produces lower overheads
since connections are aggregated.

Additionally, in order to guarantee the QoS of competing services, the fragmentation of
the 802.16 Protocol Data Units allows for very large Service Data Units to be sent across
frame boundaries. OFDM and OFDMA also provide error correction and interleaving in
order to improve QoS. Furthermore, the adaptive modulation techniques used in WiMAX
technology result in extended wireless distance coverage areas.
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Security is also an important feature of WiMAX and was included in the 802.16 protocol
after the failures that restricted the early IEEE 802.11 networks. Security is handled by
a privacy sublayer within the WiMAX MAC. WiMAX provides a flexible means for
authenticating subscriber stations and users in order to prevent unauthorized use. The
802.16 protocol provides several mechanism designed to protect the service provider and
the customer from unauthorized information disclosure.

‘WiMAX Security and Quality of Service: An End-to-End Perspective’ is a collection
of carefully selected articles by researchers with extensive experience with WiMAX.
Determining how to provide QoS and security for different applications is a significant
issue and the aim of this book is to provide readers with an in-depth discussion of security
and QoS considerations in WiMAX based communications. Many books and articles have
addressed WiMAX and the IEEE 802.16e protocol, but an end-to-end prospective on
security and QoS has been missing. This book is split into four parts. Part A introduces an
overview of the end-to-end WiMAX architecture, its protocols and system requirements.
Three chapters in Part B discuss security issues in WiMAX, while in Part C five chapters
examine QoS in detail. Advanced topics on WiMAX architecture, resource allocation,
mobility management and interfacing WiFi and WiMAX are discussed in Part D.

Part A: Introduction

Chapter 1 provides an overview of end-to-end WiMAX network architecture. The objec-
tive of this chapter is to discuss the detail of different wireless communications tech-
nologies, mobile WiMAX, radio interface specifications for WiMAX, different interface
specifications and various interoperability issues of WiMAX networks, as well as inter-
operability among the different WiMAX network vendors.

Part B: Security

Chapter 2 analyzes WiMAX security as defined in the different released versions of the
IEEE 802.16 standards. It provides an overview of the WiMAX 802.16 networks and
discusses the main security requirements to be met by a standard for broadband access. It
then describes the security mechanisms that are to be guaranteed by the security sublayer
and describes the weaknesses revealed in the initial versions, namely those related to fixed
WiMAX. In this chapter, the security amendments made in the recent versions of mobile
WiMAX are described and analyzed.

Key management in 802.16e is an important security issue and is discussed in Chapter 3.
This chapter focuses specifically on the key management scheme of 802.16. Key deriva-
tion procedures and the key hierarchy of PKM version 2 are examined and discussed
thoroughly. The weaknesses and countermeasures are identified and analyzed. Some com-
parisons with IEEE 802.11i and Third Generation (3G) mobile networks standards are
also provided.

In Chapter 4, WiMAX network security is examined. The analysis is based on WiMAX
Forum specification 1.2 and focuses on the standards, technical challenges the solutions
for the issues of; 1) integration of authentication techniques and management of AAA
(Authorization, Authentication, Accounting); 2) IP addressing and networking issues; and
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3) distribution of the QoS parameters. These topics are analyzed from the perspective of
the network manager and the interaction between the access network and the back-end.

Part C: Quality of Service

Chapter 5 focuses on cross-layer QoS architecture, highlighting both PMP and mesh topol-
ogy aspects and the differences between them. Each type of topology presents a different
means of obtaining QoS; however other important elements such as bandwidth alloca-
tion scheduling and call admission control algorithms are left to vendor implementation.
This deficiency with reference to the MAC and PHY layers as well as other important
issues are discussed in this chapter. The challenges for WIMAX QoS are also discussed,
focusing the future of QoS in the IP world for multimedia applications.

QoS in Mobile WiMAX is addressed in Chapter 6. Here, QoS management in WiMAX
networks is discussed. The analysis focuses on demonstrating how mobile WiMAX tech-
nology offers continuity of services while providing enhanced QoS guarantees in order to
meet subscribers’ demands. The architectural QoS requirements that have to be fulfilled
during subscribers’ mobility and the mechanisms constructed by the Mobile WiMAX
network to provide QoS are discussed in this chapter. Service flow, the ‘connection-
oriented’ nature of the MAC layer, the bandwidth request, and allocation procedures and
the scheduling service are also examined.

Mobility Management in WiMAX Networks is addressed in Chapter 7. The authors dis-
cuss the amendment of the IEEE 802.16d-2004 standard which provides improvements
related mainly to mobility management. This chapter also examines the logical archi-
tecture of a mobile WiMAX network defined by the Network Working Groupl (NWG)
of the WiMAX Forum. Other topics discussed in this chapter include horizontal and
vertical handover mechanisms and means for their improvement, as well as analysis of
co-existence with other access technologies in networks in the future.

Chapter 8 discusses the challenges facing QoS in the handover process. This chapter
describes the challenges that the handover process represents for the QoS performance
indicators in full mobility scenarios. It also describes the application of QoS requirements
for full mobility and the requirements relating to end-to-end performance. Timing and per-
formance considerations in the handover process and the Media Independent Handover
Initiative (MIH or IEEE802.21) are also discussed. The efficient scheduling of the han-
dover process and its influence on handover performance, end-to-end quality of service
and a handover performance analysis are the other topics presented in this chapter.

Resource Allocation in Mobile Networks is discussed in Chapter 9. Here, a technical
overview is presented of the emerging Mobile WiMAX solution for broadband wireless
and important issues related to QoS in Mobile WiMAX are discussed. Additionally,
resource allocation in Mobile WiMAX is examined in this chapter. Issues related to
scheduling and method of channel access for different Service Flows in MAC layer and
burst profiles based on the AMC slot structure in OFDMA frame are examined. Multiuser
resource allocation, which involves OFDMA, AMC and multiuser diversity, is presented
for downlink mobile WiMAX networks. Furthermore, the Channel Aware Class Based
Queue (CACBQ), which is an adaptive cross-layer for scheduling and slot allocation, is
introduced.
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Part D: Advanced Topics

Chapter 10 provides a discussion of QoS issues and challenges in WiMAX and WiMAX
MMR networks. MAC-level QoS scheduling algorithms in WiMAX networks for mul-
timedia traffic are also provided. This includes scheduling algorithms designed for a
WiMAX mobile multi-hop relay (MMR) network. This chapter also discusses the charac-
teristics of real-time traffic and the different codecs used for voice and video. A description
of a few algorithms on uplink scheduling for real-time traffic inWiMAX networks is also
provided. Additionally, MMR based WiMAX networks and downlink scheduling schemes
for MMR based WiMAX networks are examined.

The Integration of WiFi and WiMAX Networks is an important issue and is discussed
in Chapter 11. The deployment of an architecture that allows users to switch seamlessly
between WiFi and WiMAX networks would afford several advantages to both users and
service providers. However, WiMAX and WiFi networks have different protocol archi-
tectures and QoS support mechanisms; therefore an adaptation of protocol is required for
their internetworking. This chapter outlines the design tenets for an interworking archi-
tecture between both WiFi and WiMAX technologies. The authors also define the various
functional entities and their interconnections as well as end-to-end protocol layering in
the interworking architecture, network selection and discovery and IP address allocation.
Additionally, details are provided for the functional architecture and processes associated
with security, QoS and mobility management.

QoS simulation and an enhanced solution for cell selection for WiMAX networks is
discussed in Chapter 12. In this chapter, the authors examine the major WiMAX network
simulation tools. A detailed system model for a cell selection algorithm is presented in
this chapter. The authors have also performed simulation for QoS in a WiMAX network
for several scenarios. An analysis of their simulation results are also provided.

The editors believe that this book is unique and significant in that it provides a complete
end-to-end perspective on QoS and security issues in WiMAX and that it can be of great
assistance to a large group of scientists, engineers and the wireless community with regard
to the fast growing era of multimedia applications over wireless networks.

Seok-Yee Tang
Hamid R. Sharif
Peter Miiller
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