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Preface

This volume contains papers presented at the 7th International Conference on
Formal Engineering Methods (ICFEM 2005), 1-4 November 2005, Manchester,
UK.

Formal engineering methods are changing the way that systems are devel-
oped. With language and tool support, these methods are being used for semi-
automatic code generation, and for the automatic abstraction and checking of
implementations. In the future, they will be used at every stage of development:
requirements, specification, design, implementation, testing, and documentation.

The aim of ICFEM 2005 was to bring together those interested in the ap-
plication of formal engineering methods to computer systems. Researchers and
practitioners, from industry, academia, and government, were encouraged to at-
tend, and to help advance the state of the art. )

The conference was supported by sponsorships from Microsoft Research,
USA, the Software Engineers Association of Japan, the University of Manch-
ester, Manchester City Council, Formal Methods Europe (FME) and the British
Computer Society Formal Aspects of Computing Specialist Group (BCS-FACS).
We wish to thank these sponsors for their generosity.

The final programme consisted of 3 invited talks and 30 technical papers
selected from a total of 74 submissions. The invited speakers were: Anthony
Hall, independent consultant, UK; Egon Borger, University of Pisa, Italy; John
Rushby, SRI, USA. Their talks were sponsored by BCS-FACS, Microsoft Re-
search and FME respectively. We wish to thank the invited speakers for their
inspiring talks.

Our heartfelt thanks go to all the members of the Programme Committee
for their hard and conscientious work in reviewing and selecting the papers at
various stages. I would also like to thank all the additional reviewers for their
efforts and professionalism.

For organizing ICFEM 2005, we would like to thank the workshops and tuto-
rials chair Mike Poppleton, the publicity chair Kenji Taguchi, the local organi-
zation chair Dave Lester, and the web-masters Elton Ballhysa and Faris Taweel.
Their efforts were pivotal for the success of ICFEM 2005.

Finally, we would like to thank all the authors who submitted papers and all
the conference attendees.

September 2005 Kung-Kiu Lau and Richard Banach
Manchester
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Realising the Benefits of Formal Methods

Anthony Hall

22 Hayward Road, Oxford OX2 8LW, UK
anthony@anthonyhall.org

I keep six honest serving-men

(They taught me all I knew);

Their names are What and Why and When
And How and Where and Who.

Rudyard Kipling

Abstract. The web site for this conference states that: “The challenge
now is to achieve general acceptance of formal methods as a part of
industrial development of high quality systems, particularly trusted sys-
tems.” We are all going to be discussing How to achieve this, but before
that we should maybe ask the other questions: What are the real bene-
fits of formal methods and Why should we care about them? When and
Where should we expect to use them, and Who should be involved? T will
suggest some answers to those questions and then describe some ways
that the benefits are being realised in practice, and what I think needs
to happen for them to become more widespread.

1 What Have Formal Methods Ever Done for Us?

Formal methods consist of writing formal descriptions, analyzing those descrip-
tions and in some cases producing new descriptions — for example refinements —
from them. In what way is this a useful activity? First, experience shows that
the very act of writing the formal description is of benefit: it forces the writer
to ask all sorts of questions that would otherwise be postponed until coding. Of
course, that’s no help if the problem is so simple that one can write the code
straight away, but in the vast majority of systems the code is far too big and de-
tailed to be a useful description of the system for any human purpose. A formal
specification, on the other hand, is a description that is abstract, precise and in
some senses complete. The abstraction allows a human reader to understand the
big picture; the precision forces ambiguities to be questioned and removed; and
the completeness means that all aspects of behaviour - for example error cases -
are described and understood.

Second, the formality of the description allows us to carry out rigorous anal-
ysis. By looking at a single description one can determine useful properties such
as consistency or deadlock-freedom. By writing different descriptions from dif-
ferent points of view one can determine important properties such as satisfaction
of high level requirements or correctness of a proposed design.
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There are, however, stronger claims sometimes made for formal methods that
are not, in my opinion, justified. The whole notion of proof as qualitatively supe-
rior to other analysis methods seems to me wrong: proof is no more a guarantee
of correctness than testing, and in many cases far less of one. Furthermore, for-
mal methods are descriptive and analytic: they are not creative. There is no
such thing as a formal design process, only formal ways of describing and ana-
lyzing designs. So we must combine formal methods with other approaches if we
actually want to build a real system.

2 Why Bother?

There sometimes seems to be a belief that formal methods are somehow morally
better than other approaches to software development, and that they can lead
to the holy grail of zero defect software. This is nonsense, and the fact that
it’s so obviously untrue is part of the reason for the strong backlash against
formal methods. What is true, however, is that formal methods contribute to
demonstrably cost-effective development of software with very low defect rates.
It is economically perverse to try to develop such software without using them.

Furthermore, formal methods provide, for free, the kind of evidence that
is needed in heavily regulated industries such as aviation. They demonstrate
responsible engineering and give solid reasons for trust in the product. As more
and more industries demand such trust, formal methods become increasingly
attractive.

In trying to realise the benefits, therefore, we should be looking at cost-
effective methods that address the major risks and that provide tangible evidence
of trustworthiness. That is not the same as looking for perfection or proving every
single piece of code.

3 When Do Formal Methods Bring Benefit?

It is well known that the early activities in the lifecycle are the most important. It
follows that the most effective use of formal methods is at these early stages: re-
quirements analysis, specification, high-level design. In contrast, a lot of research
in formal methods has concentrated on low-level design and programming. The
early use of formal methods does pose challenges: we need better notations and
tools to address large scale specification issues.

As well as concentrating on the early lifecycle, formal methods need to be
used from the start of each activity, not as a check at the end. We should con-
centrate, I believe, on correct construction rather than post-hoc analysis. Lots
of experience with analysis tools tells us that it is far easier and more effective
to demonstrate the correctness of a well constructed program than to analyse
a poorly constructed one to find the numerous flaws that it contains. However,
there is a real human problem in persuading people to think carefully rather
than adopting the classic hack and test approach to programming.
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4 Where Are They Best Used?

Formal methods traditionally live in a ghetto where they are applied to critical
parts of critical systems. While I don’t believe that they will ever be widely
applied to fast-moving software such as web pages where the occasional failure
is tolerated or even expected, there is an increasing amount of software where
failure is becoming unacceptable and costly, and we need to extend the reach of
formal methods to a wide range of systems such as banks, cars, telecommunica-
tions and domestic appliances.

Even where they have been used, formal methods have often been seen as
a specialist activity divorced from the main development. Although there are
some successful projects that have followed this approach, it is not a viable
approach for most organisations. I believe strongly that formal methods will
only be accepted when they clearly add value to mainstream development and
verification activities.

5 Who Uses Formal Methods?

It follows from the previous point that everyone on a project needs to come
into contact with formal methods. This is clearly a challenge: current formal
notations are notoriously opaque, and formal methods tools are almost all hard
to use. We need two things to happen.

First, there needs to be a change in attitude among developers, to accept
that like engineers in any other discipline they need to use relevant mathematics
as a daily part of their job.

Second, we need to make the mathematics more relevant and palatable, and
integrate it better into the other less frightening notations that people are used
to.

6 How Can We Realise the Benefits?

The previous sections have provided a pretty challenging list of issues for formal
methods practitioners and researchers. In this section I will describe one process,
Correctness by Construction (CbyC), which I believe starts to address these
issues. CbyC aims to be a Lean Development process: there are, remarkably,
commonalities between its philosophy and that of many so-called Agile processes.
In particular it is strongly risk-driven, demands that all activities add value to
the final product, and is based on tight feedback at every stage. Its big difference
is the use of the most rigorous practical notation for each artifact, giving the
maximum opportunity for analysis.

CbyC has some successful projects under its belt, but there is a long way
to go before it or anything like it is a mainstream process. I will conclude by
looking at the challenges for formal methods researchers and tool developers if
they are going to support a practical process on a large scale in industry. Here
are some examples of questions that need to be answered:



