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Preface

This year we celebrated another anniversary: after 20 years of SAFECOMP in 1999,
this was the 20" SAFECOMP since its inauguration in 1979. This series of events
focuses on critical computer applications. It is intended to be a platform for
knowledge transfer between academia, industry, and research institutions. Papers are
solicited on all aspects of computer systems in which safety, reliability, and security
(applied to safety in terms of integrity and availability) are of importance.

The 20th SAFECOMP tried to cover new grounds, both thematically and
geographically. The previous 19 SAFECOMPs were held in Austria (1989, 1996),
France (1987, 1999), Germany (1979, 1988, 1998), Great Britain (1983, 1986, 1990,
1997), Italy (1985, 1995), Norway (1991), Poland (1993), Switzerland (1992), The
Netherlands (2000), and in the USA (1981, 1992), whereas the 20" was held in
Hungary.

Authors from 13 countries responded to the Call for Papers, and 10 countries were
represented in the final program. The proceedings include 20 papers plus 3 invited
papers, covering the areas Reliability Assessment and Security, Safety Case and
Safety Analysis, Testing, Formal Methods, Control Systems, and this year covering
new grounds with a special emphasis on Human-Machine Interface, Components off
the Shelf, and Medical Systems.

As Program Chair of SAFECOMP 2001 I would like to thank all the authors who
answered our Call for Papers, the selected ones for providing their papers in time for
the proceedings and presenting them at the conference, the members of the
International Program Committee for the review work and guidance in preparing the
program, the General Chair and the Organizing Committee for all the visible and
invisible work while preparing the conference, the sponsors and the co-sponsors for
their financial and non-material support, and also all those unnamed who helped with
their effort and support to make SAFECOMP 2001 a fruitful event and a success.

I hope that all those who attended the conference gained additional insight and
increased their knowledge, and that those reading this collection of articles after the
event will be motivated to take part in the next SAFECOMP in Catania, Italy, in
2002.

July 2001 Udo Voges



Information Age and Safety Critical Systems

Istvan Erényi

Prime Minister’s Office, Office of Government Commissionar on IT, Budapest, Hungary
Erenvyii@ikb.meh.hu

Introductory Remarks from the Organizing Committee

Scientists and software and computer engineers are coming to the event of
SAFECOMP 2001, the 20" Conference on Computer Safety, Reliability, and Security
to be held in Budapest this year.

Issues and problems that are related to the safety, reliability, and security of
computers, communication systems, components of the networked world have never
been so much at the center of attention of system developers and users as today. The
emerging world of the eEconomy is becoming more and more dependent on the
availability of reliable data and information, control commands, and computing
capacity that are used everywhere: in academia, research institutes, industry, services,
businesses as well as the everyday activity of people. Huge material values, correct
operation of critical systems, health and life of people may depend on the availability
and validity of data, correctness of control information, fidelity of the results of
processing, as well as on the safe delivery of these data to the recipients.

It is not enough to tackle problems of individual computers or communication
equipment alone. The complex web of networks connected and interrelated, the huge
number of active processing entities that receive and produce data to this “world-
wide-web” make the task of ensuring safe and secure operation far more complex
than in isolated, stand alone systems or smaller local networks of computers.
Moreover, considerations on the technological aspects of security are no longer
sufficient. We have to work out effective methods as to how to investigate the
behavior of the huge interconnected world of computers and communication systems
together with their users and operators with very different tasks, work traditions,
skills, and educational backgrounds.

This leads us to the question of not only computer safety, reliability, and security,
but the safety, reliability, and security of the accumulated and transferred knowledge,
i.e. knowledge management: knowledge acquisition, storage, transfer, processing,
understanding, and evaluation.

When we use the term knowledge, we consider not only technical systems, but
people, and their creativity and ability to use the data and information provided by
technical means, computers, and networks. We agree with the statement of T.H.
Davenport and L. Prusak, according to which knowledge is originated from working
brains, not technical systems.

More and more countries and governments announce plans and strategies toward
the establishment of an information society, eEconomy, etc, on all continents. One
may notice that some of the most crucial points in these programs or strategies are
trust, safety, confidence, and reliability of data.



Preface  VII

Computers, informatics, data, and knowledge processing reshape our future,
change the way we live, work, communicate with each other and spend our vacation.
The future, and our success or failure, depend very much on the extent to which we
can include, and attract as many people as possible (hopefully everybody) into the
world offered by the Internet revolution, the world of the information society. Users
are very much aware of the safety of the systems upon wich their activity or their
work depends. Hence their involvement is also very much dependent on their trust of
and confidence in this new environment.

The conference attracts specialists working toward creating safe environment.

The Organizing Committee, the community of informatics and “knowledge”
specialists hosting the conference express their gratitude to all those — organizers,
invited speakers, presenters and participants — who have worked for this event,
sharing the results of their research and thus making the conference a fruitful meeting.
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