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Preface

Although cryptography and security techniques have been around for quite some
time, emerging technologies such as ubiquitous computing and ambient intelli-
gence that exploit increasingly interconnected networks, mobility and person-
alization put new requirements on security with respect to data management.
As data is accessible anytime anywhere, according to these new concepts, it be-
comes much easier to get unauthorized data access. Furthermore, it becomes
simpler to collect, store, and search personal information and endanger people’s
privacy. Therefore, research in the area of secure data management is of growing
importance, attracting the attention of both the data management and security
research communities. The interesting problems range from traditional ones, such
as access control (with all variations, like dynamic, context-aware, role-based),
database security (e.g., efficient database encryption schemes, search over en-
crypted data, etc.), and privacy-preserving data mining to controlled sharing of
data.

In addition to the aforementioned subject, this year we also called for pa-
pers devoted to secure data management in healthcare as a domain where data
security and privacy issues are traditionally important. The call for papers at-
tracted 38 papers both from universities and industry. The Program Committee
selected 16 research papers for presentation at the workshop. These papers are
also collected in this volume which we hope will serve you as a useful research
and reference material.

The volume is divided roughly into four major sections. The first section fo-
cuses on encrypted databases addressing the topics of key and metadata manage-
ment, as well as searching in the encrypted domain. The second section changes
slightly the focal point to access control, which remains an important area of
interest. The papers in this section deal with this topic from a different point of
view and in a different context: two papers in the medical domain, one in the area
of the Semantic Web and one in XML databases. The third section focuses on
disclosure detection, control and prevention, again in a database environment.
The last paper in this section addresses in particular the topics of inference
control and anonymization in medical databases. Finally, the fourth section ad-
dresses privacy and security technologies which are required in a modern world
to support concepts like ubiquitous computing or location-based services.

July 2005 Willem Jonker and Milan Petkovi¢
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Abstract. Inthis paper, we investigate efficient key updates in encrypted
database environments. We study the issues in the context of database-as-
a-service (DAS) model that allows organizations to outsource their data
management infrastructures to a database service provider. In the DAS
model, a service provider employs data encryption techniques to ensure
the privacy of hosted data. The security of encryption techniques relies
on the confidentiality of the encryption keys. The dynamic nature of the
encrypted database in the DAS model adds complexity and raises spe-
cific requirements on the key management techniques. Key updates are
particularly critical because of their potential impact on overall system
performance and resources usage. In this paper, we propose specialized
techniques and data structures to efficiently implement the key updates
along with the other key management functions to improve the systems’
concurrency performance in the DAS model.

1 Introduction

The commodity pricing of processors, storage, network bandwidth, and basic
software is continuously reducing the relative contribution of these elements to
the total lifecycle cost of computing solutions. Operating and integration costs
are increasing, in comparison. The research community has responded by work-
ing on approaches to automated system administration as in [2]. Increasingly,
large companies are consolidating data operations into extremely efficiently ad-
ministered data centers, sometimes even outsourcing them [4].

The Database-as-a-Service (DAS) model [8] is one manifestation of this trend.
In the DAS model, the client’s database is stored at the service provider. The
provider is responsible for provisioning adequate CPU, storage, and network-
ing resources required to run database operations, in addition to the system
administration tasks such as backup, recovery, reorganization etc.

A fundamental challenge posed by the DAS model is that of database privacy
and security [8]. In the DAS model, the user data resides on the premises of the
database service provider. Most companies and individuals view their data as an
asset. The theft of intellectual property already costs organizations great amount
of money every year [3]. The increasing importance of security in databases is
discussed in [6][13][12][1](8][7][5][9][10]. Therefore, first, the owner of the data

W. Jonker and M. Petkovié (Eds.): SDM 2005, LNCS 3674, pp. 1-15, 2005.
© Springer-Verlag Berlin Heidelberg 2005



2 H. Hacigiimiis and S. Mehrotra

needs to be assured that the data is protected against malicious attacks from
the outside of the service provider. In addition to this, recent studies indicate
that 40% of those attacks are perpetrated by the insiders [3]. Hence, the second
and more challenging problem is the privacy of the data when even the service
provider itself is not trusted by the owner of the data. Data encryption is pro-
posed as a solution to ensure the privacy of the users’ data. The first problem
is examined in [8] and the second one is studied in [7], which explores how SQL
queries can be executed over encrypted data.

The security of any encryption technique relies on the confidentiality of the
encryption keys. Hence, key management plays an essential role in a system,
which employs encryption techniques. In this paper, we mainly focus on the key
management issues in the context of the database-as-a-service model, where the
clients’ databases are stored at the service provider site in the encrypted form.
We argue that the key management in the hosted databases requires special
consideration especially due to the dynamic nature of the database systems.

The update transactions are an essential part of the database systems and
applications. Each update transaction requires at least one invocation of the
encryption function to encrypt the data in the system.! It is known that en-
cryption is a CPU intensive process [8]. Therefore the update transactions may
hold locks on the certain set of database records for an extended period of
time causing a decline in the system performance. Besides the database up-
date transactions, re-keying is another process, which requires the invocation of
the encryption function in the system. As we discuss in Section 3, re-keying is
recommended and sometimes required for the systems that employ encryption.
Re-keying large amounts of data entails significant encryption costs and inter-
feres with the other transactions thereby causing performance degradation in
the system. In this study, we address these issues by proposing a specialized key
management architecture in Section 3. Our main focus is the key updates. We
propose new lock modes, key update locks, which are leveraged by the database
lock manager to efficiently handle the key updates along with the other database
update transactions. We present the necessary lock management protocols based
on the key management architecture we explain in the paper. We also introduce
a system architecture taxonomy in Section 2.3, which is coupled with the key
management architecture to enable the performance-conscious encryption key
management in dynamic database environments.

2 System Architectures

2.1 Overall DAS Architecture

The system we use in this study is based on the architecture proposed and
described in [7]. The basic architecture and the control flow of the system are

! The actual number of invocations depends on various factors such as the data unit
subject to the encryption, i.e., the granularity of the encryption, specifics of the
transaction, e.g., an insert only transaction, a transaction on a number of data
objects, etc.
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Fig. 1. Database-as-a-Service architecture

shown in Figure 1. It is comprised of three fundamental entities. A user poses
the query to the client. A server is hosted by the service provider that stores
the encrypted database. The encrypted database is augmented with additional
information (which we call the index) that allows the certain amount of query
processing to occur at the server without jeopardizing the data privacy. A client
stores the data at the server. Client? also maintains the metadata for translating
the user queries to the appropriate representation on the server, and performs
post-processing on server query results. From the privacy perspective, the most
important feature is, the client’s data is always stored in the encrypted form
at the server site. The server never sees the unencrypted form of the data, and
executes the queries directly over the encrypted data without decrypting it.

2.2 Storing Encrypted Data in the Database

We briefly summarize how the client’s data stored at the server in an encrypted
fashion in the DAS model.3

For each relation R(A;, A,y,...,A,), we store, on the server, an encrypted
relation: RS(RID,KID, etuple,Pfd,Pﬁd,...,Piid), where 1 < 1 < n. Here, an
etuple stores an encrypted string that corresponds to a tuple in a relation R.
Each attribute P? stores the partition index for the corresponding attribute A;
that will be used for query processing at the server.

For example, consider the relation emp given in Table 1 that stores informa-
tion about employees. The emp table is mapped to a corresponding table, shown
in Table 2, at the server: empS(RID, KID, etuple, eid*?, ename’®, salary®®).

The RID represents the record identifier, which is a unique number created
by the client for each tuple. Here, the RIDs are not the same as unique identi-

2 Often the client and the user might be the same entity.

3 We will not repeat all of the details of the storage model here, since it is thoroughly
discussed in [7]. Rather, we only provide the necessary notations to explain the
constructs we develop in this work.
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Table 1. Relation emp

leid [ename][salary[addr [did]
23 |Tom |[70K |Maple|40
860(Mary |60K [Main (80
320|{John |23K [River (35
200|Sarah [55K [River |10

Table 2. Encrypted representation emp® of emp

[RID]KID] etuple ]eid’d{ename‘d[salary’d]
1 [ 45 [=*?Ew@R*((ji=+,-...] 2 19 81
2 | 78 | b*((i(*?’Ew@=Lr... | 4 31 59
3 |65 | wQ=W*((ji(*?E:,j... | 7 59 22
4 | 52 | fiTi* @=U(;?G+,a... | 8 49 59

fiers, which are used as references to the records and assigned by the database
manager, as it is done in most of the commercial database products. Instead,
these RIDs also uniquely identify the records, however, they are created and
assigned by the client to facilitate the schemes we present in the study.

The KID represents the key identifier, which is also created and assigned
by the client. The KID indicates which key is used to encrypt the etuple of the
corresponding tuple. We elaborate on the use of KIDs in Section 3.5.

The column etuple contains the string corresponding to the encrypted tuples
in emp. For instance, the first tuple is encrypted to “=*?EwQR*((jj=+,-...”
that is equal to &£(1,23,Tom, 70K, Maple,40), where £ is a deterministic en-
cryption algorithm with key k. Any deterministic encryption technique such as
AES, DES etc., can be used to encrypt the tuples. The column eid*® corresponds
to the index on the employee ids.*

2.3 Classification of the System Architectures

In this section, we propose different instantiations for the overall system architec-
ture presented above. Our classification of the system architecture alternatives
is client-oriented. In other words, we identify the architecture model based on
how the clients interact with the service provider. We classify the system archi-
tecture models under three categories; standalone clients, group of clients, and
client networks. Each model has implications on the characteristics of the sys-
tem including the control flow, index management, key management, and query
processing. We first present the details of each architecture below.

Standalone clients: In the standalone clients model, shown in Figure 2(a),
each client is a single node connecting to the service provider individually. The
client does not directly share the data with the other clients. Possible example

* The details of creation of those index values can be found in [7].
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(c) Group of Clients

(a) Standalone Clients

.
'
) Corporate Netw ork

(b) Client Networks

Fig. 2. Architectural model alternatives for database service

for the clients of this architecture is personal users accessing to the services, such
as e-mail, rent-a-spreadsheet etc., via a web browser or a lightweight application
interfaces.

Client networks: In this architecture, shown in Figure 2(b), the client of the
service is a network rather than the individual nodes. A characteristic example
for this architecture is larger corporations, which maintain their own network
infrastructure as corporate networks and outsource some or all of their IT op-
erations. In this model, the nodes inside the network utilize a connection point
(or multiple points) to communicate with the service provider. We call this dis-
tinguished node as coordinator node. The coordinator node is responsible for set
of operational tasks, such as maintaining metadata information required to exe-
cute queries directly over encrypted data (as described in Section 2.1), executing
transactional semantics in the multi-tier client/server architecture, and the key
management tasks as we describe in Section 3.

Group of clients: In this case, as shown in Figure 2(c), multiple clients ac-
cess to the same service individually. Those clients are somehow related to each
other. The relationship can be organizational, i.e., the group of clients belonging
to an organization, or data sharing or both. A typical example for this model
is small companies, which have multiple but limited number of users. They do
not want to (or need to) maintain an integrated network infrastructure contain-
ing the coordinator nodes as in client networks case. Nonetheless, they need to
enable collaboration among the user nodes in the organization as the users (or
employees) of them would be sharing the data in terms of querying and updat-
ing and are related by business means. Therefore the user nodes are connected
to each other to share local information, such as the metadata. Inherently this
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information is managed in a distributed fashion. We will not further discuss the
distributed data management techniques in this context since it would cause us
to diverge from the main content of the paper.

3 Key Management

Key management is a group of policies and procedures that regulate the mainte-
nance of the encryption keys within the system. The key management techniques
have been extensively studied in the applied cryptography literature [14]. We dis-
cussed the relevant aspects of the key management techniques to database-as-
a-service model by considering their implications on the system implementation
issues elsewhere [11]. Therefore, here, we only provide necessary background on
the specific key management functions. We consider the following components of
the key management architecture: key generation, key installation, key distribu-
tion, and key update. We will discuss each of these functionalities in the context
of the DAS model and indicate where the each of the tasks are identified in
the respective subsections. Key updates are discussed separately as they are the
main focus of the paper. We also define the key assignment granularity, which
affects the discussion of the techniques presented in the paper. In addition, we
introduce a data structure, called key registry. The key registry is used to store
the encryption key in the system.

3.1 Key Assignment Granularity

A key can be used to encrypt different database objects in the database, such as
a table or a row. We call this as the assignment granularity of the key. The selec-
tion of granularity would have its own pros and cons, depending on the system
setup, limitations on computing and storage of the client etc., and the security
requirements. Discussion on these alternatives can be found in [11]. In this paper,
we assume that the key assignment granularity is vertical-partitions-level.

In vertical-partitions-level key assignment granularity case, a group of database
rows are encrypted with the same key. In the most extreme case, a different key is
used for each row. Alternatively, the rows can be grouped. In our system we define
the groups as the non-overlapping intervals on the RIDs. All rows in a value interval
are encrypted with the same key. For example, the key k7 can be used to encrypt
the rows of emp table, whose mgr. RID values fall in [1,10] and the key k2 can be
used for the rows, whose mgr. RID values fall in [11, 25].

3.2 Key Generation

Key generation involves the creation of the encryption keys that meet the speci-
fications of the underlying encryption techniques. These specifications define the
properties, such as size, randomness, that the keys should have. The medium in
which keys are generated is of particular interest for the DAS model since the
decision has both security and performance implications [11].



