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Audience

This book is designed as a first-year introductory network security text
for telecommunications and information technology students inter-
ested in learning about the networking and security fields. The text has
been written at a basic introductory level for students, providing a
good overview of security issues and their contemporary solutions
without delving too deeply into any one topic. Prerequisites are mini-
mal and a computer hardware and software (for example, A+) and net-
working (for example, Network+) background will suffice. It has been
designed for the freshman level electronics engineering, electronics
technology, computer information systems, and computer science stu-
dent who has not taken advanced mathematics or electronics courses.
It is hoped that, after completing the text, students’ interest in net-
works and security will be sparked, and they will want to learn more
about security techniques and technologies. Because of the general
nature of the text, this material is also a valuable resource to business
students who need to broaden their knowledge of computer systems
and the potential risks involved in their business use.

Approach

The text gives basic coverage of computer hardware, operating systems,
and network technologies. A more detailed presentation of both secu-
rity risks and practical solutions follows this introduction, together
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with design and operational hints that the authors believe are invalu-
able. Topics are introduced at a basic level and covered without a lot of
heavy mathematics, and the intended result is to interest students in
network security, business system security, and other security issues
and to motivate them to take additional higher-level courses. The text
provides practical examples of theory, using mathematics only when
required, and students will finish with a good understanding of all
aspects of security issues and solutions.

Organization

As computer systems have evolved from the early teleprocessing-based
approach to today’s complex, enterprise-wide, client/server solutions,
the security risks and the possible protective measures have also
become complex. The text covers a wide range of past and present
issues and aims to ensure that students leave with a good understand-
ing of how and why things have changed in the past, and where we
are today in preparation for changes that will continue into the future.
The material covered is organized into five parts.

Part One is an introduction to computer technology and networking. It
lets us understand the computer environment and the technologies that
support it and how we have progressed to today’s complex, network-
based, interactive business and personal systems. It provides an excel-
lent background of the factors that impact both computer and network
security.

Chapter 1 reviews the history of computer use and shows how
issues surrounding security have become more and more important as
we progressed from simple mainframe-based systems to today’s
client/server-based implementations.

Content follows the progression from considering the computer
and its applications as a simple business utility support to the use of
computer systems as tactical weapons in the competitive battle for cus-
tomers, clients and the minds of citizens.

Chapter 2 guides us through the development and use of operating
systems and indicates how they are used, not only as the supervisor of
the machines and their resources, but also as the basis on which much
of a system’s security controls are built. We show how simple and com-
plex application programs build on these services to create their own
security controls.

The Internet and the World Wide Web have become an integral
part of both personal and business solutions, and we have introduced
the range of security issues brought about by this type of networking.
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Chapter 3 explores in detail all aspects of computer networking in
order that we may understand the impact of interconnection on system
performance, reliability, and security. The topology and deployment of
various network types is discussed to deepen our insight into where
things are and who has access to them as they relate to overall asset risk
and security need. We pay particular attention to the ISO/OSI reference
model because of its importance as the basis of modern networking and
because we use its format within later chapters.

Chapter 4 deals in-depth with the technical aspects of local area
network technology. Local area networks are the most popular way of
delivering computational services to the end user in government, busi-
ness, and academic environments. They also represent a portion of any
system solution that is both exposed to illicit attack and can define the
basic performance of a business solution. We concentrate on the vari-
ous forms of Ethernet, an open, broadcast technology, because it is the
most commonly used. We briefly discuss such technologies as token
ring, because their use is rapidly diminishing in the business world.

Chapter 5 discusses the TCP/IP protocols, which have become the
de facto standard for all networking, and the increasingly popular use
of Internet technology both inside a corporation and across the globe.
While TCP/IP-based networks have a well-founded reputation for being
insecure, their heavy use demands that we understand their operation
in detail if we are to build and operate secure systems using this type of
technology. Furthermore, the success of both consumer-to-business
and business-to-business electronic commerce relies, in part, on the
availability and low cost of the public Internet, which requires a good
understanding of this type of connection and the wide range of vul-
nerabilities to illicit use it presents.

Part Two defines and discusses the general environment within which
security issues are assessed, categorized, prioritized, and evaluated in
terms of financial and general business losses. We stress the impor-
tance of assessing risks and, because it is people who directly or indi-
rectly attack our business systems, the importance of understanding
how humans and other programs are identified and authenticated.
Chapter 6 concentrates on risk and threat analysis. We introduce
a project management approach to this analysis because extensive
reviews of human efforts have revealed, consistently, that success is
maximized if careful planning and formal methodology are used,
rather than “taking the ball and running with it.” Additionally we
believe that it is essential that the nature of computer crime must be
understood before effective analysis of risk can be made. Similarly we
discuss the tools of the computer criminal, even at this early stage, to
help in the understanding of the risks our systems face and their possi-
ble impact. We also recognize that special risks are attendant on the
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use of the public Internet or the use of Internet technology within
internal corporate networks, and we address and explain these issues as
part of the analysis process. Analyses, plans, and approaches have to be
“sold” to management, so we round out this chapter with comments
on making good presentations.

Chapter 7 concentrates on the important topic of the human
beings who use computer systems. We emphasize that it is human
beings who represent the source of all problems and that, as such, it is
important that system users be recognized and authenticated before
they can access resources or manipulate corporate or personal informa-
tion. Since the traditional way to recognize a human is by some form
of password, we spend time defining good versus bad types of pass-
words and a range of ways of improving password generation and
usage. Passwords alone are not sufficient for controlling access to sensi-
tive systems, so we additionally describe a range of authentication
tools that make the recognition of an individual more certain. Such
techniques as the use of tokens and biometrics are introduced to rein-
force the idea that strong authentication is possible when needed.

Part Three details the technology needed to secure systems from many
forms of attack and describes both software and hardware approaches
to controlling system access, abuse, misuse, and destruction. We fully
understand that the last word on technology has yet to be written, so
we concentrate on defining and describing the major approaches to
enhance the general understanding of the tools that are available
today and anticipated tomorrow, which can be used to prevent a wide
range of system attacks.

Chapter 8 presents basic information on encryption for data pro-
tection as well as a fuller explanation of the operation of such things as
smart tokens and biometrics for access control and authentication. We
describe the implementation of single-key and multiple-key encryption
and describe the advantages and limitations of each approach. A general
understanding of these techniques is essential to a fuller understanding
of other, more complex tools used to fight off the would-be attacker and
protect essential data. We also describe the processes used to create digi-
tal signatures, which are used to validate that the contents of a transmis-
sion have not been altered after creation, and certificates of authentica-
tion to validate the authorship. We explain how many services can be
implemented in both hardware or software, and provide the logic for
making the decision as to which should be used. Using these basic tech-
nologies we describe the use and operation of many token-based systems
and biometrics recognition devices and their value and limitations.

Chapter 9 uses the ISO/OSI model to provide a basis for our
understanding of the use of a range of protocols to provide secure
transmission of data at the detailed physical, bit-by-bit, level through
the network layer. A good understanding of these techniques is essen-
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tial to the operation, for example, of a simple telephone/modem con-
nection for data transfer. We emphasize the use of such protocols as
point-to-point tunneling protocol to provide an essential basis for the
proper operation of virtual private networks, private networks operat-
ing “on top of” public networks, and other secure low-level transfers.
The network layer of a TCP/IP-based network uses a protocol called
Internet protocol (IP), and considerable changes have been made to
the specification in the latest version to improve security across a net-
work, so we explain these changes and where they are leading.

Chapter 10 provides information on security issues at the upper
(ISO) layers; that is, security vulnerabilities based on specific applica-
tion usages. After reviewing a range of well-established ways in which
TCP/IP systems have been attacked, and suggesting solutions, we
describe the basic operation of the Internet and internal intranets.

An understanding of these technologies is important, as they are
often combined in today’s business or government systems. The inclu-
sion of the public and open Internet in a business system brings with it
an ideal “way in” for would-be attackers. We therefore concentrate our
efforts in two areas: the protection of the internal network from out-
siders and the types of things we are attempting to protect against.
This approach means we first define and describe a range of firewall
approaches that can be implemented to keep the attackers out, and
then we discuss a wide range of attacker tools. Viruses, worms, denial-
of-service attacks, and the use of e-mail as a technique to bypass other
controls are described in detail, and a wide range of solutions is
offered.

Part Four considers a wide range of complex systems and then pro-
ceeds to formalize both the planning and design of complex solutions
and their installation and long-term operation. Again we provide a for-
mal process for these important steps to help ensure that errors are not
made. We emphasize that solutions are what is expected and, more
importantly, needed.

Chapter 11 reviews a range of complex systems used in business
and government environments. E-commerce is described in full, as
well as the risks involved and their possible solutions. This requires a
full understanding of the operation of World Wide Web technology
and the protective measures that have been created within it. We
describe secure operation of Web page transfer and the more sophisti-
cated application of such approaches as secure socket layer and secure
electronic transaction to enhance the knowledge of how business
processes are protected and indicate where the risks reside. We also
consider the growing use of cellular-phone-based wireless systems and
the special nature of creating a secure environment in a broadcast Sys-
tem. In today’s business arena many systems span the entire enter-
prise, and we review applications such as decision support systems,
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where the risks are based on the misuse of information, and data min-
ing, where the risks may be more a privacy issue than an attack issue.

Chapter 12 concentrates on the proper design and installation of
a complex system. We present a detailed approach to the design
process specifically to prevent errors of omission and false expectations
or a false sense of security.

We recognize that the design of all systems follows some form of
system design life cycle methodology and, rather than emphasize the
use of a particular method, we use a general approach and concentrate
on aspects that are of specific concern when attempting to create a
secure system. We pay special attention to planning needs, the use of
external contractors, and the essential tasks of continuous and final
testing. For completeness, we add information on loss insurance for
complex systems.

Chapter 13 addresses the issues of long-term operation. Support is
an essential component of any system. When things go wrong and
professional help is needed, it must be available. If it is not, enthusias-
tic business users start to break the rules. The classical situation of “my
account doesn’t work . . . let me have your password” defeats the pro-
tective aspects of any system quickly. We detail the type of staffing
needed to operate an effective help desk and eliminate such problems.
Proper operation also requires the perpetuation of originally promised
or proven support. We see this as a security aspect since poor perfor-
mance encourages “cheating,” so we explain the processes needed and
the software support required to monitor performance.

Additionally we present details of how illegal intrusion attempts
should be monitored and tracked. We define how third parties can be
used to periodically test the integrity of systems.

Part Five explores the future.

Chapter 14 shows where future attacks may come from and their
most likely form. We also describe the types of technology that are
evolving to protect against such attacks. Understanding the future is the
best way to stay safe. We also provide extensive information on where
to find both current and future information, support, and advice.

Features

* Information is presented in plain text, allowing readers to make
immediate connections between theory and practice.

 Examples and illustrations focus exclusively on network concepts
and security issues and solutions, without straying into side topics.
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¢ Objectives, outlines, key terms, summaries, and review questions
in every chapter focus attention on key concepts and speed
learning.

e End-of-text glossary includes acronyms and gives students a
quick reference to basic terms used in the computer, telecommu-
nications, and security industries.

e Information is accessible to technology and business students
and readers without higher-level math skills or detailed knowl-
edge of networking.

Supplements

Instructor’s Manual

» End-of-chapter solutions and answers

e PowerPoint instructor materials

* Notes on additional workshops and projects
e Sample tests and final exams

* Sample course outlines

On-line Companion

See the Network Security On-line WebTutor at http://e.thomsonlearning.com
for up-to-date information on a wide range of evolving security issues,
extensive project information, and a detailed list of Web links on all
topics covered in the book.
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