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Preface

Today, PKIs have come of age and they support the security of several large
networked systems, such as company-wide document management systems, e-
government applications and secure VPN. However, despite this success, the field
has not yet reached its full scientific maturity and there is still room for research
in this area. For example, open issues exist in the efficient management of large
PKI (especially with respect to certificate validation), better performance could
be attained by improved cryptographic techniques and innovative applications
are continuously proposed.

To discuss progress in the PKI field, the European PKI workshop series was
established in 2004, following similar initiatives in Asia and the USA. The first
two events of this series took place on the Island of Samos, Greece (EuroPKI
2004), and in Canterbury, UK (EuroPKI 2005).

This book contains the proceedings of the Third European PKI Workshop
(EuroPKI 2006), held at the Politecnico di Torino, Italy, on June 19-20, 2006.
In response to the Call for Papers, about 50 submissions were received. All
submissions were reviewed by at least two reviewers (external or members of the
Program Committee) and most of them got three reviews. At the end of this
process, 22 papers were selected, 18 in their full form and 4 as short papers.
These papers led to a lively workshop, with a good mixture between theory and
application, continuing the success of the previous workshops in the series.

I would like to thank the authors for their papers, the Program Committee
and external reviewers for their efforts during the review process, and finally all
the workshop participants, without whom the workshop would have not been
successful.

June 2006 Antonio Lioy
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Use of a Validation Authority to Provide Risk
Management for the PKI Relying Party

Jon @lnes' and Leif Buene®

"' DNV Research, Veritasveien 1, N-1322 Hgvik, Norway
2 DNV Certification, Veritasveien 1, N-1322 Hgvik, Norway
{jon.olnes, leif.buene}@dnv.com

Abstract. Interoperability between PKIs (Public Key Infrastructure) is a major
issue in several electronic commerce scenarios. A Relying Party (RP), in par-
ticular in an international setting, should not unduly put restrictions on selection
of Certificate Authorities (CA) by its counterparts. Rather, the RP should be
able to accept certificates issued by any relevant CA. Such acceptance implies
not only the ability to validate certificates, but also an assessment of the risk re-
lated to acceptance of a certificate for the purpose at hand. We analyse common
PKI trust models with respect to risk management, and argue that an independ-
ent, trusted Validation Authority (VA) may be a better approach for this task. A
VA as suggested by this paper will also remove the need for complicated cer-
tificate path processing.

1 Introduction

Public key cryptography used with a PKI (Public Key Infrastructure) carries the promise
of authentication, electronic signatures and encryption based on sharing of only non-
secret information (public keys, names and other information in certificates'). The same
information (the certificate) may be shared with all counterparts, to replace separate,
shared secrets.

The counterpart (RP for Relying Party — relying on certificates) must be able to
validate the certificate (with respect to validity period, revocation status, authenticity,
and integrity) and interpret its content. In addition, the RP must decide if the quality
of the certificate is sufficient for the purpose at hand, and whether or not to accept the
issuer of the certificate (the CA — Certification Authority). The latter decisions should
be based on evaluation of the risk to the RP.

While the quality of a certificate (chiefly determined by the CA’s certificate policy)
in most cases is the primary risk element, other aspects of the CA itself, such as

" Another term is “electronic ID”. A PKI-based electronic ID usually consists of two or three
certificates and corresponding key pairs, separating out the encryption (key negotiation) func-
tion and possibly also the electronic signature (non-repudiation) function to separate key
pairs/certificates. To a user, this separation is normally not visible. This paper uses the term
“certificate™, to be interpreted as covering the electronic ID term where appropriate.

A.S. Atzeni and A. Lioy (Eds.): EuroPKI 2006, LNCS 4043, pp. 1 — 15, 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 J. @lnes and L. Buene

nationality, financial status, and reputation may be important. Note also that the policy
represents a claimed quality level, and assessment of compliance may be important.
An RP will typically also be very interested in the liability taken on by the CA in case
of errors, and the possibility for claiming liability if needed.

It is clear that, in particular in an international setting, an RP may need to accept cer-
tificates from a large number of CAs. Present approaches to interoperability are trust
lists (trusted CAs and their public keys) and formation of trust structures (hierarchy,
cross-certification, and bridge-CA) among CAs. We argue that all these approaches
have shortcomings with respect to aiding the RP’s risk management decisions. Trust
structures imply the need to discover and validate potentially complex trust paths
through the structures, a major concern in present PKI implementations.

This paper recommends a different approach, where interoperability is offered by
means of a trusted Validation Authority (VA), serving as an independent trust anchor
for the RP. The VA serves as a clearinghouse between CAs and RPs, and by trusting
the VA the RP is able to trust all CAs that the VA answers for.

The model is based on policies and explicit, signed agreements. An overall vali-
dation policy for the VA’s services is defined, and additionally RPs may define
individual policies to tailor services to their needs. The RP has one agreement with
the VA, and the VA on the other hand has agreements with the CAs, preferably in a
model where one VA-CA agreement covers all RPs that the VA handles. Thus, all
actors (including the CAs) obtain a clear risk picture. The VA handles all CAs indi-
vidually, and as an added value the need for cumbersome certificate path discovery
and validation procedures is removed. The RP obtains a one-stop shopping service
for acceptance of certificates — one point of trust, one agreement, one bill, one liable
actor.

In this trust model, it is important that the VA is neutral with respect to CAs, i.e.
the VA service should be offered by an independent actor. In particular, this applies to
judgments about quality and other aspects of CAs and their services.

In the following, we clarify DNV’s position in 2, describe requirements in 3, take a
critical look at existing approaches in 4, describe the independent VA in 5, present
elements for certificate validation policies in 6, and conclude in 7.

2 DNV’s Position and Role

DNV (Det Norske Veritas, http://www.dnv.com) is an independent foundation offer-
ing classification and certification services from offices in more than 100 countries.
The maritime sector and the oil and gas industry are the main markets. DNV is also
among the world’s leading certification bodies for management systems (ISO 9000,
ISO 14000, BS 7799 and others), delivering services to all market sectors.

DNV seeks to extend its existing position as a supplier of trusted third party ser-
vices to digital communication and service provisioning. The first version of a VA
service along the lines described in this paper will be offered to pilot customers 3Q
2006. This paper does not describe this pilot service but rather the research leading to
the decision to launch the pilot service.
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3 The PKI Interoperability Challenge and Scaling

In general, the certificate holder and the RP can be independent entities, who may
independently select the CAs to obtain certificates from; then:

— A certificate holder should be able to use the same certificate towards all relevant
RPs, regardless of the CA(s) used by the RP itself.

— An RP (e.g. a service provider in an international market) should be able to use and
validate certificates from all relevant certificate holders, regardless of the CA of the
certificate holder.

— When a digitally signed document is created, the parties involved may be able to
identify the relevant CAs. However, the document may need to be verified later by
another actor, who may not have any relationship to any of these CAs.

The set of relevant counterparts, and thus the set of relevant CAs, may be limited
by criteria such as nationality or business/application area. However, unlimited inter-
operability may be viewed as the ultimate goal, likened to the ability to make phone
calls internationally.

The challenge is primarily on the RP, which is the actor that faces the complexity
of a large number of CAs. An RP must not only validate certificates but also assess
the risk related to accepting a certificate for a given purpose. This paper suggests
using the risk elements: quality of certificate (mainly derived from certificate policy),
assessment of quality (e.g. compliance with policy), liability and possibilities to claim
liability, and other aspects of the CA and its services (such as nationality). This is
further discussed in 6. An uncertain risk situation may be unacceptable to the RP.

PKIs as society infrastructures are being deployed in probably most developed
countries for national electronic IDs. Deployment is either based on CAs run by pub-
lic authorities or on services obtained from the commercial market. Society infrastruc-
tures are almost exclusively national, although some international co-ordination takes
place. Notably, the EU Directive on electronic signatures [12] defines the concepts of
qualified signature/certificate as means to achieve legal harmonisation across the EU
in this area. Even in countries with (plans for) public authority CAs, the usual situa-
tion is several (2—15 is typical for European countries) public, commercial CAs com-
peting in a national market. PKI interoperability thus may be a challenge even at a
national level, and interoperability at an international level is a severe challenge.
Some commercial CAs, e.g. Verisign, compete in an international market.

Other PKI deployments add to the scale of the interoperability challenge. Some
corporate (business internal) PKIs aim at acceptance of certificates even outside of the
corporation. Community infrastructures are under establishment, some even interna-
tionally like the SAFE initiative [27] for the pharmaceutical industry. The banking
and aerospace industries may be mentioned as other particularly active arenas. The
educational sector is very active in the PKI area, and initiatives like the EuroPKI [22]
expand the scope outside of the academic sector and internationally.

Thus, the interoperability challenge is necessarily on the agenda. One example is
the IDABC (Interoperable Delivery of European E-government Services to Public
Administrations, Businesses and Citizens) programme’s statement on electronic
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public procurement [7], related to creation of an internal market” in the EU: “The
interoperability problems detected [for qualified electronic signatures] despite the
existence of standards, and the absence of a mature European market for this type of
signatures pose a real and possibly persistent obstacle to cross-border e-procurement.”
Other examples can be found, notably also from internationally oriented businesses.

4 Present Approaches to PKI Interoperability, Risk Management

4.1 Trust Models and Certificate Paths

Present methods for PKI interoperability are lists of trusted CAs (see 4.5) and creation
of trust structures among CAs by issuance of certificates to the CAs themselves; by a
peer-CA, a bridge-CA, or a CA at a higher level of a hierarchy. The idea is that an RP
should be able to discover and validate a certificate path from a directly trusted CA
(typically the root-CA of a hierarchy) to any CA (may be previously “unknown”) that
is a member of the same trust structure. In this, trust is regarded as a transitive prop-
erty. The number of CAs directly trusted by an RP can be reduced; however the trust
decision must always be derived from a CA accepted as a “trust anchor”.

In general, certificate path discovery may be a very difficult task [29], and suffi-
cient support is lacking in many PKI implementations. Certificate path validation may
be very resource demanding due to the need for repeated certificate processing. Cach-
ing of previously validated trust paths can mitigate this problem. Certificate path
validation, possibly also path discovery, may be performed by a validation service
(delegated path validation/discovery [30]). Note that the trust model suggested by this
paper (see 5.1) eliminates certificate path processing.

In the context of this paper, “trust” not only means the ability to find a trusted copy
of a CA’s public key but also support for risk management by quality, assessment of
quality, and liability issues (the “other aspects” element left out). Below, we examine
different trust models with respect to these properties. Note that one may argue that
certificate chains increase risk since there is always a >0 probability of failure for
each link in the chain.

4.2 Peer-CA Cross-Certification

Peer-CA cross-certification is a mechanism where two CAs mutually (the usual situa-
tion, although one-way cross-certification is also possible) issue certificates to one
another. With respect to quality, cross-certification with policy mapping means that
the two CAs’ services are regarded as equal. The complexity involved in the policy
mapping depends on the differences in the policies. There are a few common frame-
works [6] [8] [9] for structuring of policies. Mapping between the frameworks is not
too complicated, and most CAs adhere to one of the frameworks. Still, the real con-
tent of policies may differ quite a lot. Without policy mapping, cross-certification
may give no indication on quality of the other CA.

Cross-certification is typically carried out in a carefully scrutinized process involv-
ing assessment of the peer-CA’s claimed quality. As a result, a CA may be willing to

? Coined as “the SEEM™ (Single European Electronic Market) in EU terms.



