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PREFACE

ICICS’99, the Second International Conference on Information and Com-
munication Security, was held in Sydney, Australia, 9-11 November 1999. The
conference was sponsored by the Distributed System and Network Security Re-
search Unit, University of Western Sydney, Nepean, the Australian Computer
Society, IEEE Computer Chapter (NSW), and Harvey World Travel. I am grate-
ful to all these organizations for their support of the conference.

The conference brought together researchers, designers, implementors and
users of information security systems and technologies. A range of aspects was
addressed from security theory and modeling to system and protocol designs and
implementations to applications and management. The conference consisted of a
series of refereed technical papers and invited technical presentations. The pro-
gram committee invited two distinguished key note speakers. The first keynote
speech by Doug McGowan, a Senior Manager from Hewlett-Packard, USA, dis-
cussed cryptography in an international setting. Doug described the current
status of international cryptography and explored possible future trends and
new technologies. The second keynote speech was delivered by Sushil Jajodia of
George Mason University, USA. Sushil’s talk addressed the protection of crit-
ical information systems. He discussed issues and methods for survivability of
systems under malicious attacks and proposed a fault-tolerance based approach.
The conference also hosted a panel on the currently much debated topic of
Internet censorship. The panel addressed the issue of censorship from various
viewpoints namely legal, industrial, governmental and technical. It was chaired
by Vijay Varadharajan with panel members from the Australian National Office
of the Information Economy, Electronic Frontiers Association, the Australian
Computer Society, and the Internet Industry Association.

There were 62 technical papers submitted to the conference from an in-
ternational authorship. The program committee accepted 24 papers and these
were presented in eight sessions covering cryptanalysis, language based approach
to security, electronic commerce and secret sharing, digital signatures, security
protocols, applications, cryptography, and complexity functions. The accepted
papers came from a range of countries, including some 7 papers from Australia,
6 from Japan, 3 from the USA, 2 from Sweden, 2 from the UK, 1 from China,
France, Spain, and Singapore. I would like to thank the authors of all the papers
submitted to the conference, both those whose work is included in the proceed-
ings and those whose work could not be accommodated.

I would like to thank all the people involved in organizing the conference.
In particular, I would like to thank the members of the program committee for



\'

their effort in reviewing the papers and putting together an excellent program. I
would like to thank all the speakers, session chairs, and panelists for their time
and effort. Special thanks to members of the organizing committee for their
tireless work in organizing and helping with many local details, especially Yi
Mu, Irene Ee, Rajan Shankaran, Kenny Nguyen, and Chuan Kun Wu. Finally, I
would like to thank all the participants of ICICS’99. I hope that the professional
contacts made at this conference, the presentations, and the proceedings have
offered you additional insights and ideas that you can apply to your own efforts
in information and communication security.

August 1999 Vijay Varadharajan
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KEYNOTE SPEECH

International Cryptography

Doug McGowan
Hewlett-Packard, USA

Abstract

Cryptography is a fundamental security technology. It is used in applications
ranging from authentication and digital signatures to protecting the privacy and
integrity of emails and other forms of interactions. Besides a technology, cryp-
tography has become a topic for front page news. Governments around the world
are debating and passing laws concerning the export and (sometimes) the use of
cryptography. This talk will discuss the current international scene for cryptog-
raphy technology. We will discuss today’s situation with regards to cryptography
export as well as future trends. We will also discuss some new technologies that
may provide solutions for manufacturers and software developers while comply-
ing with international regulations.



Reaction Attacks Against Several Public-Key
Cryptosystems

Chris Hall!, Ian Goldberg?, and Bruce Schneier!

! Counterpane Systems
hall,schneier@counterpane.com
101 E. Minnehaha Pkwy
Minneapolis, MN 55419
(612) 832-1098

2 U.C. at Berkeley
iang@cs.berkeley.edu
Soda Hall
Berkeley, CA 94720-1776

Abstract. We present attacks against the McEliece Public-Key Cryp-
tosystem, the Atjai-Dwork Public-Key Cryptosystem, and variants of
those systems. Most of these systems base their security on the apparent
intractibility of one or more problems. The attacks we present do not
violate the intractibility of the underlying problems, but instead obtain
information about the private key or plaintext by watching the reaction
of someone decrypting a given ciphertext with the private key. In the
case of the McEliece system we must repeat the attack for each cipher-
text we wish to decrypt, whereas for the Ajtai-Dwork system we are able
to recover the private key.

Keywords: public-key cryptosystems, lattice-based cryptosystems, error-
correcting codes, Ajtai-Dwork lattice cryptosystem, McEliece.

1 Introduction

In an attempt to design cryptosystems based upon (believed) intractible prob-
lems different from factoring and discrete logarithms, several public-key cryp-
tosystems have been presented, including the two systems in [M78,AD97]. The
first system is based upon the intractibility of decoding an arbitrary error-
correcting code, and the second upon finding the shortest vector in a lattice.
The authors of the former rely upon the fact that the respective problem is
known to be NP-complete. However, it is not known whether the particular
instances used in their cryptosystem are equally difficult to solve. The general
shortest vector problem is known to be NP-hard, but the lattice-based systems
depend on the apparent difficulty of an easier shortest vector lattice problem
(the unique shortest vector lattice problem). We refer the reader to [AD97] for
more details.



In this paper we present attacks against the McEliece Public-Key Cryptosys-
tem (PKC), a McEliece variant [HR88], the Ajtai-Dwork PKC, and a modified
version of the Ajtai-Dwork PKC that appears in [GGH97]. In these attacks an
attacker presents the owner of the private key with a ciphertext that may con-
tain one or more errors (that is, the ciphertext may decrypt to a plaintext which
fails a simple signature or checksum verification). By watching the reaction of
the owner in order to determine whether or not the ciphertext decrypted cor-
rectly, the attacker can usually determine information about the plaintext (in
the McEliece system) or the private key (in the Ajtai-Dwork systems).

We feel that this is a legitimate class of attacks that one must be careful to
guard against when implementing systems that use these ciphers. In the simplest
case one may have a tamper-resistance module (such as a smartcard) which
contains a copy of the secret key. By feeding erroneous ciphertexts to the card,
one may be able to decrypt ciphertexts without the private key or even recover
the private key. In other systems one may have to rely upon social engineering
to finesse the attacks, but that’s a small price if one can recover the private key.
The basic principle behind the attack is that someone’s reaction to a question
often reveals information that they didn’t intend to give.

The organization of our paper is as follows. In section 2 we describe the
McEliece PKC, as well as a variant of it, and attacks against them. In section
3 we describe the original Ajtai-Dwork PKC as presented in [AD97], a modified
version that appears in [GGH97], and attacks against both of these systems.
Finally, in section 4 we discuss the properties of these public-key cryptosystems
which allowed our attacks to work in order to try and give some design criterion
for new public-key cryptosystems so that they will not be vulnerable to the same
sort of attack.

2 MecEliece

In [M78], McEliece outlined a public-key cryptosystem based upon error correct-
ing codes. A user chooses a n x k generator matrix G (for a (n, k) error-correcting
code which can correct up to ¢ errors), a k x k non-singular matrix S, an x n
permutation matrix P, and publishes the matrix G’ = SGP as his public key.
To encrypt a message a user chooses a random vector Z of weight ¢ and sends:

C=MG + Z.
To decrypt the message, the owner of the key computes:
CP™'=MSG + zp~!

and corrects the t-bit error ZP~! using the known error-correction algorithm.
After that M can be recovered using S~1.

This system, like other systems [HR88,J83,N86], depends on the fact that
in the worst case, decoding an arbitrary error-correcting code is NP-complete
[BMvT78]. It is hoped that G represents one of these difficult cases.



Since their introduction, public-key cryptosytems based on error-correcting
codes have largely been of theoretical interest. They require enormous keys in
order to achieve comparible security to currently implemented public-key cryp-
tosystems based on factoring or the discrete logarithm problem. For example,
the purported attack in [KT91] can break a cryptosystem based on a (1024, 654)
BCH code in 60 hours. Such a key would require a 654-kilobit generator matrix
for part of the public key. This would seem to imply that secure keys would re-
quire one or more megabytes of storage for the generator matrix alone. Compare
this to a 1024-bit RSA key which needs only a little more than 1Kb of storage
and provides excellent security.

Large keys aside, error-correcting code cryptosystems have been touted as
a potential saviour of public-key cryptography. These systems are based on the
syndrome-decoding problem which was shown to be NP-complete in [BMvT78].
Other public-key cryptosystems, such as RSA, are based on problems such as
factoring which are only thought to be difficult. It is possible that someone will
discover an efficient factoring algorithm, whereas it would require proving that
P = NP to find an efficient general syndrome-decoding algorithm. Note, NP-
completeness only implies that the worst case is hard to solve. It may be possible
that the instances of problems produced by PKCs such as [M78] are much easier
to solve.

Until recently, the two best attacks against McEliece’s system appear in
[AM87,KT91]. The attack in [AM87] relies on choosing k bits in an n-bit cipher-
text that do not contain any errors. Given that the ¢ incorrect bits are unknown,
the probability of this event happening is low. However, once it occurs, one can
solve for the message M using an algorithm outlined in the paper.

The attack outlined in [KT91] requires O(n®) operations for an arbitrary
(n, k) code. It determines the error vector for the ciphertext C. The basic premise
behind the attack is that a polynomial-time algorithm is introduced which will
determine the error pattern for a received vector provided that the error pattern
has weight at most [(d — 1)/2] (where d is the minimum distance of the code).
The discovery of this algorithm does not contradict the NP-completness proof of
[BMvT78] because it only corrects error patterns of weight at most [(d — 1)/2].
If the received vector is further than [(d — 1)/2] from every codeword, then
this algorithm cannot decode the vector to a codeword. Note, while the basic
attack was outlined in [KT91], further information about the attack has failed
to appear. It is possible that the authors were not able to make their attack
scale as they had wished (when they present it, they had only run it against a
toy problem).

An even more recent attack against the McEliece PKC was presented in
[B97]. This attack relied about known linear relationships between two different
ciphertexts (really their underlying plaintexts) in order to determine the error
vectors used in encrypting the plaintexts. The author is quick to point out that
the attack does not “break” the cryptosystem in the sense that it does not
recover the private key, but it is still an interesting attack to note.



