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Preface

Modern society owes a lot to the Internet and related technology. This technology, on
one hand, enriches the economic, political and social lives of the global population and
on the other hand has rendered the security of communities, businesses and nation
states vulnerable. Be it competition among businesses or a full-scale military conflict,
new forms of intrusion into information systems and manipulation of information
contained in them are being devised by businesses, communities, nation states and
even individuals to impose their will on their adversaries.

Until recently, computer security was regarded as a non-productive activity.
It was broadly accepted as ‘support activity’, where keeping back-ups of data was all
that was deemed necessary, except for the military and the banking and aerospace
industries. However, recent political developments have shown the corporate world
that computer security is as important to it as ideological and physical security is to
a sovereign country. Natural disaster, wars and terrorist attacks disrupted millions of
computer operations and had a telling effect on business execution; in certain cases
even on the survival of the business. Businesses have now realised that computer
security actually maintains their lifeline and that they cannot afford any breach of
computer security. Consequently, they are increasingly endorsing defensive measures
to protect their information and information-related resources from breaches of secu-
rity occurring inside and outside the organisation. However, a fundamental issue with
information technology is that its security concerns are evolving alongside the devel-
opment of technology; therefore it is difficult for a business manager to fully appreciate
the scale of the problem at hand.

For this reason, this book provides a comprehensive approach to ensuring com-
puter security. It serves the purpose of being a textbook as well as a reference book.
Its intended audience is undergraduate and graduate students as well as practitioners.
The layout of this book helps readers in understanding the way various security issues
are identified in routine business activities, and it provides recommendations on the
tried and tested security controls and safeguards. Although no background knowl-
edge in computer security is necessary, we assume that readers are familiar with basic
concepts, such as operating systems, and different communication and hardware
architecture.

This book has four major goals. The first and foremost goal is to provide clear and
precise understanding of the theory and practice of computer security in the emergent
business paradigm. It is essential for business managers to recognise the theoretical
underpinnings to computer security, such that they are able to apply best available
controls to safeguard capture, exchange and storage of information and information-
related resources. Computer security theory presented in the book equips readers to
evaluate different security strategies, mechanisms and procedures according to business
needs, thereby helping them to make informed decisions about security management.
For example, the discussion on security models, such as the lattice and Clark-
Wilson models, is followed by the tools and techniques available to implement these
models. In this way, security designers not only have an understanding of the avail-
able security frameworks but also have an appreciation of the building blocks for their
implementation.

The second goal is to provide insights into intranet- as well as extranet-based elec-
tronic commerce security issues and their defence, such as secured electronic payment
systems, mobile commerce security issues, cryptography and its application to the elec-
tronic business environment. The book examines the foundations of network security
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and looks at system security issues, such as securing information flow by appropriate
hardware and software controls, which include routers, firewalls, intrusion detection
systems, network separation, operating systems and anti-virus software. Quite appro-
priately, the book also discusses security risks arising from the use of wireless networks
and mobile and wireless devices. This discussion paves the way for understanding
and implementing cryptography, under which the book discusses the popular types
of cryptographic ciphers and provides comparisons of fundamental symmetric and
asymmetric cryptography by looking at common algorithms.

The third goal is to reveal that computer security is not just a collection of techno-
logical controls; in fact it is strategic business activity and should be treated as such.
The book clearly entails that a technological solution to computer security alone cannot
insulate an organisation from security breaches, and therefore a comprehensive security
plan must, in addition to technological controls, include security policies and proce-
dures, policies or codes of conduct aimed at educating and enlightening employees on
security assurance. These policies and procedures should reflect the business environ-
ment, such as elucidating how people within an organisation as well as from outside
it gain access to the organisation’s information resources. How can employees ensure
that their information technology privileges are not abused by themselves or by other
unauthorised third parties? What are the confidentiality requirements and provisions
that an organisation demands from its employees?

The fourth goal is to provide an understanding of the issues that the public at
large is facing from the masking of information semantics and forensics in Australia.
Ever since the emergence of the Internet, the general public has been at the risk of
being overwhelmed by the many ways in which information could be manipulated for
unlawful and unethical purposes. Apart from discussing privacy and fraud issues on
the Internet, the book particularly discusses the application of computer technology
to the investigation of computer-based crime with a view to providing readers with
an understanding of the field of forensic computing. Nevertheless, any discussion on
security will be incomplete without touching on its future trends; therefore the book
discusses emerging technology and related security issues.

Jill Slay
Andy Koronios
November 2005
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Chapter 1

An introduction to strategic IT
security and risk management

Learning objectives
After studying this chapter, you should be able to:
+ outline the risk management process

+ explain business continuity management

« -explain IT governance

« explain the importance of IT security and risk management
* discuss the role of IT in the business environment

+ outline the types of risk that can threaten IT systems

« discuss the types of control that can be implemented to prevent
or correct IT risk events

« explain the actions required to sustain the IT risk
management strategy

* discuss the essential elements of an IT continuity plan

* explain how the business can ensure that its security
and risk management strategy is followed.




* Chapter overview

Modern information and communication technology has opened new oppor-
tunities for businesses in the areas of automation, interconnectivity and
e-commerce as well as enabling the development of entirely new products and
services. At the same time the adoption of this technology has exposed
businesses to new risks — ranging from fires and floods to cyber crimi-
nals and cyber terrorists — that need to be managed. This chapter will look
at the risk management process, which assesses the risks facing a business
and designs steps to minimise those risks and to help the business recover
should an adverse event occur. We will then look at business continuity
management, which focuses on the business’s plan to deal with those risks
that have the potential to prevent it from achieving its key business objec-
tives. Together, risk management and business continuity management form
a complementary approach to protecting the business. An obligation under
IT governance is to mitigate the IT risks facing the business. IT plays an integral
part in today’s businesses, and the risks affecting IT processes must be identified
and managed to reduce the organisation’s vulnerability. This is the core theme of
this book. I'T security and risk management are not ends in themselves; they are
employed to support the overall business objectives.

Using a risk management framework, we will examine the IT risks, focusing
particularly on the business context of IT, the types of risk that can threaten
IT systems, the steps businesses can take to reduce their risks and the things
that need to be done to maintain an IT security and risk management strategy.
We will then look at the essential elements of an IT continuity plan.

Strategies and plans are useful only if they are implemented and adhered to.
We will look at ways in which the business should go about ensuring that its IT
security and risk management strategy is properly used. Finally, we will outline
the key IT security issues that will be discussed throughout the rest of this book.

Risk management

Risk management is an ongoing process designed to assess the likelihood of an
adverse event occurring, implement measures to reduce the risk that such an
event will occur and ensure the organisation can respond in such a way as to
minimise the consequences of the event (ANAO 2000). A risk is any event that
has the potential to prevent the business achieving its objectives. In Australia and
New Zealand, Australian Standard/New Zealand Standard 4360 ‘Risk Manage-
ment’ provides a framework to identify, analyse, assess, treat and monitor risks.
HB 231 ‘Information security risk management guidelines’ provides guidance
specific to information security risk management.

An appropriate risk management process involves the following steps (AS/NZS
4360; HB 231; ANAO 2000):
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* Establish the organisational and risk management context. This step defines the
business objectives and the key business processes and resources that support
those objectives.

* Identify, analyse and evaluate significant business risks. This step involves

several actions:

— It seeks first to identify the risks a business might face. Risks can be
external or internal. External risks include: political, legal and
administrative changes; economic and market changes; natural events
and disasters; and technological factors, such as infrastructure failures or
hacking. Internal risks can be strategic or operational in nature (ANAO
2000).

— The risk analysis assesses the likelihood of each identified event
occurring and the consequences given the current controls in place.

It determines which risks are acceptable and which are not, on the basis
of their effect on the business’s outputs, resources, reputation, legal
compliance and continuity.

— The risk evaluation ranks the risks to establish the relative priority
of managing each risk.

* Design and implement preventive and corrective controls. Responses to risks
include accepting the risk, controlling the risk and transferring the risk.

The controls could be aimed at stopping the risk from occurring (called

preventive controls) or at minimising the consequences should the preventive

controls fail and the event occurs (corrective controls). This step designs these
controls and puts them in place. The business continuity plan, described on
pp- 27-9, is one of the corrective controls.

* Monitor and review the risks and controls. Risk management is an iterative
process. The business must regularly review the strategic and operational risks
it faces and test and modify the controls to ensure that they effectively deal
with changes to the risks.

Risk management requires the investment of resources (time, money and
effort) to prepare the organisation for unforeseen circumstances. There will
always be a trade-off between the resources invested against the risks faced and
the probability that they will eventuate. Some risks threaten the continuity of
the business’s operations. Risks of this scale must be effectively managed. Hence
business continuity management (discussed below) is an integral part of the risk
management process. It prepares the business for when the preventive controls
— implemented as part of the risk management process — have failed.

Business continuity management

Business strategies are based on the presumption that the business will continue
to operate into the future. Any event that disrupts the continuation of business
operations has significant consequences for the business and directly affects
its ability to accomplish its objectives and those of its stakeholders. It can cost
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revenue, reputation, investor confidence and customer loyalty. Business continuity

requires that the resources supporting the essential business activities are

always available. Clearly, then, business continuity management (BCM) is

a broad concept that covers the entire business and so it must encompass

information technology. The concept of BCM is receiving increasing attention

from the business world. BCM is part of risk management. In theory BCM:

+ identifies those risks that have the potential to interrupt the normal course
of business operations

« implements preventive controls to prevent the occurrence of such risks

« develops corrective controls for coping should the preventive controls fail
and the risk eventuates (ANAO 2000).

The overlap with risk management is obvious, but whereas risk management
is concerned with all of the potential risks that face a business and their like-
lihood of occurring, business continuity management is concerned just with
those events that have the potential to interrupt the achievement of the business’s
objectives. The likelihood of their occurring is only relevant in determining the
cost—benefit trade-off of controls. It prepares for all risks to business continuity,
regardless of the likelihood of their eventuating. Any other approach leaves the
business vulnerable should the unlikely occur (even if very unlikely). The scope
of business continuity extends beyond the enterprise: it also considers external
risks arising from political, economic and natural changes in the business envi-
ronment, making use of such business tools as a SWOT (strengths, weaknesses,
opportunities, threats) analysis.

The business continuity management process involves (ANAO 2000; Savage
2002):

« Initiation. This step establishes the objectives, personnel and responsibilities,
budget and schedule. It recognises that the business is not in complete control
of its environment and will in all likelihood one day face a threat to its
continuity (Smith 2003).

* Identification of key business processes. This step identifies what resources
and activities are essential to support the strategic, operational and support
processes that produce the outputs that fulfil the key business objectives.

It also ranks each business process according to its importance in achieving

the business objectives.

* Business impact analysis. This step determines the impact on the business
should a business process be disrupted. It establishes the maximum tolerable
downtime for each business process and hence the priority for recovering
those processes should an adverse event occur. Jordan and Musson (2003)
report that 46 per cent of Australian government organisations believe they
need to recover their critical services in less than eight hours in order to
ensure that their business objectives are not threatened. A further 15 per cent
believe they need to resume operations within 24 hours.
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