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Preface

The International Symposium on Computer Science in Russia (CSR 2006) was
held on June 8-12, 2006 in St. Petersburg, Russia, hosted by the Steklov Institute
of Mathematics at St. Petersburg. It was the first event in a planned series of
regular international meetings that are united by their location (Russia).

The symposium was composed of two tracks: Theory and Applications/Tech-
nology. The opening lecture was given by Stephen A. Cook and ten other
invited plenary lectures were given by Boaz Barak, Gerard Berry, Bob Colwell,
Byron Cook, Melvin Fitting, Russell Impagliazzo, Michael Kaminski, Michael
Kishinevsky, Pascal Koiran, and Omer Reingold. This volume contains the ac-
cepted papers of both tracks and also some of the abstracts of the invited speak-
ers. The scope of the proposed topics for the symposium was quite broad and
covered basically all areas of computer science and its applications. We received
279 papers in total, the contributors being from 45 countries. The Program
Committee of the Theory Track selected 35 papers out of 121 submissions. The
Program Committee of the Applications/Technology Track selected 29 papers
out of 158 submissions.

Two workshops were co-located with CSR 2006:

— Workshop on Words and Automata (WOWA 2006);
— Tutorial on Automata-Based Programming.

The reviewing process was organized using the EasyChair conference system,
thanks to Andrei Voronkov.
We are grateful to our sponsors:

— The U.S. Civilian Research & Development Foundation;
— Russian Foundation for Basic Research.

We also thank the local Organizing Committee: Dmitry Karpov, Arist Ko-
jevnikov, Alexander Kulikov, Yury Lifshits, Sergey Nikolenko, Svetlana Obraztso-
va, Alexei Pastor, and, in particular, Elena Novikova.
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Non-black-box Techniques in Cryptography

Boaz Barak

Princeton University

Abstract. In cryptography we typically prove the security of a scheme
by reducing the task of breaking the scheme to some hard computational
problem. This reduction usually done in a black-boz fashion. By this we
mean that there is an algorithm that can solve the hard problem given
any black-box for breaking the scheme.

This lecture concerns exceptions to this rule: that is, schemes that are
proven secure using a non-black-box reduction, that actually uses the
code of a scheme-breaking attacker to construct a problem-solving algo-
rithm. It turns out that such reductions can be used to obtain schemes
with better properties that were known before. In fact, in some cases
these non-black-box reductions can be obtain goals that were proven
to be impossible to achieve when restricting to black-box reductions. In
particular, we will present constructions of zero-knowledge protocols that
are proven secure under various compositions [1,2, 3].

We’ll also discuss some of the limitations and open questions regarding
non-black-box security proofs.
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