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Preface

In this volume we present the second issue of the LNCS Transactions on Data
Hiding and Multimedia Security.

In the first paper, Adelsbach et al. introduce fingercasting, a combination of
broadcast encryption and fingerprinting for secure content distribution. They
also provide for the first time a security proof for a lookup table-based encryp-
tion scheme. In the second paper, He and Kirovski propose an estimation attack
on content-based video fingerprinting schemes. Although the authors tailor the
attack towards a specific video fingerprint, the generic form of the attack is ex-
pected to be applicable to a wide range of video watermarking schemes. In the
third paper, Ye et al. present a new feature distance measure for error-resilient
image authentication, which allows one to differentiate maliciousimage manipu-
lations from changes that do not interfere with the semantics of an image. In the
fourth paper, Luo et al. present a steganalytic technique against steganographic
embedding methods utilizing the two least significant bit planes. Experimental
results demonstrate that this steganalysis method can reliably detect embedded
messages and estimate their length with high precision. Finally, Alface and Macq
present a comprehensive survey on blind and robust 3-D shape watermarking.

We hope that this issue is of great interest to the research community and
will trigger new research in the field of data hiding and multimedia security.

Finally, we want to thank all the authors, reviewers and editors who devoted
their valuable time to the success of this second issue. Special thanks go to
Springer and Alfred Hofmann for their continuous support.

March 2007 Yun Q. Shi
(Editor-in-Chief)

Hyoung-Joong Kim

(Vice Editor-in-Chief)

Stefan Katzenbeisser

(Vice Editor-in-Chief)
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Fingercasting—Joint Fingerprinting and
Decryption of Broadcast Messages*

André Adelsbach, Ulrich Huber, and Ahmad-Reza Sadeghi

Horst Gortz Institute for IT Security
Ruhr-Universitat Bochum
Universitatsstrafie 150
D-44780 Bochum
Germany
andre.adelsbach@nds.rub.de, {huber . sadeghi}@crypto .rub.de

Abstract. We propose a stream cipher that provides confidentiality,
traceability and renewability in the context of broadcast encryption as-
suming that collusion-resistant watermarks exist. We prove it to be as
secure as the generic pseudo-random sequence on which it operates. This
encryption approach, termed fingercasting, achieves joint decryption and
fingerprinting of broadcast messages in such a way that an adversary
cannot separate both operations or prevent them from happening simul-
taneously. The scheme is a combination of a known broadcast encryption
scheme, a well-known class of fingerprinting schemes and an encryption
scheme inspired by the Chameleon cipher. It is the first to provide a for-
mal security proof and a non-constant lower bound for resistance against
collusion of malicious users, i.e., a minimum number of content copies
needed to remove all fingerprints. To achieve traceability, the scheme
fingerprints the receivers’ key tables such that they embed a fingerprint
into the content during decryption. The scheme is efficient and includes
parameters that allow, for example, to trade-off storage size for compu-
tation cost at the receiving end.

Keywords: Chameleon encryption, stream cipher, spread-spectrum wa-
termarking, fingerprinting, collusion resistance, frame-proofness, broad-
cast encryption.

1 Introduction

Experience shows that adversaries attack Broadcast Encryption (BE) systems
in a variety of different ways. Their attacks may be on the hardware that stores
cryptographic keys, e.g., when they extract keys from a compliant device to
develop a pirate device such as the DeCSS software that circumvents the Content
Scrambling System [2]. Alternatively, their attacks may be on the decrypted
content, e.g., when a legitimate user shares decrypted content with illegitimate
users on a file sharing system such as Napster, Kazaa, and BitTorrent.

* An extended abstract of this paper appeared in the Proceedings of the Tenth Aus-
tralasian Conference on Information Security and Privacy (ACISP 2006) [1].

Y.Q. Shi (Eds.): Transactions on DHMS II, LNCS 4499, pp. 1-34, 2007.
© Springer-Verlag Berlin Heidelberg 2007



2 A. Adelsbach, U. Huber, and A.-R. Sadeghi

The broadcasting sender thus has three security requirements: confidentiality,
traceability of content and keys, and renewability of the encryption scheme. The
requirements cover two aspects. Confidentiality tries to prevent illegal copies in
the first place, whereas traceability is a second line of defense aimed at finding
the origin of an illegal copy (content or key). The need for traceability originates
from the fact that confidentiality may be compromised in rare cases, e.g., when
a few users illegally distribute their secret keys. Renewability ensures that after
such rare events, the encryption system can recover from the security breach.

In broadcasting systems deployed today, e.g., Content Protection for Pre-
Recorded Media [3] or the Advanced Access Content System [4], confidential-
ity and renewability often rely on BE because it provides short ciphertexts
while at the same time having realistic storage requirements in devices and
acceptable computational overhead. Traitor tracing enables traceability of keys,
whereas fingerprinting provides traceability of content. Finally, renewability may
be achieved using revocation of the leaked keys.

However, none of the mentioned cryptographic schemes covers all three secu-
rity requirements. Some existing BE schemes lack traceability of keys, whereas
no practically relevant scheme provides traceability of content [5,6,7,8]. Traitor
tracing only provides traceability of keys, but not of content [9,10]. Fingerprint-
ing schemes alone do not provide confidentiality [11]. The original Chameleon
cipher provides confidentiality, traceability and a hint on renewability, but with
a small constant bound for collusion resistance and, most importantly, without
formal proof of security [12]. Asymmetric schemes, which provide each compli-
ant device with a certificate and accompany content with Certificate Revocation
Lists (CRLs), lack traceability of content and may reach the limits of renewabil-
ity when CRLs become too large to be processed by real-world devices. Finally,
a trivial combination of fingerprinting and encryption leads to an unacceptable
transmission overhead because the broadcasting sender needs to sequentially
transmit each fingerprinted copy.

Our Contribution. We present, to the best of our knowledge, the first rigorous
security proof of Chameleon ciphers, thus providing a sound foundation for the
recent applications of these ciphers, e.g., [13]. Furthermore, we give an explicit
criterion to judge the security of the Chameleon cipher’s key table. Our finger-
casting approach fulfills all three security requirements at the same time. It is a
combination of (i) a new Chameleon cipher based on the fingerprinting capabili-
ties of a well-known class of watermarking schemes and (ii) an arbitrary broadcast
encryption scheme, which explains the name of the approach. The basic idea is to
use the Chameleon cipher for combining decryption and fingerprinting. To achieve
renewability, we use a BE:scheme to provide fresh session keys as input to the
Chameleon scheme. To achieve traceability, we fingerprint the receivers’ key ta-
bles such that they embed a fingerprint into the content during decryption. To
enable higher collusion resistance than the original Chameleon scheme, we tai-
lor our scheme to emulate any watermarking scheme whose coefficients follow a
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probability distribution that can be disaggregated into additive components.! As
proof of concept, we instantiate the watermarking scheme with Spread Spectrum
Watermarking (SSW), which has proven collusion resistance [14,15]. However, we
might as well instantiate it with any other such scheme.

Joint decryption and fingerprinting has significant advantages compared to ex-
isting methods such as transmitter-side or receiver-side Fingerprint Embedding
(FE) [11]. Transmitter-side FE is the trivial combination of fingerprinting and
encryption by the sender. As discussed above, the transtnission overhead is in the
order of the number of copies to be distributedwhich is prohibitive in practical
applications. Receiver-side FE happens in the user’s receiver; after distribution
of a single encrypted copy of the content, a secure receiver based on tamper-
resistant hardware is trusted to embed the fingerprint after decryption. This
saves bandwidth on the broadcast channel. However, perfect tamper-resistance
cannot be achieved under realistic assumptions [16]. An adversary may succeed
in extracting the keys of a receiver and subsequently decrypt without embedding
a fingerprint.

Our fingercasting approach combines the advantages of both methods. It saves
bandwidth by broadcasting a single encrypted copy of the content. In addition, it
ensures embedding of a fingerprint even if a malicious user succeeds in extracting
the decryption keys of a receiver. Furthermore, as long as the number of colluding
users remains below a threshold, the colluders can only create decryption keys
and content copies that incriminate at least one of them.

This paper enhances our extended abstract [1] in the following aspects. First,
the extended abstract does not contain the security proof, which is the ma-
jor contribution. Second, we show here that our instantiation of SSW is exact,
whereas the extended abstract only claims this result. Last, we discuss here the
trade-off between storage size and computation cost at the receiving end.

2 Related Work

The original Chameleon cipher of Anderson and Manifavas is 3-collusion-resist-
ant [12]: A collusion of up to 3 malicious users has a negligible chance of creating
a good copy that does not incriminate them. Each legitimate user knows the
seed of a Pseudo-Random Sequence (PRS) and a long table filled with random
keywords. Based on the sender’s master table, each receiver obtains a slightly
different table copy, where individual bits in the keywords are modified in a
characteristic way. Interpreting the PRS as a sequence of addresses in the table,
the sender adds the corresponding keywords in the master table bitwise modulo
2 in order to mask the plaintext word. The receiver applies the same operation
to the ciphertext using its table copy, thus embedding the fingerprint.

The original cipher, however, has some inconveniences. Most importantly, it
has no formal security analysis and bounds the collusion resistance by the con-
stant number 3, whereas our scheme allows to choose this bound depending on
the number of available watermark coefficients. In addition, the original scheme

! Our scheme does not yet support fingerprints based on coding theory.
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limits the content space (and keywords) to strings with characteristic bit po-
sitions that may be modified without visibly altering the content. In contrast,
our scheme uses algebraic operations in a group of large order, which enables
modification of any bit in the keyword and processing of arbitrary documents.

Chameleon was inspired by work from Maurer [17,18]. His cipher achieves
information-theoretical security in the bounded storage model with high prob-
ability. In contrast, Chameleon and our proposed scheme only achieve compu-
tational security. The reason is that the master table length in Maurer’s cipher
is super-polynomial. As any adversary would need to store most of the table
to validate guesses, the bounded storage capacity defeats all attacks with high
probability. However, Maurer’s cipher was never intended to provide traceability
of content or renewability, but only confidentiality.

Ferguson et al. discovered security weaknesses in a randomized stream cipher
similar to Chameleon [19]. However, their attack only works for linear sequences
of keywords in the master table, not for the PRSs of our proposed solution.

Ergun, Kilian, and Kumar prove that an averaging attack with additional
Gaussian noise defeats any watermarking scheme [20]. Their bound on the min-
imum number of different content copies needed for the attack asymptotically
coincides with the bound on the maximum number of different content copies to
which the watermarking scheme of Kilian et al. is collusion-resistant [15]. As we
can emulate [15] with our fingercasting approach, its collusion resistance is—at
least asymptotically—the best we can hope for.

Recently there was a great deal of interest in joint fingerprinting and de-
cryption [13,21,22,11,23]. Basically, we can distinguish three strands of work.
The first strand of work applies Chameleon in different application settings.
Briscoe et al. introduce Nark, which is an application of the original Chameleon
scheme in the context of Internet multicast [13]. However, in contrast to our
new Chameleon cipher they neither enhance Chameleon nor analyze its security.
The second strand of work tries to achieve joint fingerprinting and decryption
by either trusting network nodes to embed fingerprints (Watercasting in [21]) or
doubling the size of the ciphertext by sending differently fingerprinted packets
of content [22]. Our proposed solution neither relies on trusted network nodes
nor increases the ciphertext size. The third strand-of work proposes new joint
fingerprinting and decryption processes, but at the price of replacing encryption
with scrambling, which does not achieve indistinguishability of ciphertext and
has security concerns [11,23]. In contrast, our new Chameleon cipher achieves
indistinguishability of ciphertext. ’

3 Preliminaries

3.1 Notation

We recall some standard notations that will be used throughout the paper. First,
we denote scalar objects with lower-case variables, e.g., 01, and object tuples as
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well as roles with upper-case variables, e.g., X;. When we summarize objects
or roles in set notation, we use an upper-case calligraphic variable, e.g., O :=
{o1,00,...} or X := {X1,Xz,...}. Second, let A be an algorithm. By y « A(x)
we denote that y was obtained by running A on input z. If A is deterministic,
then vy is a variable with a unique value. Conversely, if A is probabilistic, then y is
a random variable. For example, by y «+ N(u, o) we denote that y was obtained
by selecting it at random with normal distribution, where p is the mean and
o the standard deviation. Third, 010 and 025[0, 2] 'denote the selection of a
random element of the set O and the interval {0, z] with uniform distribution.
Finally, V - W denotes the dot product of two vectors V := (v1,...,v,) and
W := (wi,...,wy), which is defined as V- W := 22:1 vjw;, while || V|| denotes

the Euclidean norm || V|| :=vV - V.

3.2 Roles and Objects in Our System Model

The (broadcast) center manages the broadcast channel, distributes decryption
keys and is fully trusted. The users obtain the content via devices that we refer to
as receivers. For example, a receiver may be a set-top box in the context of pay-
TV or a DVD player in movie distribution. We denote the number of receivers
with N; the set of receivers is U := {u; | 1 <4 < N}. When a receiver violates
the terms and conditions of the application, e.g., leaks its keys or shares content,
the center revokes the receiver’s keys and thus makes them useless for decryption
purposes. We denote the set of revoked receivers with R := {r1,m2,...} CU.

We represent broadcast content as a sequence M := (my,...,m,) of real
numbers in [0, z], where M is an element of the content space M.? For example,
these numbers may be the n most significant coefficients of the Discrete Cosine
Transform (DCT) as described in [14]. However, they should not be thought
of as a literal description of the underlying content, but as a representation of
the values that are to be changed by the watermarking process [20]. We refer to
these values as significant and to the remainder as insignificant. In the remainder
of this paper, we only refer to the significant part of the content, but briefly
comment on the insignificant part in Section 5.

3.3 Cryptographic Building Blocks

Negligible Function. A negligible function f : N — R is a function where the
inverse of any polynomial is asymptotically an upper bound:

Ve >0 VA > Ao f(A) < 1/AF

Probabilistic Polynomial Time. A probabilistic polynomial-time algorithm
is an algorithm for which there exists a polynomial poly such that for every input
x € {0,1}* the algorithm always halts after poly(|z|) steps, independently of the
outcome of its internal coin tosses.

2 Although this representation mainly applies to images, we discuss an extension to
movies and songs in Section 5.
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Pseudo-Random Sequence (PRS). We first define the notion of pseudo-
randomness and then proceed to define a Pseudo-Random Sequence Generator
(PRSG). For further details we refer to [24, Section 3.3.1]:

Definition 1 (Pseudo-randomness). Let len : N — N be a polynomial such
that len(X) > X for all A € N and let Uyen(x) be a random variable uniformly dis-
tributed over the strings {0, 1Y) of length len(\). Then the random variable X
with | X | = len()) is called pseudo-random if for every probabilistic polynomial-
time distinguisher D, the advantage Adv (\) is a negligible function:

Adv (A) := |Pr[D(X) = 1] = Pr [D(Uien(ry) = 1]|

Definition 2 (Pseudo-Random Sequence Generator). A PRSG is a de-
terministic polynomial-time algorithm G that satisfies two requirements:

1. Ezpansion: There exists a polynomial len : N — N such that len(A\) > A for
all » € N and |G(str)| = len(|str|) for all str € {0,1}*.
2. Pseudo-randomness: The random variable G(Uy) is pseudo-random.

A PRS is a sequence G(str) derived from a uniformly distributed random seed
str using a PRSG.

Chameleon Encryption. To set up a Chameleon scheme CE := (KeyGenCE,
KeyExtrCE, EncCE, DecCE, DetectCE), the center generates the secret master ta-
ble MT, the secret table fingerprints TF := (TF™®,..., TF™), and selects a
threshold ¢ using the key generation algorithm (MT, TF, t) «— KeyGenCE(N, 1,
parcg), where N is the number of receivers, A’ a security parameter, and parcg a
set of performance parameters. To add receiver u, to the system, the center uses
the key extraction algorithm RT® «— KeyExtrCE(MT, TF,1) to deliver the se-
cret receiver table RT® to u;. To encrypt content M exclusively for the receivers
in possession of a receiver table RT™ and a fresh session key k%, the center
uses the encryption algorithm O <« EncCE(MT, k%%, M), where the output is
the ciphertext C. Only a receiver u; in possession of RT™ and k% is capable
of decrypting C and obtaining a fingerprinted copy M ® of content M using the
decryption algorithm M «— DecCE(RT™, ks, €).

When the center discovers an illegal copy M™ of content M, it executes
DetectCE, which uses the fingerprint detection algorithm DetectFP of the un-
derlying fingerprinting scheme to detect whether RT™ left traces in M*. For
further details on our notation of a Chameleon scheme, we refer to Appendix C.

Fingerprinting. To set up a fingerprinting scheme, the center generates the
secret content fingerprintg CF := (CF®, ..., CF")) and the secret similarity
threshold ¢ using the setup algorithm (CF,t) <« SetupFP(N,n’, pargp), where
N is the number of receivers, n’ the number of content coefficients, and pargp
a set of performance parameters. To embed the content fingerprint CF ® =
(cf(li)7 ..., ¢f)) of receiver u; into the original content M, the center uses the
embedding algorithm M@ « EmbedFP(M, CF™). To verify whether an illegal
copy M* of content M contains traces of the content fingerprint CF' @ of receiver
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u;, the center uses the detection algorithm dec « DetectFP(M, M*, CF™ t). It
calculates the similarity between the detected fingerprint CF* := M* — M and
CF'V using a similarity measure. If the similarity is above the threshold ¢, then
the center declares u; guilty (dec = true), otherwise innocent (dec = false).
This type of detection algorithm is called non-blind because it needs the original
content M as input; the opposite is a blind detection algorithm.

We call a fingerprinting scheme additive if the probability distribution ProDis
of its coefficients has the following property: Adding ¥wo independent random
variables that follow ProDis results in a random variable that also follows ProDis.
For example, the normal distribution has this property, where the means and
variances add up during addition.

Spread Spectrum Watermarking (SSW) is an instance of an additive fin-
gerprinting scheme. We describe the SSW scheme of [15], which we later use
to achieve collusion resistance. The content fingerprint CF @ consists of in-
dependent random variables ¢ ;” with normal distribution ProDis = N(0, "),
where o’ is a function f, (N, n’, pargp). The similarity threshold ¢ is a function
fi(¢’, N, pargp). Both functions f,- and f; are specified in [15]. During EmbedFP,

the center adds the fingerprint coefficients to the content coefficients: m](.” —

m; + ¢f . The similarity test is Sim(CF*, CF?) > t with Sim(CF*, CF?) :=
(CF* - CF™)/||CF*||. Finally, the scheme’s security is given by:

Theorem 1. [15, Section 3.4] In the SSW scheme with the above parameters,
an adversarial coalition needs 2(\/n’/In N) differently fingerprinted copies of
content M to have a non-negligible chance of creating a good copy M™* without
any coalition member’s fingerprint.

For further details on our notation of a fingerprinting scheme and the SSW
scheme of [15], we refer to Appendix D.

Broadcast Encryption. To set up the scheme, the center generates the se-
cret master key MK using the key generation algorithm MK «— KeyGenBE(N,
1)‘”)7 where N is the number of receivers and A’ the security parameter. To
add receiver u; to the system, the center uses the key extraction algorithm
SK® — KeyExtrBE(MK i) to extract the secret key SK® of u;. To encrypt
session key k% exclusively for the non-revoked receivers U \ R, the center
uses the encryption algorithm C «— EncBE(MK,R, k%), where the output is
the ciphertext C. Only a non-revoked receiver u; has a matching private key
SK™ that allows to decrypt C and obtain k% using the decryption algorithm
ksess « DecBE(i, SK‘, C). For further details on our notation of a BE scheme,
we refer to Appendix E.

3.4 Requirements of a Fingercasting Scheme

Before we enter into the details of our fingercasting approach, we summarize its
requirements: correctness, security, collusion resistance, and frame-proofness. To
put it simply, the aim of our fingercasting approach is to generically combine
an instance of a BE scheme, a Chameleon scheme, and a fingerprinting scheme



