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Preface

The 1st International Conference on Information Systems Security (ICISS 2005)
was held December 19-21, 2005 at Jadavpur University, Kolkata, India. The
objectives of the conference were to discuss in depth the current state of the
research and practice in information systems security, enable participants to
benefit from personal contact with other researchers and expand their knowledge,
and disseminate the research results.

This volume contains 4 invited papers, 19 refereed papers that were presented
at the conference, and 5 ongoing project summaries. The refereed papers, which
were selected from the 72 submissions, were rigorously reviewed by the Program
Committee members. The volume provides researchers with a broad perspective
of recent developments in information systems security.

A special note of thanks goes to the many volunteers whose efforts made this
conference a success. We wish to thank Prem Chand, Ernesto Damiani, Patrick
McDaniel, R. Sekar, and Vijay Varadharajan for agreeing to deliver the invited
talks, the authors for their worthy contributions, and the referees for their time
and effort in reviewing the papers. We are grateful to Arun Majumdar and
Aditya Bagchi for serving as the General Chairs.

Last, but certainly not least, our thanks go to Vijay Kowtha of the U.S.
Office of Naval Research Global and Michael Cheetham of the INDO-US Science
& Technology Forum for providing the generous financial support.

December 2005 Sushil Jajodia and Chandan Mazumdar
Program Chairs



General Chairs’ Message

It was our great pleasure to organize the 1st International Conference on Infor-
mation Systems Security in Kolkata, India. Though such conferences are held
in different parts of the globe, a conference dedicated to data security issues
only has not been organized before in India. That way it is a unique event. It
gives us great satisfaction to admit that our colleagues in different countries
have extended all possible help in making it a success. As members of the Pro-
gram Committee, they have extended all possible cooperation. We are very much
grateful to our keynote speakers for accepting our invitation and for delivering
lectures on frontier topics in the area of data security. We are thankful to the
tutorial speakers for providing interesting tutorials. We are also grateful to the
authors of the submitted papers for showing interest in this conference and sin-
cerely hope that they would do the same in future years as well. We hope that
the participants have found this conference informative enough and would also
join in coming years.

In this connection, we take the opportunity to express our great appreciation
to the wonderful work done by our Program Chairs Prof. S. Jajodia and Prof.
C. Mazumdar. Only because of their untiring effort has the conference achieved
an enviable acdemic level in its first year.

We are also very grateful to Jadavpur University for hosting the first con-
ference as part of their Golden Jubilee celebration program. The Organizing
Committee under the leadership of Prof. A. Kar has also done a wonderful job.

To organize such an event, we need money. Fundraising is not an easy job.
The Finance Chair managed the show very well. We are very grateful to all our
sponsors. Only because of their help could we make the conference a success.

Aditya Bagchi and Arun K. Majumdar
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Authorization and Trust Enhanced Security
for Distributed Applications

Vijay Varadharajan

Professor and Microsoft Chair in Computing,
Macquarie University, NSW 2109, Australia
vijay@ics.mg.edu.au

Abstract. This paper addresses the issues of authorization and trust in a fed-
erated distributed environment. We describe some of design principles in-
volved in the development of authorization service for practical large scale
distributed systems. We present the design of web services authorization ar-
chitecture and discuss its implementation within the .NET framework. Then
we discuss the notion of trusted computing and presented our approach and
architecture to enhancing the distributed authorization service using trusted
platforms technologies.

1 Introduction

Security issues are becoming even more significant in the age of pervasive mobile
networked computing where we have different types of information being used by
mobile and fixed large scale distributed applications interacting over wireless and
wired networks to deliver useful services to enterprises and users, fixed and mobile.
(see Figure 1). We also have mobile software agents that move from place to place
doing some work on behalf of the applications and users. The applications themselves
are varied in their characteristics ranging from simple dedicated ones to large scale
applications in finance, telecommunications and healthcare. In terms of computing
platforms, we have systems ranging from big and powerful computers to cluster of
computers to PCs to PDAs to dedicated information appliances. In terms of distrib-
uted middleware, we have technologies ranging from distributed remote programming
to distributed object systems to web services and service oriented architecture plat-
forms. Perhaps the key component in Figure 1 is the Users component and the main
reason for all these technologies is to provide the users with the ability to perform
their tasks more conveniently, more securely and more effectively from anywhere and
at anytime.

The heterogeneous pervasive mobile networked computing and information infra-
structure outlined above poses many security and privacy challenges. Not only there
are different technology components such as computing hardware operating systems,
middleware, networks and protocols, databases and applications and users but also
there are different platforms in each of these technologies and different providers
developing them with different security services and mechanisms. There will also be
different security policies and requirements from users and organizations using these
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Fig. 1. Pervasive Mobile Networked Computing Environment

platforms and applications are likely to have their own security requirements. Fur-
thermore, nowadays there are numerous standards that relate to security ranging from
mechanisms to services to protocols in different networks, systems and applications;
compliance and conformance to security standards, though they are claimed by differ-
ent vendors and developers, are difficult to prove and are not often achieved. All these
imply that the design and management of secure systems and applications and their
interoperability pose several major challenges both in research and in practice.

One of the emerging areas in the middleware space in this pervasive mobile net-
worked computing that is key to businesses and applications is that of web services
or more generally service oriented architectures. Web services provide the pillars
for evolving the Internet into a service-oriented integration platform of unprece-
dented scale and agility. The foundation of this technology lies in the modulariza-
tion and virtualization of system functions as services that can be described, adver-
tised and discovered using (XML-based) standard languages, and that interoperate
through standard Internet protocols. These services aim to use standard formats and
protocols to promote interoperability and extensibility among applications and to
enable complex operations. Traditionally, distributed computing mechanisms have
typically evolved around technical architectures rather than broader problems of
application integration. On the other hand, web services have evolved around the
problem of application integration using standard open technologies. Web services
can pose significant security challenges as they can offer a decentralized architec-
ture and administration with heterogeneous technologies across multiple enterprises
in a federated environment. Furthermore, as web services may operate in highly
autonomous and dynamic environments, security concerns are more pronounced
and challenging in service oriented architectures than in conventional distributed
computing architectures.

In general, security for web services is a broad and complex area covering a range
of technologies. At present, there are several efforts underway that are striving for the
provision of security services such as authentication between participating entities,
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confidentiality and integrity of communications. A variety of existing technologies
can contribute to this area such as TLS/SSL [1] and IPSEC [2]. Security functionality
based on XML Signature and XML Encryption standard efforts [3] are currently be-
ing done at W3C. There are also natural extensions of these to integrate security fea-
tures in technologies such as SOAP and WSDL [4]. There is also work as part of
XKMS [5] defining interfaces to key management and trust services based on SOAP
and WSDL. These primarily target the “transport” level. There are also draft stan-
dards being developed in the areas of web services policy, trust and federation. At this
stage, they are primarily concentrating on message structures and exchange formats,
rather than policy modeling, specification and enforcement. However there are some
fundamental architectural and design issues in the areas of distributed authorization,
trust establishment and management, which need to be addressed for the development
and deployment of secure large scale web services based applications in the future.

In this paper, we will consider some specific research issues in the areas of au-
thorization and trust in a distributed environment. In particular, we will look at the
design and management of authorization policies for enterprise wide distributed ap-
plications and introduce the notion of trust enhanced authorization to improve security
decision making. The paper is organized as follows. In section 2, we begin by outlin-
ing some of the design principles involved in distributed authorization. Section 3
presents the design and development of distributed authorization architecture for web
services. Section 4 discusses the notion of trust in “trusted computing” and presents
our approach to enhancing the authorization using trusted platforms in distributed
applications.

2 Distributed Authorization

In a distributed system, when one principal requests a service from another, the re-
ceiving principal needs to address at least two questions. Is the requesting principal
the one it claims to be and does the requesting principal have appropriate privileges
for the requested service? These two basic questions relate to the issues of authentica-
tion and authorization. There are also other security concerns such as auditing, secure
communication, availability and accountability. The authorization requirements in
distributed applications are much richer than the authentication both in terms of the
types of privileges required and the nature and degree of interactions between partici-
pating entities. In this paper, our focus is on the design and management of distrib-
uted authorization and will not address the issue of authentication.

2.1 Authorization Architecture Framework

In general, the authorization architectural framework should be aimed at addressing
the needs of several classes of users. These include the developers, administrators,
policy setters and the end users.

From a developer point of view, much of authorization security today is still often
implemented as part of the programming effort. The authorization logic is written for
each application, which is often based on developers’ knowledge and skill level. We
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believe from an architectural point of view, it is important to separate out the authori-
zation logic from the application logic as much as possible. This can be accomplished
by defining appropriate authorization attributes and formulating rules that specify
how the authorization decision is computed and processed outside the application
logic. There are several benefits that arise from this strict separation. An important
practical consequence is that it results in a consistent application programming inter-
face across all applications and platforms thereby allowing common policies across
them. Furthermore, checking of access rights is abstracted away from a particular
application. This enables the developers to concentrate on the business logic instead
of reinventing the security portion of the application.

From an administrator point of view, often each application is administered sepa-
rately. This often leads to custom security processes for administering the required
security information, such as user names and privilege capabilities. Enterprise wide
security policies are become difficult to implement consistently across all applications
and these policies are even more difficult to verify. Certain security tasks require
more than one administrator to check the correctness of the task. It will be useful if
the architecture is able to consolidate security management. This can provide a con-
sistent view of principals and their privileges for a given application.

From the end user point of view, in large systems, they suffer most from the fact
that each system and each application implements its own security mechanisms.
When each application provides its own authorization facilities, the user can get con-
fused by the different policies in the application. For example, why is a bank man-
ager's limit in one banking application is $1500 and in a related application it is
$2000? It may be necessary for the security related attributes of a user to be consistent
throughout the range of similar applications.

Furthermore, policy setters and managers require facilities and tools to ensure that
the policies are correctly specified and implemented. Hence there is a need for the
authorization architecture to be a way of structuring and grouping principals and re-
sources, establish and manage privileges, check and test for consistency and validate
the correctness and completeness of policies.

2.2 Authorization Service Design Principles

The design of any security service involves at least the following aspects: security
information used in the provision of the security service, the security mechanisms that
are required to support the service and the authorities involved in the management of
the service. In the case of authorization service, the security information used ranges
from user identities to group identities to role information to location information to
actions and parameters associated with the actions. From an architecture point of
view, it is important to recognize the characteristics of the different types of the au-
thorization security information. At an informal conceptual level, we can classify the
various types of information as follows: Some security information is generic and
static in nature. For instance, typically identity based information falls into this cate-
gory. Then there is security information that is specific but still somewhat static in
nature. For instance, role based access information falls into this category. Roles are
specific to organizations and they are reasonably static in the sense that they are
unlikely to change on a day to day or even on a monthly (or even yearly) basis. In



