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Preface

This volume contains the proceedings of the 25th International Conference on
Application and Theory of Petri Nets (ICATPN 2004). The aim of the Petri net
conferences is to create a forum for discussing progress in the application and
theory of Petri nets.

Typically, the conferences have 100-150 participants, one third of these com-
ing from industry, whereas the others are from universities and research institu-
tions. The conferences always take place in the last week of June.

The conference and a number of other activities are coordinated by a steer-
ing committee with the following members: Wil van der Aalst (The Nether-
lands), Jonathan Billington (Australia), Jrg Desel (Germany), Susanna Donatelli
(Italy), Serge Haddad (France), Kurt Jensen (Denmark), Maciej Koutny (United
Kingdom), Sadatoshi Kumagai (Japan), Giorgio De Michelis (Italy), Tadao Mu-
rata (USA), Carl Adam Petri (Germany, Honorary Member), Wolfgang Reisig
(Germany), Grzegorz Rozenberg (The Netherlands, Chairman) and Manuel Silva
(Spain).

The 2004 conference was organized by the Department of Computer Science
of the University of Bologna, Italy. We would like to thank the organizing com-
mittee, chaired by Roberto Gorrieri, for the effort invested in making the event
successful. We are also grateful to the following sponsoring institutions and or-
ganizations: Associazione Italiana per I'Informatica ed il Calcolo Automatico
(AICA), Microsoft Research, and Network Project & Solutions (NPS Group).

We received a total of 62 submissions from 26 different countries. The pro-
gram committee finally selected 19 regular papers and 5 tool presentation papers.
This volume comprises the papers that were accepted for presentation. Invited
lectures were given by Gianfranco Ciardo, Roberto Gorrieri, Thomas A. Hen-
zinger, Wojciech Penczek, Lucia Pomello and William H. Sanders. Their papers
are also included in this volume.

Several tutorials and workshops were also organized within the conference,
covering introductory and advanced aspects related to Petri nets. Detailed in-
formation can be found at the conference URL (www.cs.unibo.it/atpn2004).

We would like to thank all those who submitted papers to the Petri net con-
ference. We are grateful to the program committee members and the referees
for their valuable effort in reviewing and selecting the papers. We gratefully ac-
knowledge Andrei Voronkov (University of Manchester) for his technical support
with the PC management tool. Finally, we would like to mention the excellent
cooperation with Springer-Verlag during the preparation of this volume.

April 2004 Jordi Cortadella and Wolfgang Reisig
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Positive Non-interference
in Elementary and Trace Nets

Nadia Busi and Roberto Gorrieri

Dipartimento di Scienze dell’Informazione, Universita di Bologna
Mura A. Zamboni, 7, 40127 Bologna, Italy

Abstract. Several notions of non-interference have been proposed in the
literature to study the problem of confidentiality in concurrent systems.
The common feature of these non-interference properties is that they are
all defined as extensional properties based on some notion of behavioural
equivalence on systems. Here we also address the problem of defining
non-interference by looking at the structure of the net systems under
investigation. We define structural non-interference properties based on
the absence of particular places in the net. We characterize a structural
property, called PBNI+, that is equivalent to the well-known behavioural
property SBNDC. We start providing a characterization of PBNI+on
contact-free Elementary Net Systems, then we extend the definition to
cope with the richer class of Trace nets.

1 Introduction

Non-interference has been defined in the literature as an extensional property
based on some observational semantics: the high part of a system does not inter-
fere with the low part if whatever is done at the high level produces no visible
effect on the low part of the system. The original notion of non-interference in [9]
was defined, using trace semantics, for system programs that are deterministic.
Generalized notions of non-interference were then designed to include (nondeter-
ministic) labeled transition systems and finer notions of observational semantics
such as bisimulation (see, e.g., [13,7,12,14, 8]). Relevant properties in this class
are the trace-based properties SNNI and NDC, as well as the bisimulation-based
properties BSNNI, BNDC and SBNDC proposed by Focardi and Gorrieri some
years ago [7, 8] on a CCS-like process algebra. In particular, SNNI states that a
system R is secure if the two systems R\ H (all the high level actions are pre-
vented) and R/H (all the high level actions are permitted but are unobservable)
are trace equivalent. BNDC intuitively states that a system R is secure if it is
bisimilar to R in parallel with any high level process IT w.r.t. the low actions
the two systems can perform. And SBNDC tells that a system R is secure if,
whenever a high action h is performed, the two instances of the system before
and after performing h are bisimilar from a low level point of view.

In the first part of the paper we show that these non—interference properties
can be naturally defined also on Petri Nets; in particular — to keep the presen-
tation as simple as possible — we use Elementary Nets [6]. The advantage of this

J. Cortadella and W. Reisig (Eds.): ICATPN 2004, LNCS 3099, pp. 1-16, 2004.
© Springer-Verlag Berlin Heidelberg 2004



2 Nadia Busi and Roberto Gorrieri

proposal is the import in the Petri Net theory of security notions that makes
possible the study of security problems. Technically, what we do is to introduce
two operations on nets, namely parallel composition (with synchronization in
TCSP-like style) and restriction, and suitable notions of observational equiva-
lences on the low part of the system (low trace equivalence and low bisimulation);
then, five security properties are defined and compared in a rather direct way.
In particular, the two properties based on low trace semantics, namely SNNI
and NDC, are equivalent. On the contrary, in the bisimulation case, BSNNI is
weaker than BNDC, which turns out to be equivalent to SBNDC.

In this approach, the security property is based on the dynamics of systems;
they are all defined by means of one (or more) equivalence check(s); hence, non-
interference checking is as difficult as equivalence checking, a well-studied hard
problem in concurrency theory.

In the second part of the paper we address the problem of defining statically
non-interference for Elementary nets, by looking at the structure of the net
systems under investigation:

— in order to better understand the causality and conflict among different
system activites, hence grounding more firmly the intuition about what is
an interference, and

— in order to find more efficiently checkable non-interference properties that
are sufficient conditions for those that have already received some support
in the literature.

We define structural non-interference properties based on the absence of par-
ticular places in the net. We identify two special classes of places: causal places,
i.e., places for which there are an incoming high transition and an outgoing low
transition; and, conflict places, i.e. places for which there are both low and high
outgoing transitions. Intuitively, causal places represent potential source of in-
terference (hilo flow for high input — low output), because the occurrence of the
high transition is a prerequisite for the execution of the low transition. Similarly,
conflict places represent potential source of interference (holo flow for high out-
put — low output), because the occurrence of a low event tells us that a certain
high transition will not occur.

We show that when causal and conflict places are absent, we get a property,
called Positive Place-Based Non-Interference (PBNI+ for short), which turns
out to be equivalent to SBNDC. More precisely, the net N has no causal and no
conflict places if and only if it satisfies SBNDC.

In the third part of the paper we extend the definition of PBNI+ to cope
with the richer class of Trace nets[1]. We provide an example showing how our
property can be used to capture the information flows arising in a shared variable
that can be accessed and modified by both high and low users.

The paper is organised as follows. In Section 2 we recall the basic definitions
about transition systems and Elementary Nets. In Section 3 we recast the be-
havioural approach to non-interference properties, originally defined in a process
algebraic setting, on Elementary Nets. The original structural property PBNI+
for Elementary Nets is introduced in Section 4. In Section 5, after recalling the
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basic definitions about Trace Nets, we extend the definition of PBNI+ to Trace
Nets. Finally, some conclusive remarks are drawn.

2 Basic Definitions

Here we recall the basic definition about transition systems and elementary net
systems we will use in the following.

2.1 Transition Systems
Definition 1. A transition system is a triple TS = (St, E,—) where

— St is the set of states
— F is the set of events
— —=C St x E x St is the transition relation.

In the following we use s = s' to denote (s,e,s') €—.

Given a transition s — s', s is called the source, s’ the target and e the label
of the transition.

A rooted transition system is a pair (T'S,so) where T'S = (St,E,—) is a
transition system and sg € St is the initial state.

2.2 Elementary Net Systems
Definition 2. An elementary net is a tuple N = (S, T, F), where

— S and T are the (finite) sets of places and transitions, such that SNT = ()
— FC(SxT)U(T x S) is the flow relation

A set over the set S of places is called a marking. Given a marking m and
a place s, if s € m then we say that the place s contains a token, otherwise we
say that s is empty.

Let z € SUT. The preset of z is the set *z = {y | F(y,z)}. The postset of
z is the set 2* = {y | F(z,y)}. The preset and postset functions are generalized
in the obvious way to set of elements: if X C SUT then *X = |J,cx°z
and X* = |J,cx 2°*. A transition ¢ is enabled at marking m if *¢ C m and
t* Nm = 0. The firing (execution). of a transition ¢ enabled at m produces the
marking m’ = (m\ *t)Ut®. This is usually written as m[t)m'. With the notation
mt) we mean that there exists m’ such that m[t)m’.

An elementary net system is a pair (N, mg), where N is a net and my is a
marking of N, called initial marking. With abuse of notation, we use (S, T, F, mo)
to denote the net system ((S, 7, F'), mo).

The set of markings reachable from m, denoted by [m), is defined as the least
set of markings such that

— m € [m)
— if m’ € [m) and there exists a transition ¢ such that m’[t)m/ then m” € [m).
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The set of firing sequences is defined inductively as follows:

— myg is a firing sequence;
— if mo[t1)mi ... [tn)my, is a firing sequence and My, [tn41)Mny1 then
mo[t1)my ... [tn)Mn[tnt1)Mng1 is a firing sequence.

Given a firing sequence mglt;)my ... [tn)mn,, we call t1...t, a transition se-
quence. The set of transition sequences of a net N is denoted by T'S(N). We use
o to range over TS(N). Let 0 = ¢ .. .t,; we use m{o)m,, as an abbreviation for
mlt1)my ... [tn)mn.

The marking graph of a net N is

MG(N) = ([mo), T, {(m,t,m’) | m € [mo) At € T Am[t)ym'})

A net is simple if the following condition holds for all z,y € SUT": if *z = *y
and z* = y* then z = y.

A marking m contains a contact if there exists a transition ¢t € T such that
*t C m and not(m[t)). A net system is contact—free if no marking in [mg) contains
a contact. A net system is reduced if each transition can occur at least one time:
for all t € T there exists m € [mo) such that m[t).

In the following we consider contact-free net systems that are simple and
reduced.

3 A Behavioural Approach to Non-interference
for Elementary Nets

In this section we recall from [5] some basic properties, initially proposed in a
process algebraic setting by Focardi and Gorrieri [7,8]. Our aim is to analyse
systems that can perform two kinds of actions: high level actions, representing
the interaction of the system with high level users, and low level actions, repre-
senting the interaction with low level users. We want to verify if the interplay
between the high user and the high part of the system can affect the view of
the system as observed by a low user. We assume that the low user knows the
structure of the system, and we check if, in spite of this, he is not able to infer
the behavior of the high user by observing the low view of the execution of the
system.

Hence, we consider nets whose set of transitions is partitioned into two sub-
sets: the set H of high level transitions and the set L of low level transitions.
To emphasize this partition we use the following notation. Let L and H be two
disjoint sets: with (S, L, H, F, mg) we denote the net system (S, L U H, F, my).

The non-interference properties we are going to introduce are based on some
notion of low observability of a system, i.e., what can be observed of a system
from the point of view of low users. The low view of a transition sequence is
nothing but the subsequence where high level transitions are discarded.

Definition 3. Let N = (S,L,H, F,mg) be a net system. The low view of a
transition sequence of N is defined as follows:
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An(e) =¢
_ [ An(o)t iftel
An(at) = {AN(U) otherwise
The definition of An is extended in the obvious way to sets of transitions
sequences: An(X) = {An(0) |0 € X} for ¥ C (LU H)*.

Definition 4. Let Ny and Ny be two net systems. We say that Ny is low-view
trace equivalent to Ny, denoted by N, ét, No, iff AN, (TS(N1)) = AN, (T'S(N2)).

We define the operations of parallel composition (in TCSP-like style) and
restriction on nets, that will be useful for defining some non-interference prop-
erties.

Definition 5. Let N1 = (S],Ll,Hl,Fl,mogl) and N2 = (S2,L2,H2,F2,m0’2)
be two net systems such that Sy NSy = 0 and (L1 U Ly) N (Hy U Hy) = 0. The
parallel composition of N1 and N> is the net system

N; | Ny = (Sl USy, L1 ULy, HHUHy, Fy U Fz,mo,l Umo,z)

Definition 6. Let N = (S,L,H, F,mg) be a safe net system and let U be a
set of transitions. The restriction on U is defined as N\U = (S,L’,H', F', mg),
where

L'=L\U

H =H\U

F'=F\(SxUUU x5S)

Strong Nondeterministic Non-Interference (SNNI for short) is a trace-based
property, that intuitively says that a system is secure if what the low-level part
can see does not depend on what the high-level part can do.

Definition 7. Let N = (S, L, H, F, mg) be a net system. We say that N is SNNI
iff N 2, N\H.

The intuition is that, from the low point of view, the system where the high
level transitions are prevented should offer the same traces as the system where
the high level transitions can be freely performed. In essence, a low-level user
cannot infer, by observing the low view of the system, that some high-level
activity has occurred.

As a matter of fact, this non-interference property captures the information
flows from high to low, while admits flows from low to high. For instance, the
net N’ of Figure 1 is SNNI while the net N” is not SNNL

An alternative notion of non-interference, called Nondeducibility on Compo-
sition (NDC for short), says that the low view of a system N in isolation is not
to be altered when considering each potential interaction of N with the high
users of the external environment.

Definition 8. Let N = (S,L, H, F,mg) be a net system. We say that N is a
high-level net if L = 0.



6 Nadia Busi and Roberto Gorrieri

O+6
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Fig. 1. The net system N’ is SNNI while N” is not SNNI.

Definition 9. Let N = (S, L, H, F,mg) be a net system. N is NDC iff for all
high-level nets K = (Sk, 0, Hx, Fxc,mo,x): N\H 24 (N | K)\(H \ Hg).

The left-hand term represents the low view of the system N in isolation,
while the right-hand term expresses the low view of N interacting with the
high environment K (note that the activities resulting from such interactions
are invisible by the definition of low view equivalence). NDC'is a very intutive
property: whatever high level system K is interacting with N, the low effect
is unobservable. However, it is difficult to check this property because of the
universal quantification over high systems. Luckily enough, we will then prove
that SNNI and NDC are actually the same non-interference property.

Theorem 1. Let N = (S,L,H, F,mg) be a net system. N is SNNI if and only
if N is NDC.

The two properties above are based on (low) trace semantics. It is well-known
[8] that bisimulation semantics is more appropriate than trace semantics because
it captures also some indirect information flows due to, e.g., deadlocks. For this
reason, we now consider non-interference properties based on bisimulation. To
this aim, we first need to introduce a notion of low—view bisimulation.

Definition 10. Let N1 = (Sl,Ll, Hl,Fl,mo,l) and N2 = (S2,L2,H2,F2,m0’2)
be two net systems. A low—view bisimulation from N; to Ny is a relation on
M(S1) x M(S3) such that if (my,mz) € R then for all t € Ui=1,2 L;UH;:

— if my[tym] then there exist o, m} such that mo[o)mb, AN, (t) = An, (o) and
(my,m3) € R

— if ma[tym}, then there exist o, m/ such that mi[o)m}, An,(t) = An, (o) and
(my,my) € R

If N1 = Ny we say that R is a low-view bisimulation on Nj.

. ; i A .
We say that Ny is low—view bisimilar to Ny, denoted by Ny ~pis Na, if there
exists a low-view bisimulation R from Ni to Ny such that (mo,1,mo2) € R.
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The first obvious variation on the theme is to define the bisimulation based
version of SNNI, yielding BSNNL

Definition 11. Let N = (S, L, H, F,mg) be a net system. We say that N is
BSNNI iff N L4y N\H.

Obviously, BSNNI C SNNI. The converse is not true: the net N in Figure 2 is
SNNIbut not BSNNI. Note that SNNImisses to capture the indirect information
flow present in this net: if the low transition ! cannot be performed, the low user

can infer that the high transition h has been performed, hence deducing one
piece of high knowledge.

OS]
Fig. 2. A net system that is SNNI but not BSNNI.

Similarly, BNDC can be defined from NDC, yielding a rather appealing se-
curity property, which is finer than BSNNL

Definition 12. Let N = (S,L, H, F,mp) be a net system. N is BNDC iff for
all high-level nets K = (Sk,0, Hx, Fx,mo,x): N\H ébis (N | K)\(H\ Hk).

Theorem 2. Let N = (S, L, H, F, mp) be a net system. If N is BNDC then N
is BSNNI.

Unfortunately, the converse is not true: Figure 3 reports a net that is BSNNI
but not BNDC; the reason why can be easily grasped by looking at their respec-
tive marking graphs in Figure 4.

BNDC is quite appealing but, because of the universal quantification on all
possible high level systems, it is difficult to check. The next property, called
Strong Bisimulation Non Deducibility on Composition (SBNDC for short), is
actually an alternative characterization of BNDC which is easily checkable.

Definition 13. Let N = (S, L, H, F, mg) be a net system. N is SBNDC iff for
all markings m € [mg) and for all h € H the following holds:

if m[h)m' then there ezists a low—view bistmulation R on N\H such that
(m,m’) € R.

Theorem 3. Let N = (S, L, H, F, mg) be a net system. N is BNDC if and only
if N is SBNDC.

The theorem above holds because we are in an unlabeled setting: transitions
are not labeled. In (7, 8] it is proved that — for the Security Process Algebra —
SBNDC is strictly finer than BNDC.
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Fig. 3. A net system that is BSNNI but not BNDC.
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Fig. 4. The marking graphs of the net systems N, N\H and (N | K)\{h2}.

4 Positive Place-Based Non-interference
in Elementary Nets

In [4,5] we defined two notions of non-interference, namely, PBNI and RBNI,
aiming at capturing any kind of information flow from high users to low users.
Those notions capture both positive and negative informations on the high be-
haviour of the system. More precisely, a positive information flow arises when
the occurrence of a high level transition can be deduced from the low level be-
haviour of the system, whereas a negative information is concerned with the fact
that a high level transition has not occurred.

In this paper we provide a characterisation of positive information flows, i.e.,
we consider a system secure if it is not possible to deduce that some high level
action has been performed by observing the low level behaviour.

To this aim, we define the PBNI+ property based on the absence of some
kinds of places in a net system. Consider a net system N = (S, L, H, F, my).

Consider a low level transition [ of the net: if [ can fire, then we know that
the places in the preset of [ are marked before the firing of ; moreover, we know
that such places become unmarked after the firing of l. If there exists a high level
action h that produces a token in a place s in the preset of [ (see the system
N; in Figure 5), then the low level user can infer that h has occurred if he can
perform the low level action . We note that there exists a causal dependency



