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Preface

ICISC 2007, the Tenth International Conference on Information Security and
Cryptology, was held in Seoul, Korea, during November 29-30, 2007. It was
organized by the Korea Institute of Information Security and Cryptology
(KIISC) in cooperation with the Ministry of Information and Communication
(MIC), Korea. The aim of this conference was to provide a forum for the pre-
sentation of new results in research, development, and applications in the field
of information security and cryptology. It also intended to be a place where
research information can be exchanged.

The conference received 123 submissions from 24 countries, covering all areas
of information security and cryptology. The review and selection processes were
carried out in two stages by the Program Committee (PC) of 57 prominent
researchers via online meetings through the iChair Web server. First, each paper
was blind reviewed by at least three PC members, and papers co-authored by
the PC members were reviewed by at least five PC members. Second, individual
review reports were revealed to PC members, and detailed interactive discussion
on each paper followed. Through this process the PC finally selected 28 papers
from 14 countries. The authors of selected papers had a few weeks to prepare final
versions of their papers, aided by comments from the reviewers. The proceedings
contained the revised versions of the accepted papers. However, most of these
final revisions were not subject to any further editorial review.

The conference program included two invited talks from eminent researchers
in information security and cryptology. The invited speakers were Daniel J.
Bernstein from University of Illinois at Chicago and Mitsuru Matsui from
Mitsubishi Electric Corporation.

We would like to thank everyone who contributed to the success of this con-
ference. First, thanks to all the authors who submitted papers to this conference.
Second, thanks to all 57 members of the PC listed overleaf. It was a truly nice ex-
perience to work with such talented and hard-working researchers. Third, thanks
to all the external reviewers for assisting the PC in their particular areas of ex-
pertise. Fourth, we would like to thank all the participants of the conference who
made this event an intellectually stimulating one through their active contribu-
tion. We would also like to thank the iChair developers in EPFL for allowing
us to use their software. Finally, we are delighted to acknowledge the partial fi-
nancial support provided by CIST, KISTA, NICS Tech, NITGEN, STG Security,
and TSonNet.

November 2007 Kil-Huyn Nam
Gwangsoo Rhee
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Cryptanalysis of a Hash Function Proposed at
ICISC 2006

Willi Geiselmann® and Rainer Steinwandt?

! Institut fiir Algorithmen und Kognitive Systeme, Fakultat fiir Informatik,
Universitat Karlsruhe (TH), Am Fasanengarten 5, 76128 Karlsruhe, Germany
geiselma@ira.uka.de
2 Department of Mathematical Sciences, Florida Atlantic University,

777 Glades Road, Boca Raton, FL 33431, USA
rsteinwa@fau.edu

Abstract. A simple method for constructing collisions for Shpilrain’s
polynomial-based hash function from ICISC 2006 is presented. The at-
tack relies on elementary linear algebra and can be considered as practi-
cal: For the parameters suggested, we give a specific collision, computed
by means of a computer algebra system.

Keywords: cryptanalysis, hash function.

1 Introduction

In [Shp06] Shpilrain proposes a hash function H which builds on the Merkle-
Damgard construction [Dam90, Mer90] and relies on computations in the
quotient of a polynomial ring. In [Cha06] Chang reports that the underlying
compression function is easy to invert and that a meet-in-the-middle attack en-
ables a preimage attack on H. According to Chang’s complexity estimate, for the
specific parameters proposed in [Shp06] the computational effort for mounting
such a preimage attack appears to be in the magnitude of 28° operations.

The collision attack we describe below can be considered as practical—for the
specific parameters proposed in [Shp06] we give a collision of two equal length
bitstrings with about 10.2 KByte each. Shpilrain’s proposed hash function H
does not involve padding, but the collision given below remains valid if the usual
Merkle-Damgéard strengthening is applied to H.

2 The Proposal from ICISC 2006

Let p(z) € Fz|z] be a univariate polynomial of degree n over the finite field
with two elements. Moreover, let a be the residue class of x in the quotient
R := Fy[z]/(p(z)), thus p(a) = 0. We remark that [Shp06] writes “R = Fan =
Falz]/(p(x))” which suggests p(x) to be irreducible, but the specific polynomial
p(z) proposed is reducible.

K.-H. Nam and G. Rhee (Eds.): ICISC 2007, LNCS 4817, pp. 1-10, 2007.
© Springer-Verlag Berlin Heidelberg 2007
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2.1 General Construction

To define the hash function H, two elements hg, h; € R are fixed, and the hash
value of an individual bit is defined as

H(0) := ho,
HQ) = hy (1)

Next, a triple (ug,u1,u2) € R? is used to fix a binary operation o on R:

o: R? — R
(r1,m2) —> r1 0T t=1Ug + 71 -T2 +T% - uy + 73 up

(2)

To hash a bitstring M, the following procedure is used:

1. Going from left to right, the bitstring M is split into 32-bit blocks M = B ||

By || --- || Be, where the last block By has less than 32 bit, if the length of
M is not a multiple of 32. There is no padding.
2. The hash value of each single 32-bit block B; = B, ¢ || - - - || Bi,31 is computed

by applying the above operation o one bit at a time, going from left to right:
H(Bl) = ( - ((H(B‘L,O) o H(Bl‘l)) o H(BiYQ)) 55 = ) [e] H(Bi,gl)

(where the hash value H(B; ;) of a single bit B; ; is given by (1)).
3. The hash value H(M) of M is computed by applying the operation o one
block at a time, going from left to right:

H(M) = (... ((H(Bo) o H(By)) 0 H(By))...) o H(By)

The value H(M) is the output of the hash function for input M.

2.2 Suggested Parameters
As specific parameter choice, [Shp06] suggests the following:
p(z) =2 +2" +28 + P+ 2t +1
hg := a7 +1
hl = a8 +1

Ug, U1, U2) = 1,&2,0
( )= (

To demonstrate the practicality of the attack proposed below, in Section 3.3
we construct a specific collision for this parameter choice.

3 Finding Collisions

As already indicated above, the notation “R = Fan = Fa[z]/(p(z))” in [Shp06]
suggests the considered polynomial p(z) to be irreducible. However, with a
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computer algebra system like Magma [BCP97] one easily checks that the pro-
posed polynomial splits into four irreducible factors from Fy[z]. Namely, for
p(z) = 219 + 27 4+ 28 + 2% + 28 + z + 1 we have p(z) = ¢1(z) - 2() - 3() - g4 (),
where

) =2+2"+2°+z+1,

ga(z) =28 + 2 + 2" + 2" + 2% + 2t + 1,

ga3(z) == %8 + 2% 4 £33 4 231 4 30 4 o8 4 524 4 g2 | 21 4 420 + 719

427+ 2+ 22 4+ 20 B T 42t B 2% 41,

ga(z) =2 + 2% + 29 + 2% 4+ 290 1 288 4 487 1 284 4+ 252 4 573 4 %9
468 4 67 4 65 4 64 4 61 4 58 4 .55 | .54 53 L 46
+2% 42t + 2 2 4+ 2 + 2% + 2 4 23 4 2P 2
e N e S LI S S B L L O N

+z8+ P+ 3+ 22 +1

(z

Thus, before discussing the core part of our attack, it is worth discussing briefly
how to exploit such a factorization for a collision search.

3.1 Using the Chinese Remainder Theorem

According to the Chinese Remainder Theorem, any factorization of the polyno-
mial p(z) into coprime factors g1 () ..., gs(z) yields a decomposition of the ring
R = F;[z]/(p(z)) into a direct product of rings R; := Fa[z]/(q:(z)):

R~R; X --- X Ry

As the hash function H composes the hash values of the individual 32-bit
blocks with simple ring operations, it looks tempting to exploit this isomorphism
of rings to perform the collision search “one R; at a time”. Suppose we have found
two bitstrings M, M, whose lengths are multiples of 32 and which satisfy

H(M,) = H(M;) (mod gs(z))

i.e., we have a collision in the R;-component. Owing to the Merkle-Damgard
structure of H, we then have

H(M, | T)=H(M: || T) (mod gs(z))

for arbitrary bitstrings 7" appended to M; and Ms. Thus, if we heuristically
(though actually incorrectly) take the values H(M; || T) and H(M: || T') as being
uniformly and independently distributed modulo gs—1(z), we would expect that
within O(29¢8(9s-1(2))) random attempts for T', we encounter a pair of messages
M, || Ts—1, Mz || Ts—1 whose hash values coincide in the R;,_1 X R,-component
of R. If the degree of gs_; is small, this approach can be efficient enough. In our
experiments we used the linear algebra technique described in the next section
to reduce the computational effort for finding a matching T;_;.
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Now assume we have found a matching “tail” T;_; and that the length of
T,_, is a multiple of 32. Then we can apply the same reasoning as before to
extend the collision

H(M; || Ts—1) = H(M: || Ts—1) (mod gs—1(2) - gs(z))

from Rs_1 X Rs to Rs_ax Rs_1 X Rs: Analogously as before, now we test bitstrings
Ts_o until

H(M || Ts—1 || To—2) = HM> || Ts—1 || Ts—2) (mod gs—2 - gs—1 - gs)

holds. In this way, we can process the components R, Rs_1, ..., R1 one by one,
starting from a collision in a single component.

Ezample 1. For the specific parameters from Section 2.2 we have s = 4, and the
degrees of ¢q;(z), g2(z) and ¢3(z) are rather small—namely 9, 18 and 38. Thus,
once we know a pair of messages colliding in the larger R4-component (of size
298), deriving a full collision that is valid in R should be straightforward. Indeed,
in our actual computations this worked as expected.

3.2 Using Linear Algebra

In view of the above discussion, the parameter choice in [Shp06] does not seem
to offer an adequate security level, and constructing a collision in the component
Ry (of size 298) seems to be the most time-consuming task for mounting such an
attack. In this section we show that such a collision can be found easily, without
implementing a full birthday attack in Ry.

Remark 1. We describe the attack for an irreducible polynomial p(z) of degree
n, i.e., for R ~ [F9=. For the specific parameter set from Section 2.2, this linear
algebra based part is exploited for R4 and R3 only, but the attack technique
as such does not rely on the described shortcut via the Chinese Remainder
Theorem. In particular, simply imposing p(z) to be irreducible of degree 163
does not appear to be an adequate countermeasure to rule out the attack.

Let R’ C R be the image of H when being restricted to messages whose length is
a multiple of 32 (i. e., we have no incomplete last blocks). To each 32-bit block B,
we can assign the following map ¢pg, which captures the update of H’s internal
state when appending B to a message whose length is a multiple of 32.

¢p: R — R
h — ho H(B)

The map ¢p, is affine in the sense that it splits into the sum of the Fa-linear
map h — h-H(B)+h?-u; and the constant shift H(B)? - us + ug. If we consider
a sequence of blocks By, ..., B;, then the composition

¢B, B, -1B. (h) := ¢, (dB,_, (.- IB, (h))...)



