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Introduction

Everywhere you look in the trade press today, someone’s talking about
performance issues. It doesn’t matter if the article is about local area
networks (LANs), wide area networks (WANs), metro area networks
(MANSs), the Internet, an individual server, or even a single component
within that server. Everyone wants to get the performance they paid for,
and, if possible, get better performance than they expected. That's why
performance tuning and optimization (PTO) is so important. Time is
money, and everyone wants to reduce costs by reducing the time required
to perform tasks on their network.

Okay, so management is thrilled that it takes half the time today to get a
report out than it did yesterday. What’s in PTO for you? If an adminis-
trator can tune a server to provide even a modicum of performance
improvement, management is certain to take notice because of the sav-
ings in new equipment and user efficiency. In addition, users react fa-
vorably when they see that network tasks are completed in record time.
In short, the techniques in this book will reduce your workload, enhance
how management views your capabilities, and make you popular with
the people using the network.

What You Learn

What can you expect to learn by reading this book? This book concen-
trates on PTO problems that occur in a variety of places. We begin by
looking at the server (both hardware and software), and then move to
the network, special devices like storage area networks (SANs), and even
the user. Obviously, we mention relevant infrastructure problems that
could cause poor Windows 2000 performance, but that isn’t the main
focus of the book. We also cover generic tuning topics like application
performance and tuning.

Besides generic tuning topics, we look at some of the more important
Windows 2000 Server-specific topics like Active Directory optimization.
The book addresses issues regarding replication of Active Directory ser-
vices across enterprise networks, multiple domains, and single domains
in LAN or WAN networks. Since Active Directory services is a new tech-
nology, many administrators aren’t certain how to proceed when it comes



xviii

Microsoft Windows 2000 Performance Tuning Technical Reference

to tuning this essential part of Windows 2000. Armed with the knowl-
edge in this book, you'll be able to deal with most of the Act' v Direc-
tory PTO problems that can occur on a system.

Any book that wants to truly address the needs of today’s administrator
needs some material on working with the Internet. The Internet intro-
duces a wealth of difficult-to-find, yet frustratingly widespread, tuning
problems. The fact that network bandwidth of the Internet is at a pre-
mium doesn’t help matters much. As part of the Internet coverage, we
review Internet-specific applications. In addition to this, we explain new
features that Windows 2000 has that allow the administrator to fine tune
the operating system when hosting Web sites on the server.

wWindows 2000 Server is an operating system that requires in-depth
knowledge in order to gain the most from the product. This book helps
you understand how to approach PTO for a Windows 2000 Server. You
get a lot of hands-on techniques and pointers to other places where you
can find additional information. This book contains both theoretical and
real-world information about PTO in the world of Windows 2000 Server.

Who Should Use This Book?

Anyone who wants to know more about the benefits of Windows 2000
Server PTO is a potential candidate for reading this book. We tried very
hard to make every procedure clear, every bit of theory easy to under-
stand, and every real-world experience as simple as we could. However,
there are limits to what authors can cover in one book. Microsoft Win-
dows 2000 Performance Tuning Technical Reference targets the expe-
rienced Microsoft Windows NT or Windows 2000 administrator. If you're
a novice who's never worked with Windows before, you're definitely
going to have trouble figuring out the contents of this book.

There are certain assumptions that we make about your current capa-
bilities and knowledge level. For example, we assume you're already
familiar with the Windows 2000 operating system and don’t need addi-
tional information to complete comimon tasks that administrators should
be familiar with. We also expect you to have some knowledge of com-
mon computer terms, although the Glossary in the back of the book
should help with any terms you’re unfamiliar with. This isn’t a book that
helps novice readers discover how to work with Windows 2000, nor does
it assist intermediate readers with the vagaries of security or application
installation.
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What You Won't Find Here

if% important you understand that this is a book about PTO. We defi-
nitely cover just about everything you can think of when it comes to the
issue of performance and how to correct performance problems through
the use of tuning and optimization. However, this isn’t the book you want
to buy to learn to set up your system. We assume you already have a
server in place and have spent some time working with it. You should
have some ideas on what performance problems your server has when
you pick this book up. We make every effort to point out other pitfalls
you need to know about.

This book also has very little in the way of troubleshooting information.
If you can't figure out why your network interface card (NIC) no longer
communicates with the network, this book isn’t going to help you find
an answer. We’re assuming your hardware works, for the most part, and
all you really need to do is tune it to get optimum performance.

Finally, you won't find specific answers for your particular piece of
equipment. This book is generalized PTO. What this means to you, as
a reader, is that you find lots of suggestions on how to fix a problem,
but that you probably have to perform some amount of research to find
the specific solution that works for your equipment. Consider this book
a flashlight that casts light on the topic of PTO. Even though we can shine
a light for you, you still need to interpret what the light makes visible.

How This Book Is Structured

This book is packed with a lot of useful information about PTO. The
following paragraphs summarize the book’s structure and help you
understand how the book can help you. Each description provides an
overview of the chapter in question, which means you can gain a bet-
ter appreciation of what the book can do to help you by reading these
few paragraphs.

Chapter 1 Introduction to Performance Tuning
and Optimization

This chapter contains information you need to understand the impor-
tance of PTO and how it can affect the performance of the server. The
main purpose of this chapter is to provide you with a good reason to
optimize your system, other than the fact that the boss has asked you
to do it. Any task becomes easier if you have a personal reason to care
and the knowledge to understand why the task is important.
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Chapter 2 The Microsoft Windows 2000 Kernel

Even though the subject of the operating system kernel can be found
in books that cover Windows 2000 Server, we feel it’s absolutely neces-
sary for this particular text because you need to understand the archi-
tecture behind the processes that take place under Windows 2000 Server.
Also, changes that have taken place at the kernel level of the Windows
2000 operating system should be discussed and described so you un-
derstand how those changes might help with PTO. We take a look at a
variety of kernel topics in this chapter, including an in-depth look
at the hardware abstraction layer (HAL), Windows 2000 subsystems, Win-
dows 2000 managers, and Windows 2000 applications.

Chapter 3 Processes and Threads and Memory Management

This chapter goes into detail about the theory behind processes, threads,
multiprocessing, and memory management under Windows 2000. We
explore both symmetric multiprocessing (SMP), which is the most com-
mon type of multiprocessing in use today, and asymmetric multiprocess-
ing (AMP).

The purpose of this chapter is to explain how the multiprocessing ca-
pabilities of Windows 2000 can help improve the efficiency of the server.
However, the chapter’s purpose isn’t just to define these terms, but to
explain how features such as single-threaded processes, multithreaded
processes, and thread priorities can affect performance of the server. You
need this information to understand how multiprocessing and
multithreading can have a negative effect on the server if not correctly .
tuned or configured. ’

Part of understanding processes and threads is learning how to view and
work with them. This chapter will show you how to use various tools
to view, monitor, and tune the performance of processes and threads. .
We’ll look at both common and developer tools as part of the discus-
sion. This part of the chapter represents the most direct use of process
and thread theory that you can achieve.

This is one of those chapters that will seem long on theory and short
on practical use. However, theory is very important when it comes to
PTO. We also use this information in later chapters. For example, in
Chapter 5 we use the information in this chapter to help you understand
how to avoid processor bottlenecks.
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Chapter 4 Performance Monltoring in Microsoft Windows 2000

This chapter provides a detailed look at the built-in System Monitor tool
in Windows 2000. (This tool is actually part of the Performance MMC
snap-in, all of which we cover in this chapter.) System Monitor is a tool
Windows 2000 administrators must understand if they’re looking to do.
any form of performance optimization. You also have an opportunity to
review changes made to the Performance Monitor tool under Windows
2000. The chapter goes into detail on how to monitor the hundreds of
counters available to administrators for performance analysis, but more
importantly, it explains how to record data so they have results that are
truly useful when analyzing PTO issues.

Chapter 5 Diagnosing Processor Bottlenecks

Processor-bound applications—those that rely heavily on the processor
to perform their task—are quite common on Windows 2000 Server be-
cause of Microsoft’s COM focus. This chapter begins by telling you how
to detect and diagnose processor bottlenecks. Once you know how to
recognize processor bottleneck problems, we review ways of correct-
ing this problem. In addition to looking at current processor technology,
this chapter also explores upcoming processor technologies that will
reduce or eliminate common processor bottlenecks.

Chapter 6 Diagnosing Memory Bottlenecks

Understanding the causes of memory bottlenecks in your system is criti-
cal to diagnosing many kinds of Windows 2000 Server performance is-
sues. For example, memory fragmentation—the way applications are
placed within memory—can reduce the efficiency of Windows 2000.
Memory bottlenecks don't just affect the operating system.

Poorly written applications can cause a myriad of problems, including
inefficient use of memory by processes or threads. You might find that
an application won’t run because the server lacks enough memory to
do so, yet the application will report an unrelated error to the user. In
addition, application memory leaks cduse a slow degradation of the
server over time.

Of course, there are hardware-related problems that affect the Windows
2000 Server as well. For example, using error-correcting code (ECC)
memory can improve server reliability, but often at the expense of server
performance.
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This chapter provides a multistep process for you to check for various
types of memory problems. You learn to determine if 2 memory bottle-
neck exists; whether the cause of the bottleneck is the operating system,
application, or hardware; and how to correct the problem.

Chapter 7 Dlagnosing Disk Bottlenecks

This chapter helps you understand the causes of and cures for disk
activity-related bottlenecks on your server. While Component Object
Model (COM) or a spreadsheet application loads the processor, database
applications load the disk drive. In short, it pays to know what type of
application the server will run so you can predict which part of the server
architecture will become the bottleneck.

We begin by helping you learn what you need to do to detect disk
bottleneck problems under Windows 2000. We then look at how an
administrator can correct those problems using built-in tools found in
Windows 2000.

Of course, there are some unique areas of discussion for disk drives. We
explore disk technologies such as RAID-5, mirroring, and duplexing, and
how these technologies can help increase the performance of the
server—for example, how RAID-5 can affect read/write performance of
the server. Finally, since the enterprise server is moving toward exter-
nal disk units, we cover performance issues related to technologies like
SANSs.

Chapter 8 Network Problems

The whole reason to install a server is to share resources of all types on
a network. That’s why network tuning is such an important issue for this
book. Of course, given the complexity of network setups, it pays to look
at sources of problems on the individual server first, and then look at
network tuning issues. That’s why this important chapter appears after
the individual server-tuning chapters in the book—we’re looking at a
progression of simple to complex.

As in the past two chapters, this chapter begins with the sources of
network bottlenecks. This means looking at features such as network
topologies since different topologies have different problems.

Once you know the problem is network-related, you can utilize the tools
available to you such as System Monitor and Network Monitor to ana-
lyze the netwdrk problem. System Monitor is packed with several net-
work-related counters. The chapter explains the differences between
these counters and what counters are the most commonly used when
detecting network problems.
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The chapter then goes into changes you can make at the Windows 2000
Server to correct these network-related problems. For example, there are
several TCP/IP settings you can adjust. Another approach is to modify
registry settings to increase server response time, in particular when
running an Internet-based application. In addition to operating system-
specific solutions, we also look at the other environmental factors that
affect server performance like the hardware used to create the network
and the kinds of tasks users typically perform on the network.

Chapter 9 Microsoft Active Directory Services and Tuning

In'this chapter, we explore issues relating to replication of Active Direc-
tory services. Since Active Directory services is a new feature of Windows
2000, this chapter does spend a little time explaining how Active Direc-
tory services affects you, especially when it comes to performance. We
then look at how the administrator can optimize Windows 2000 to in-
crease performance of Active Directory services. The chapter covers items
the administrator should watch for like slow network connections. A
‘large part of the discussion centers on methods that can help decrease
the time it takes for Active Directory replication.

Chapter 10 New Tuning Features in Microsoft Windows 2000

Windows 2000 has several new features that increase the performance
of applications running on a Windows 2000 Server. This chapter explores
how you can use each one to performance tune Windows 2000. For
example, we look at what you can do to make your Web site react faster,
yet more consistently, to user requests through the user of CPU and
bandwidth throttling. We review how you can use process accounting
to verify the amount of resources that each process is using on your Web
site. Finally, we explain the latest method to use less bandwidth—HTTP
compression.

This chapter doesn’t stop with new Internet features. Microsoft has
improved multiprocessor support in Windows 2000, so we review how
this affects PTO. There are also some new technologies covered in this
chapter like quality of service (QoS), Resource Reservation Protocol
(RSVP), and Network Load Balancing (NLB).

Chgpter 11 Capacity Planning

Most people have a basic understanding of what capacity is about—it
relates to the server’s ability to handle a specific load level. If the server
had the same load every day, it would be easy to predict the capacity
required to support more users or another application. However, real
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networks have shifting loads of various types. One application might load
the server, while another could load the disk.

This chapter covers the topic of capacity planning and what exactly it
is. We touch on how the administrator can use methods and tools already
covered in the book to develop a plan that predicts capacity require-
ments in the future. This means explaining how the administrator can
use these tools to analyze trends in server usage today and use histori-
cal context as a basis for predicting future needs. One of the more im-
portant, real-world topics in this chapter is the issue of what the vendor
tells the administrator versus what the product actually supports.

In addition to these topics, we'll discuss some issues you may not have
thought to add to your capacity planning strategy like the importance
of planning for a reliable system, as well as one that can handle a larger
load.

Chapter 12 Microsoft Windows 2000 and Its Versions

If Windows 2000 came in just one size, one set of tuning types could
potentially cover many of the issues that administrators face, at least at
a generic level. However, there are multiple versions of Windows 2000
to deal with and Microsoft has slated each one to cover a particular kind
of environment, which means tuning tips for one version of Windows
2000 don’t necessarily work for the other versions. Windows 2000 Server
is offered in three versions:

e Standard Edition
e Advanced Server
e Datacenter Server

This chapter covers the key differences between each of these versions
and when you want to deploy one over the other to help with PTO
issues. This chapter explores how switching from one version to the other
can be part of an organization’s capacity planning. Finally, we take a real-
world look at some of the tuning technique differences between one
server version and another.

Chapter 13 Microsoft Windows 2000 and Clustering

One way to increase the performance of applications and file/print ser-
vices on a Windows 2000 Server is to implement clustering. This chap-
ter covers the new clustering features found in Advanced and Datacenter
versions of Windows 2000. The chapter also reviews the Windows 2000
cluster technology and how you can install and deploy the service. Also
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covered is the topic of cluster designs and what each solution has to offer
in terms of performance, scalability, and redundancy.

Chapter 14 Microsoft Windows 2000 and the Internet

Many environments have deployed or will deploy Windows 2000 Server
as their Internet server of choice. This leads to issues regarding perfor-
mance of the server under the constant and heavy traffic over the
Internet. Windows 2000 technologies such as Processor Quotas and
Accounting are covered in detail in this chapter. The ability to assign
quotas is new to Windows 2000 and specifically Web sites running on
a Windows 2000 Server. The chapter has examples on how to set these
quotas and then monitor them. The chapter also explores available Web
technologies such as Active Server Pages (ASP) and how selecting the
right technology can contribute to your performance-tuning needs.

Chapter 15 Microsoft Windows 2000 Resource Kit
Performance Tools

This chapter provides an overview of performance monitoring and en-
hancing tools in the Windows 2000 Resource Kit. We definitely don’t
cover the whole resource Kit since doing so would require a book in and
of itself. Microsoft normally includes a wealth of tools in the resource
kit that help the administrator locate problem areas on the server. These
tools can also point out areas where the server needs to be tuned, which
is how we approach the topic in this chapter.

You'll be surprised at the number of new tools found in this version of
the Windows 2000 Resource Kit. We don’t cover all the new tools, but
we look at some new tuning options that you might not have known
existed in the past. For example, we review the Clear Memory utility,
which is designed to clear the server memory for you and prevent cer-
tain types of memory fragmentation problems. We also look at the Page
Fault Monitor, a tool designed to help you see when a particular appli-
cation uses excessive amounts of memory or to determine when it’s time
to perform a memory upgrade on your server.

Chapter 16 Third-Party Tuning Tools

This chapter provides you with an overview of third-party tuning tools.
The intent of this chapter is to give you some idea of what'’s available
out there and where to find it. Third-party tuning tools can help reduce
the time required to perform certain types of server tuning or eliminate
the need for manual tuning in the first place.
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This chapter is divided into four software categories. The main category
is shareware tools. Shareware is a relatively inexpensive way to experi-
ment to see what tool features you need. Some shareware is of such high
quality that it exceeds what you find in shrink-wrapped software in both

' performance and functionality.

We also look at three kinds of shrink-wrapped software. This chapter
provides some ideas on the types of general administration, hardware-
oriented, and network-specific tools available to you. As previously
mentioned, however, there are a lot of tools out there and only a little
space in which to cover them. This chapter is designed to provide you
with ideas of what you might want to look for to complete your tuning
toolbox. '

Conventions Used in This Book

This book uses special icons to help you find information that you need
faster or to highlight its importance. You’ll also find that some icons are
used to tell you about special operating system requirements or to warn
you about dangers of using specific techniques. The following list tells
you about each of these icons and how you should interpret them.

Note Notes tell you about interesting facts that don’t necessar-
ily affect your ability to use the other information in the book. We
use Note boxes to give you bits of information that we've picked
up while using Microsoft Windows 2000 or products like
Microsoft Visual Studio. -

Tip Everyone likes tips, because they tell you new ways of do-
ing things that you might not have thought about before. Tip
boxes also provide an alternative way of doing something that you
might like better than the first approach we provided.

Caution This means watch out! Cautions almost always tell you
about some kind of system or data damage that occurs if you
perform a certain action (or fail to perform others). Make sure
you understand a Caution thoroughly before you follow any in-
structions that come after it.
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More Info The Internet contains a wealth of information, but
finding it can be difficult, to say the least. The More Info boxes
help you find new sources of information on the Internet that you
can use to improve the way you manage your network or learn
new techniques. You'll also find newsgroup More Info boxes that
tell where you can find other people to talk with about Windows
2000. Finally, More Info boxes help you find utility programs that
make working with Windows 2000 faster and easier than before.

Planning This is a special box that helps you understand the I
requirements you need to satisfy before you start to use a pro- !:
cedure or technique within the book. For example, if you want to

install a new product on your server, you might need to perform

some preinstallation steps first. In some cases, the preparation

has nothing to do with the server. Perhaps you need to set up

some paperwork before you perform a technique to ensure that

all the results are properly recorded.
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