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Preface

This volume contains the Research Track proceedings of the Second Information
Security Practice and Experience Conference 2006 (ISPEC 2006), which took
place in Hangzhou, China, April 11-14, 2006. The inaugural ISPEC 2005 was
held exactly one year earlier in Singapore.

As applications of information security technologies become pervasive, issues
pertaining to their deployment and operations are becoming increasingly impor-
tant. ISPEC is an annual conference that brings together researchers and prac-
titioners to provide a confluence of new information security technologies, their
applications and their integration with IT systems in various vertical sectors.

ISPEC 2006 received 307 submissions. This is probably the highest number
of paper submissions in any information security-related technical conferences.
Due to this exceptionally large number of submissions and the high quality of
the submitted papers, not all the papers that contained innovative ideas could
be accepted. Each paper was sent to at least three Program Committee mem-
bers for comments. Based on the reviewers’ comments and discussion by the
Program Committee, of the 307 submissions, 35 were selected for inclusion in
these proceedings as research track papers and another 21 papers were selected
as industrial track papers and are published in the Journal of Shanghai Jiaotong
University (Science).

As always, the success of an international conference was made possible
through the contributions from many individuals and organizations. We would
like to thank all the authors who submitted papers. We are indebted to our
Program Committee members and the external reviewers for the great job they
did. We sincerely thank our General Chair Xuejia Lai for his support and en-
couragement, Ying Qiu for managing the website for paper submission, review
and notification, Feng Bao for helping out in several “emergency” situations and
Jianying Zhou for his excellent work as Publication and Publicity Chair. Our
special thanks are due to the members of the Local Organizing Committee at
Shanghai Jiaotong University, in particular to Yanfei Zheng, Meiju Chen and
Zhihua Su for their great efforts to make the conference run smoothly.

Last but not least, we are grateful to Shanghai Jiaotong University, the
Institute for Infocomm Research and Singapore Management University for
sponsoring the conference.

January 2006 Kefei Chen
Robert H. Deng
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Abstract. The masking method is known to be one of the most power-
ful algorithmic countermeasures against the first-order differential power
attack. This article proposes several new efficient masking algorithms
applicable to finite field multipliers. Note that the finite field multiplier
(more precisely, the finite field inversion) plays a crucial role in the confu-
sion layer of many block ciphers including AES. The new algorithms are
applied to implement AES DPA-securely in hardware and the detailed
implementation results are presented.

1 Introduction

The differential power attack (DPA) [5] uses the power consumption data to de-
rive some secret information in a cryptographic device. The primary reason why
DPA works is that the power consumption signals from a device are strongly
related to the internal state of the device, therefore it may leak crucial informa-
tion about the keying-parameters involved. In particular, this article adopts the
power leakage model that the power consumption information leaks the Ham-
ming weight of the data being processed and considers the first-order DPA which
investigates the statistical properties of the power consumption information at
each sample time [7]. Various countermeasures against the first-order DPA have
been proposed so far and the masking method [6] is known to be one of its most
powerful algorithmic countermeasures.

The main idea of the masking method is that before a certain cryptographic
operation involving a secret key is performed, the input data is masked using a
randomly chosen value so that its Hamming weight looks random to the outside
world, which clearly prevents an adversary from performing the first-order DPA.

This article proposes new masking algorithms applicable to finite field multi-
pliers. More precisely, efficient algorithms which solve the following problem are
presented:

Masking Problem for the Multiplication in a Finite Field. For a given fi-
nite field GF(¢) and (z’,7), (v, s) € GF(q) x GF(q) withz = z'+r and y = ¢’ +s,
compute (zy + ¢,t) for a random value ¢ € GF(q) with the constraint that the
Hamming weight distributions of intermediate results must be independent of x
and y. Note that in most applications the field GF(q) is a binary field, i.e. ¢ = 2™
for some n.

K. Chen et al. (Eds.): ISPEC 2006, LNCS 3903, pp. 1-12, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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The related problem for a finite field inversion could also be considered. How-
ever, since the inversion can be realized using multiplications (and some linear
functions), it is sufficient to consider the multiplication case.

Previous Works. Much work has been done on solving the above problem
(and its related problems) (2, 3,4, 9,10, 13, 14]. For example, the work in [2, 4, 14]
mainly concerned with solving it in software level. Hence, they use the byte-
oriented operations or table-lookup operations in their solutions, so they are not
adequate to the hardware implementation (in view of critical path and size).
On the other hand, our methods are highly hardware-oriented and mainly use
bit-wise operations to reduce the hardware size and the critical path.

The methods presented in [3,13] use the idea of masking at the gate level.
More precisely, to apply the masking method to AES, they first decompose the
inversion over GF(28) into the operations over GF(2). And, noting that the only
non-linear operation in GF(2) is the multiplication, i.e. the AND gate, they tried
to devise an efficient masking algorithm for the AND gate. In doing so, they used
the following simple identities

(AY) @ =(((r: @ (rz Amy)) ® (rz AY')) ® (ry A2')) @ (' A Y')
to get ((z Ay) ®r;,7,) [13] and
@AY ®r:= (Y A((mry Arz) V(ry AZ))) V(Y A ((ry ATz) V (-ry AZ)))

to get ((x Ay) ® rz,rz) (3], given (z/,7;) and (v',7y) with 2’ = z @ r; and
y =y ®ry, where A,V,® and — stand for AND, OR, XOR and NOT gates,
respectively. Consequently, the methods can be implemented using 4 AND and
4 XOR gates [13] or 4 OR, 4 XOR and 3 NOT gates (or 6 AND, 3 OR and 2
NOT gates) [3] to mask the AND gate. Also, the method in citeTri required an
additional random bit 7, in its implementation. On the other hand, our method,
restricted to GF(2), requires 4 NAND and 4 XOR gates for securing the AND
gate without any additional random bit. Since inserting random values into a
hardware circuit requires an additional register and may cause some troublesome
implementation issues, our method is expected to be more suitable for real hard-
ware implementations than that in [13]. Also, our method is expected to have
the smaller critical path than that of [13]. The solution in [3] is highly compa-
rable to our method in the aspect of hardware size, while the exact comparison
is highly depending on the used technology.

The final one [9, 10] has similarity with ours in that it used the binary exten-
sion field arithmetics over GF(22) or GF(2?) to mask the inversion over GF(28)
and it didn’t require any additional random value. But, as noted in [9], its
critical-path and hardware size are less efficient than that of [13]. Hence, our
method is expected to have the smaller size and the lower critical path than the
method in [9,10].

The proposed algorithms are applicable to DPA-resistantly implement any
cryptographic algorithms which use finite field multipliers as internal (non-linear)
operations. The typical example is AES (Advanced Encryption Standard) [1], to
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which the new algorithm is applied to result in DPA-secure AES designs. The
detailed implementation results are summarized in this paper.

This paper is organized as follows. Section 2 introduces the finite field arith-
metics and the overall architecture of AES. Brief explanations about DPA, the
masking method and the related masking problem are given in the same section.
The new masking algorithm for finite field multiplications can be found in Section
3. Section 4 presents several ways to apply the proposed algorithm to securely (and
efficiently) implement the S-box of AES and the whole AES in hardware. The de-
tailed implementation results are summarized in the same section.

2 Preliminaries

2.1 Finite Field Arithmetics

Many block ciphers including AES make an extensive use of arithmetics over a
finite field GF(2™). This section introduces a brief description of GF(2").

Let f(z) be an irreducible polynomial of degree n over GF(2). Then one
can construct the finite field GF(2") ~ GF(2)[z]/(f(z)) as follows: as a set,
GF(2™) consists of 2™ elements, each of which can be uniquely written as a
polynomial of degree less than n over GF(2). The addition operation in GF(2™)
is the usual polynomial addition over GF(2) (i.e. the component-wise XORing)
and the multiplication is the polynomial multiplication over GF(2), followed by
a modular reduction by f(z). For any non-zero g(z) € GF(2"), one can find
h(z),k(z) € GF(2)[z] such that

g(@)h(z) + f(z)k(z) = 1,

using the extended Euclidean algorithm. Then h(z) (mod f(z)) is the multi-
plicative inverse of g(z) in GF(2").

2.2 DPA and Masking Method

The differential power attack (DPA), which was first introduced by Kocher et
al. in [5], tries to find some secret information from power consumption data
obtained during some cryptographic operations. The reasons why DPA works
are that 1) physical devices consume a different amount of power when operating
on logical 1’s compared to operating on logical 0’s and 2) in applications such as
smart cards, power supply for devices from the outside world makes the power
consumption easy to measure. In particular, this paper adopts the power leakage
model that the power consumption leaks the Hamming weight information of
the data being processed. And, this paper considers the first-order DPA which
investigates the statistical properties of power signals at each sample time [7].
In the sequel, DPA stands for the first-order DPA.

DPA is performed as follows: first, power consumption signals for randomly
chosen plaintexts are gathered and then the set of corresponding plaintexts is
partitioned into two subsets, according to some (guessed) key-dependent bits.



