LNCS 4283

Yun Qing Shi
Byeungwoo Jeon (Eds.)

Digital
Watermarking

5th International Workshop, IWDW 2006
Jeju Island, Korea, November 2006
Proceedings

@ Springer



Yun Qing Shi Byeungwoo Jeon (Eds.)

Digital
Watermarking

5th International Workshop, IWDW 2006
Jeju Island, Korea, November 8-10, 2006
Proceedings

@ Springer



Volume Editors

Yun Qing Shi

New Jersey Institute of Technology
Newark, New Jersey, USA

E-mail: shi@njit.edu

Byeungwoo Jeon

Sung Kyun Kwan University
300 Chunchun-dong

Jangan-gu, Suwon, Korea
E-mail: bjeon@yurim.skku.ac.kr

Library of Congress Control Number: 2006935426

CR Subject Classification (1998): K.4.1, K.6.5,H.5.1,D.4.6,E3,E4,F2.2,H.3,1.4
LNCS Sublibrary: SL 4 — Security and Cryptology

ISSN 0302-9743
ISBN-10 3-540-48825-1 Springer Berlin Heidelberg New York
ISBN-13 978-3-540-48825-5 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

Springer is a part of Springer Science+Business Media
springer.com

© Springer-Verlag Berlin Heidelberg 2006
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper SPIN: 11922841 06/3142 543210



Lecture Notes in Computer Science

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison

Lancaster University, UK
Takeo Kanade

Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler

University of Surrey, Guildford, UK
Jon M. Kleinberg

Cornell University, Ithaca, NY, USA
Friedemann Mattern

ETH Zurich, Switzerland
John C. Mitchell

Stanford University, CA, USA
Moni Naor

Weizmann Institute of Science, Rehovot, Israel
Oscar Nierstrasz

University of Bern, Switzerland
C. Pandu Rangan

Indian Institute of Technology, Madras, India
Bernhard Steffen

University of Dortmund, Germany
Madhu Sudan

Massachusetts Institute of Technology, MA, USA
Demetri Terzopoulos

University of California, Los Angeles, CA, USA
Doug Tygar

University of California, Berkeley, CA, USA
Moshe Y. Vardi

Rice University, Houston, TX, USA

Gerhard Weikum

Max-Planck Institute of Computer Science, Saarbruecken, Germany

4283



Preface

Welcome to the proceedings of the Fifth International Workshop on Digital
Watermarking (IWDW). Since the first IWDW held in Seoul, Korea in 2002, it has
been a focal point for meeting in person and disseminating valuable scientific and
technological developments in watermarking. INDW 2006 was held on Jeju, the
dream island in Korea. The main theme of the workshop was “Meet the Challenges in
this Digital World!” As we all know, digital watermarking and its related technologies
have emerged as the key ingredients of this digital world. We report on new
developments and discuss how to best utilize the watermarking and its related new
technologies to cope with many challenging issues in this digital world.

This year, we accepted 34 papers out of 76 highly qualified submissions from 14
different countries. Each paper was reviewed by three reviewers. The acceptance ratio
of 44% indicates IWDW’s continuing commitment to ensuring the quality of the
workshop. In addition, we had three invited lectures and one panel discussion that
shed invaluable insights to the watermarking community on new developments and
future directions. The technical program featured such topics as steganography and
steganalysis, data forensics, digital right management, secure watermarking, and their
applications. The 34 accepted papers, three invited lectures, and the panel discussion
covered both theoretical and practical issues that all of us can benefit from.
Furthermore, 13 of the 34 papers were arranged in a poster session in order to
facilitate more efficient and interactive information exchange.

Our deep appreciation goes to all of the authors who submitted papers to IWDW
2006, the invited lecturers, the panelists and the participants, who all contributed to
IWDW 2006. We are grateful to the members of the Technical Program Committee
and all the invited reviewers, since IWDW 2006 would not have been successful
without their efforts and time — they finished their high-quality evaluation of the
submitted papers in a professional and timely fashion. In addition, we are grateful to
the kind sponsors of IWDW 2006, including Digital Times, Electronics and
Telecommunications Research Institute (ETRI), Korea Advanced Institute of Science
and Technology (KAIST), Korea University, and Sung Kyun Kwan University in
Korea. Our appreciation goes to the General Chair, JooSeok Song, President of Korea
Institute of Information Security and Cryptology, for his leadership, and to the
Organizing Committee led by Jeho Nam for its excellent Job in financing, publicity,
publication, and registration. Last but not the least, our thanks go to Victoria Kim for
her professional perfectionism in managing and assisting us as the Conference
Secretary.

September 2006 Yun-Qing Shi
Byeungwoo Jeon
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Watermarking Is Not Cryptography

Ingemar J. Cox', Gwenaél Doérr!, and Teddy Furon?

! University College London
Adastral Park, Ross Building 2
Martlesham IP5 3RE, United Kingdom
{i.cox, g.doerr}@adastral.ucl.ac.uk
http://www.adastral.ucl.ac.uk
2 INRIA / TEMICS
Campus Universitaire de Beaulieu
35042 Rennes Cedex, France
teddy.furon@Qirisa.fr
http://www.irisa.fr

Abstract. A number of analogies to cryptographic concepts have been
made about watermarking. In this paper, we argue that these analogies
are misleading or incorrect, and highlight several analogies to support our
argument. We believe that the fundamental role of watermarking is the
reliable embedding and detection of information and should therefore be
considered a form of communications. We note that the fields of commu-
nications and cryptography are quite distinct and while communications
systems often combine technologies from the two fields, a layered architec-
ture is applied that requires no knowledge of the layers above. We discuss
how this layered approach can be applied to watermarking applications.

1 Introduction

Digital watermarking has received considerable attention as a complement to
cryptography for the protection of digital content such as music, video and
images. Cryptography provides a means for secure delivery of content to the
consumer. Legitimate consumers are explicitly or implicitly provided with a key
to decrypt the content in order to view or listen to it. Unfortunately, not all
legitimate consumers are trustworthy and an untrustworthy consumer may alter
or copy the decrypted content in a manner that is not permitted by the con-
tent owner. However, cryptography provides no protection once the content is
decrypted, which is required for human perception. Watermarking complements
cryptography by embedding a message within the content. If properly designed,
the message remains in the content after decryption and, more importantly, af-
ter digital-to-analog and analog-to-digital conversion. By so doing, watermarking
can be used to close the ‘analog hole’!.

! Not only must the digital content be decrypted, but it must also be converted to an
analog signal in order for a person to see or hear it. This gives rise to the ‘analog hole’,
which refers to the fact that all digital protection is lost at the point of perception.
And this analog signal may be re-digitized by an untrustworthy consumer in order
to obtain an unprotected digital copy of the content.

Y.Q. Shi and B. Jeon (Eds.): IWDW 2006, LNCS 4283, pp. 1-15, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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Since the primary motivation for watermarking has been for security, numer-
ous analogies have been made between watermarking and cryptography. In this
paper, we argue that many of these analogies are for the moment misleading or
incorrect. We argue that watermarking should only be viewed as a means for re-
liably embedding and decoding information hidden in a cover Work. As such, it
is a communication system, often modeled as spread spectrum communications
or communications with side information. A system incorporating watermarking
may also use cryptography but we argue that, up to now, a layered model has
been much more successful than intermingling the two concepts.

To support our argument, we first provide a brief introduction to key concepts
in communications (Section 2) and cryptography (Section 3). We then discuss
the security requirements associated with watermarking. Section 4 highlights
a number of cryptographic analogies used within the watermarking community
and discusses the weaknesses of these analogies. A contrario, Section 5 shows that
the layered model offers much safer designs with the examples of watermarking-
based content authentication and watermarking-based traitor tracing. The last
section extends this discussion to signal processing other than watermarking.

2 Communications

Communications is concerned with reliable transmission of a message from Alice
to Bob over an unreliable channel. A channel is considered unreliable if there is
a finite probability that an error will occur between the points of transmission
and reception, e.g. Alice sends a ‘0’-bit, but Bob decodes a ‘1’-bit. Reliable com-
munications is concerned with bandwidth, power or signal-to-noise ratio (SNR),
channel coding and bit error rate (BER).

It was, of course, Shannon [1] who showed that the maximum rate of error
free transmission, i.e. the channel capacity (in bits per second), is given by:

C =2Blog, (1 + %) (1)

where B denotes bandwidth in hertz, and s and n the signal and white Gaussian
noise powers respectively. In order to approach this limit, it is necessary to
encode the message m, prior to transmission. This channel code provides a level
of redundancy that is measured by the code rate, R. For example, if every k-
bits of the message are represented by an n-bit code, then the rate is R = k/n,
where n > k. Finally the BER is a direct measure of the error rate achieved by
a particular code and is usually plotted as a function of the SNR.

The sources of bit errors are many. The most common error model is Gaus-
sian noise, but there are many other error sources. However, all such sources
are usually considered to be naturally occurring and not due to the effects of
an adversary. In fact, it is very rare for a civilian communications system to
consider a hostile channel. However, military communications must do so. In a
hostile military environment, the two primary concerns are (i) jamming and (ii)
detection. Jamming refers to attempts by an active adversary to prevent Bob re-
ceiving a signal. Detection refers to an adversary’s efforts to detect (and localize)
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enemy communications. If this is successfully achieved then military firepower
may be used to destroy the communications. Note that at this level, the concern
is with the delivery of bits, not with the security of the bits (which is discussed
in the next section). Secure communication is irrelevant if Bob never receives
the communications!

Spread spectrum (SS) communications was originally developed to protect
military communications from detection and jamming [2], although it is now
widely used in many civilian applications, e.g. mobile phones. The basic princi-
ple behind SS communications is that each message bit is multiplied by a (pseudo
random) chip sequence that spreads the message bit over a much broader spec-
trum. For example, consider an implementation of SS communications based
on frequency hopping. Here, the original message bit is transmitted as n lower
power bits (the chip sequence), each of which is transmitted over a separate
frequency band that is pseudo-randomly chosen. The receiver is synchronized
with the transmitter and also has knowledge of the pseudo-random sequence of
frequency bands being used. Thus, Bob is able to sum the lower energy in each
of the individual bands to produce a good signal-to-noise ratio (SNR) at the
receiver.

However, an adversary has much greater difficulty detecting the transmission,
since Eve does not know the pseudo-random frequency hopping sequence. If Eve
monitors just one frequency band, she cannot be confident that there is any
communication, since the signal transmitted is very weak and only persists for
a short time. Furthermore, Eve cannot jam the channel as a precaution against
possible communications. This is because the power needed to confidently jam
all the frequency channels would be impractically large.

Another communications model that has received recent interest is known as
communications with side information. Here the channel has two noise sources,
both of which are unknown to the receiver, but the first of which is entirely known
to the transmitter. Under these circumstances, which arise in mobile telephony
and digital watermarking, how much information can Alice reliably transmit to
Bob? Costa [3] proved that the channel capacity is the same as if the first noise
source is absent.

3 Cryptography

Cryptography is concerned with the secure transmission of a message from a
sender, Alice, to a recipient, Bob, over an insecure channel. A channel is consid-
ered insecure if the bits sent by Alice may be read or altered by an adversary,
Eve, prior to receipt by Bob. It is important to realize that an insecure channel
is not an unreliable channel. In fact, cryptography often assumes reliable com-
munications, i.e. Bob receives exactly the same bits sent by either Alice or Eve
- there are no unintentional errors.

A secure transmission is concerned with (i) privacy, (i) integrity and (iii)
authentication. Privacy is concerned with ensuring that an adversary, Eve, can
learn nothing about the message intended for Bob, by examining the encrypted
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bits sent by Alice. Integrity is concerned with ensuring that Bob can be confident
that the message has not been altered by Eve prior to receipt. And authentication
is concerned with guaranteeing that the sender of the message is actually Alice
and not an impostor.

To ensure privacy, cryptography assumes the existence of an encryption func-
tion , E(.), which takes a message, m, and a key, K, and outputs an encrypted
message, ¢, i.e. ¢ = E(m, K). It further assumes a decryption function, D(.) that
takes an encrypted message, c and a key, K, and outputs a cleartext message,
m, i.e. m = D(¢, K) = D(E(m, K), K).

Shannon [4] defined perfect security as an encryption function in which an
adversary, Eve, learns nothing about the message, m, by inspection of the ci-
phertext, c. Perfect security can be realized using a one-time pad. Unfortunately,
a one-time pad is not practical in most situations. Consequently, modern cryptog-
raphy is therefore concerned with the design of cryptographic algorithms which
approximate perfect security while re-using a shared key, K. It is assumed that
the encryption and decryption algorithms are known to all parties, including
the adversary, Eve. This is known as Kerckhoffs’ Principle [5] and reduces Eve’s
cryptanalysis problem to inferring the key, K.

If the length of the binary key is n-bits, the total number of keys is 2" and is
called the keyspace. For sufficiently large n, the keyspace is enormous and ex-
haustive enumeration or brute force search is infeasible. Note that cryptography
assumes that Eve learns nothing about the true key, K, by trying a key, K’,
that is close to K in the sense of say Hamming distance. In other words, if Alice
encodes a message twice, once using key, K and once using a key, K’, that differs
by only one bit from K, then the two encrypted ciphertexts will be completely
different with no correlation between them. In reality, modern cryptographic
algorithms only approximate these assumptions.

Cryptographic systems in which the encryption and decryption algorithm
share the same key are known as symmetric key or private key systems. One
problem with such is how to initiate the system, i.e. how do Alice and Bob agree
on a key without sharing this knowledge with Eve? Public key or asymmetric
key cryptography solves this problem by assigning two keys to each individual:
a public one (PK) that is published on a database and a secret one (SK) which
is never disclosed. Everybody knows the public key of everybody. The main fea-
ture of public key watermarking lies in the asymmetry of the keys used during
encryption and decryption, namely m = D(E(m, PK), SK). For instance, Alice
can encrypt the message she wishes to transmit with Bob’s public key (PKp).
The resulting ciphertext ¢ = E(m, PKp) can then only be decrypted with Bob’s
secret key (SKp) i.e. by Bob himself. In other words, the message m has been
sent securely without agreeing on a secret key beforehand?.

Integrity is guaranteed through the use of another cryptographic primitive
known as a one-way hash function. This is a function that takes an arbitrarily

2 However, for practical reasons, public key cryptography is usually used to exchange
a key at the beginning of a transmission. The subsequent messages are then en-
crypted/decrypted with a private key crypto-system using the agreed session key.



