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cal sphere. For this, no apologies, because it is only with better instruments, those which already exist
and also those we need to invent, that we can advance the trusted agenda of the e-governed. The Internet
has created wealth, mobilities, and opportunities for work, leisure and learning at an unparalleled scale.
It has also spawned a rash of global threats and intrusions into our everyday lives, creating apprehen-
sion and insecurity. Research which can help decision-makers and governments to learn, constanty, how
best to built collaborative trust between themselves and their citizens or clients is one important pillar
in rebuilding trust in the Internet age. And it is not just trust in the process of data management which
is at stake, but trust in the clear and stated ability and resolve of democracies to master for its peoples
their entitlement to the widened, secure, and better life offered by the Information Age.

Andrew Robinson

European Consular and Commercial Office, UK
Member of the EC Integrated Project R4eGov (2006-9)
into eGovernment secure interoperability systems

Andrew Robinson is Hon Consul for France in the UK, and adviser on European and international strategic opportuni-
ties to both private and public sectors. His wide experience with EC programmes extends over 20 years experience, including
most recently major EC research projects such as eJustice and R4eGov, both of which inform his Preface to this book. He is
Chairman of the European Consular and Commercial Office, and joint creator of the first Franco-German Consulate in the
EU in 2004. He is also a Member of the Fraud Forum in NE England, introducing the importance of cross-border interoper-
ability, trust and security, which informs much of his current professional work. He is a Chevalier (Knight) of the Order of
Merit, and the Chevalier of the Academic Palms by the French Government for his services to Franco-British and European
collaboration. His career spans senior posts in universities, government service, and the private sector.
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Preface

COLLABORATIVE SECURITY AND TRUST MANAGEMENT

Security isusually centrally managed, forexample ina form of policies duly executed by individual nodes.
An alternative trend of using collaboration and trust to provide security has gained momentum over the
past few years. Instead of centrally managed security policies, nodes may use specific knowledge (both
local and acquired from other nodes) to make security-related decisions. Forexample, in reputation-based
schemes, the reputation of a given node (and hence its security access rights) can be determined based on
the recommendations of peer nodes. As systems are being deployed on ever-greater scale without direct
connection to their distant home base, the need for self management is rapidly increasing. Interaction after
interaction, as the nodes collaborate, there is the emergence of a digital ecosystem that can be driven by
trust. By guiding the local decisions of the nodes, for example, with whom the nodes collaborate, global
properties of the ecosystem where the nodes operate may be guaranteed. Thus, the security property of
the ecosystem may be driven by self-organizing mechanisms based on trust. Depending on which local
collaboration is preferred, a more trustworthy ecosystem may emerge.

In more traditional computer environments, there is the need of increased sharing of security evidence,
for example, concerning network logs that have to encompass several network domains in order to detect
more quickly new types of network attacks. However, network administrators are still reluctant to share
their network logs with external parties due to the risk of exposing their remaining network security
holes through these network logs.

This book is a collection of recent scientific contributions to this emerging field of security through
collaboration. The foreword by Dr. Andrew Robinson underlines the ethical challenges for security
through collaboration in the information society. Then, the first chapter delves into the issues of sharing
electronic assets within this knowledge economy. The second chapter focuses on another application
domain, namely, collaborative intrusion detection. The third chapter underlines the tensions that may
arise when sharing security evidence between different organisations and suggests potential solutions to
mitigate these tensions. Chapter 4 presents how anonymisation techniques have been developed to help
reduce risk and manage the trade-offs between privacy, security and the need to openly share network
information. Chapter 5 introduces three applications in another application domain, namely, the col-
laborative business-to-business application domain: collaborative benchmarking, fraud detection and
supply chain management. Many of these applications could not be realised if no appropriate measures
for protecting the collaborating parties’ data are taken. The protecting measure based on trust management
is explained in the sixth chapter. In Chapter 7, trust management is applied to the specific application
domain of recommender systems. The eighth chapter shows the importance of collaboration in enhanc-
ing security of mobile agents that migrate among computing devices to achieve tasks on behalf of users.
Another particular application domain where trust-based collaboration is used for increased security,
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namely wireless sensors network security, is surveyed in chapter 9. Chapter 10 investigates how new
hardware technologies such as trust computing can help regarding increased collaborative security given
that trusted computing helps to establish trust into business partners’ computing machineries. Chapter 11
discusses how to achieve the right trade-oftf between loss of privacy and increased security in distributed
computing environments using credentials. We also suggest reading the two following paperschapters,
included in the selected readings section, to get an overview of trust management for fostering col-
laborative environments: “A Proposition for Developing Trust and Relational Synergy in International
e-Collaborative Groups” and “Trust-Based usage Control in Collaborative environment.”

After reading the chapters, the readers will have a clear overview of security through collaboration
and that it can be applied to many different application domains. We hope that it will foster further use
of security through collaboration in other application domains.

Jean-Marc Seigneur
Université de Genéve, Switzerland

Adam Slagell
National Center for Supercomputing Applications
University of lllinois at Urbana-Champaign, USA



XViii

Acknowledgment

This material is in part based upon work supported by the European Commission under its Framework
Programs. Any opinions, findings, and conclusions or recommendations expressed in this publication
are those of the authors and do not necessarily reflect the views of the European Commission.

This material is also in part based upon work supported by the National Science Foundation under
Award No. CNS 0524643. Any opinions, findings, and conclusions or recommendations expressed in
this publication are those of the authors and do not necessarily reflect the views of the National Science
Foundation.



Table of Contents

Foreword

PUEFACE ..o e e e e et e e e e e s e e e e ae e e e e e e e e e aaeeeeaaaan

Chapter 1

Knowledge Assets, E-Networks and Trust............coovuieeiiioiiiiciiieeeeeceeeeee e

G. Scott Erickson, Ithaca College, USA
Helen N. Rothberg, Marist College, USA

Chapter 2

Teamworking for Security: The Collaborative Approach...........cccccccovviiiieiieenieinienns

Rainer Bye, Technische Universitdt Berlin, Germany
Ahmet Camtepe, Technische Universitdt Berlin, Germany
Sahin Albayrak, Technische Universitdt Berlin, Germany

Chapter 3
Tensions in Collaborative Cyber Security and how They Affect Incident

Detection and RESPONSE .........cocueiriiiiiiiiiiiiiciiiicccciccece e

Glenn Fink, Pacific Northwest National Laboratory, USA

David McKinnon, Pacific Northwest National Laboratory, USA
Samuel Clements, Pacific Northwest National Laboratory, USA
Deborah Frincke, Pacific Northwest National Laboratory, USA

Chapter 4

Challenges in Sharing Computer and Network Logs ........cccoovvviiiiiiiiniiiiii

Adam Slagell, University of lllinois at Urbana-Champaign, USA
Kiran Lakkaraju, University of lllinois at Urbana-Champaign, USA



Chapter S
Data Protection in Collaborative Business Applications ...............ccoovioiiiomieeeeieeeeeeeeeeeee e, 81
Florian Kerschbaum, SAP Research CEC Karlsruhe, Germany

Chapter 6

An Approach to Unified Trust Management Framework .............ccocooeeiiiioiiiioiciiceecee e 11
Weiliang Zhao, Macquarie University, Australia
Vijay Varadharajan, Macquarie University, Australia

Chapter 7

Trust-Aware Recommender Systems for Open and Mobile Virtual Communities............................. 135
N. Sahli, Dhofar University, Sultanate of Oman
G. Lenzini, Telematica Instituut/Novay, The Netherlands

Chapter 8

Securing Mobile-Agent Systems through Collaboration................c.c.oooovvevviiieiiiiieieieececeeeeeee, 154
Mohammed Hussain, Queen’s University, Canada
David B. Skillicorn, Queen s University, Canada

Chapter 9

How Trust and Reputation-Based Collaboration Impact Wireless Sensor Network Security ............ 181
Noria Foukia, University of Otago, New Zealand
Nathan Lewis, University of Otago, New Zealand

Chapter 10

Trusted Computing for Collaboration .............c..cocuiviiiiiiiininini ettt s 204
Joerg Abendroth, Technische Universitdt Miinchen, Germany
Holger Kinkelin, Technische Universitdt Miinchen, Germany

Chapter 11

Triist-Priviasy Tradeoffs in Distributed CoOMpBNg .cnwwemmmvmmmsammmmnsmm oo 216
Rima Deghaili, American University of Beirut, Lebanon
Ali Chehab, American University of Beirut, Lebanon
Ayman Kayssi, American University of Beirut, Lebanon

Selected Readings
Chapter 12
A Proposition for Developing Trust and Relational Synergy in International
OB | BY 0 1R 07 1 ORISR —— 227

Bolanle A. Olaniran, Texas Tech University, USA



Chapter 13

Trust-Based Usage Control in Collaborative Environment
Li Yang, University of Tennessee at Chattanooga, USA
Chang Phuong, University of Tennessee at Chattanooga, USA
Andy Novobilski, University of Tennessee at Chattanooga, USA
Raimund K. Ege, North Illinois University, USA

Compilation Of REFEFCIEES ......cxisvmvmsissasosssssmsmnsssnsionssssisssissenassssss sssasessnssssssesssunssssissssnsessissssssssss 257

About the Contributors



Detailed Table of Contents

Foreword

............................................................................................................................................. xii
P EEACE ..ot e et e et e et e e e e e et e e e e e e e e e een o XVi
ACKnOWledgment .. ... .. ...t XViil
Chapter 1
Knowledge Assets, E-NetWOrks and TrUSE..........cvoouiiiiiiiuiioeceeeieeeeceeee e eeeeeene e 1

G. Scott Erickson, Ithaca College, USA
Helen N. Rothberg, Marist College, USA

Development of knowledge assets and protection of knowledge assets are both complementary and
competing concerns for the contemporary business. Each has specific issues related to trust that need
to be understood and addressed before an individual firm launches a knowledge management initiative.
Further, with important contemporary trends such as enterprise systems, external knowledge management
networks, and aggressive competitive intelligence efforts, decision-makers must increasingly evaluate
their circumstances and establish the appropriate levels of trust between individuals and the organization
and between cooperating organizations. This chapter reviews and elaborates on such issues. It then passes
to a consideration of how these concerns might vary by industry, presenting selected data on knowledge
development and knowledge protection conditions in a variety of industries.

Chapter 2

Teamworking for Security: The Collaborative Approach.........c...cccccoiiiiiiiiiinnicrceceiee 12
Rainer Bye, Technische Universitdt Berlin, Germany
Ahmet Camtepe, Technische Universitdt Berlin, Germany
Sahin Albayrak, Technische Universitdt Berlin, Germany

Collaborative methods are promising tools for solving complex security tasks. In this context, the au-
thors present the security overlay framework CIMD (Collaborative Intrusion and Malware Detection),
enabling participants to state objectives and interests for joint intrusion detection and find groups for the
exchange of security-related data such as monitoring or detection results accordingly; to these groups
the authors refer as detection groups. First, the authors present and discuss a tree-oriented taxonomy



for the representation of nodes within the collaboration model. Second, they introduce and evaluate an
algorithm for the formation of detection groups. After conducting a vulnerability analysis of the system,
the authors demonstrate the validity of CIMD by examining two different scenarios inspired sociology
where the collaboration is advantageous compared to the non-collaborative approach. They evaluate the
benefit of CIMD by simulation in a novel packet-level simulation environment called NeSSi (Network
Security Simulator) and give a probabilistic analysis for the scenarios.

Chapter 3
Tensions in Collaborative Cyber Security and how They Affect Incident
Detection and RESPONSE ........c.ocuiiuiriiiiiiieieit ettt ettt ettt e e e se e e s e es e s e seesbenaeseeneensenenseas 34
Glenn Fink, Pacific Northwest National Laboratory, USA
David McKinnon, Pacific Northwest National Laboratory, USA
Samuel Clements, Pacific Northwest National Laboratory, USA
Deborah Frincke, Pacific Northwest National Laboratory, USA

Security often requires collaboration, but when multiple stakeholders are involved, it is typical for their
priorities to differ or even conflict with one another. In today’s increasingly networked world, cyber secu-
rity collaborations may span organizations and countries. In this chapter, the authors address collaboration
tensions, their effects on incident detection and response, and how these tensions may potentially be
resolved. The authors present three case studies of collaborative cyber security within the U.S. govern-
ment and discuss technical, social, and regulatory challenges to collaborative cyber security. They suggest
possible solutions and present lessons learned from conflicts. Finally, tje authors compare collaborative
solutions from other domains and apply them to cyber security collaboration. Although they concentrate
their analysis on collaborations whose purpose is to achieve cyber security, the authors believe this work
applies readily to security tensions found in collaborations of a general nature as well.

Chapter 4

Challenges in Sharing Computer and Network LOgs .......ccccocuioriirinieniiniciecicieecccecie e 65
Adam Slagell, University of lllinois at Urbana-Champaign, USA
Kiran Lakkaraju, University of lllinois at Urbana-Champaign, USA

It is desirable for many reasons to share information, particularly computer and network logs. Researchers
need it for experiments, incident responders need it for collaborative security, and educators need this
data for real world examples. However, the sensitive nature of this information often prevents its shar-
ing. Anonymization techniques have been developed in recent years that help reduce risk and navigate
the trade-offs between privacy, security and the need to openly share information. This chapter looks at
the progress made in this area of research over the past several years, identifies the major problems left
to solve and sets a roadmap for future research.

Chapter 5
Data Protection in Collaborative Business AppliCations .........cccccccevuiriiiniiiriiiiniiiieiiiennesnesieesaenees 81
Florian Kerschbaum, SAP Research CEC Karlsruhe, Germany



Collaborative business applications are an active field of research and an emerging practice in industry.
This chapter will focus on data protection in B2B applications which offer a wide range of business
models and architecture, since often equal partners are involved in the transactions. It will present three
distinct applications, their business models, security requirements and the newest solutions for solving
these problems. The three applications are collaborative benchmarking, fraud detection and supply chain
management. Many of these applications will not be realized if no appropriate measure for protecting
the collaborating parties’ data are taken. This chapter focuses on the strongest form of data protection.
The business secrets are kept entirely secret from other parties (or at least to the degree possible). This
also corresponds to the strongest form of privacy protection in many instances. The private information
does not leave the producing system, (i.e., data protection), such that the information producer remains
its sole owner. In case of B2B application, the sensitive data are usually business secrets, and not per-
sonally identifiable data as in privacy protection.

Chapter 6

An Approach to Unified Trust Management Framework ............cococooviiieiininiiiicccccee 11
Weiliang Zhao, Macquarie University, Australia
Vijay Varadharajan, Macquarie University, Australia

There have been many trust management systems which are exclusively based on credentials. In this
chapter, the authors propose an approach with a unified framework for trust management that can address
the above mentioned limitations of current trust management systems. The unified framework uses a
consistent way to cover a broad variety of trust mechanisms including credentials, reputation, local data
storage, and environment parameters.

Chapter 7

Trust-Aware Recommender Systems for Open and Mobile Virtual Communities...........cccccceeveenn. 135
N. Sahli, Dhofar University, Sultanate of Oman
G. Lenzini, Telematica Instituut/Novay, The Netherlands

This chapter surveys and discusses relevant works in the intersection among trust, recommendations
systems, virtual communities, and agent-based systems. The target of the chapter is showing how, thanks
to the use of trust-based solutions and artificial intelligent solutions like that understanding agents-based
systems, the traditional recommender systems can improve the quality of their predictions. Moreover,
when implemented as open multi-agent systems, trust-based recommender systems can efficiently sup-
port users of mobile virtual communities in searching for places, information, and items of interest.

Chapter 8

Securing Mobile-Agent Systems through Collaboration...............ccceoieiiiiiiiiniiiiiiiiice, 154
Mohammed Hussain, Queen's University, Canada
David B. Skillicorn, Queen's University, Canada

Mobile agents are self-contained programs that migrate among computing devices to achieve tasks
on behalf of users. Autonomous and mobile agents make it easier to develop complex distributed sys-



tems. Many applications can benefit greatly from employing mobile agents, especially e-commerce.
For instance, mobile agents can travel from one e-shop to another, collecting offers based on custom-
ers’ preferences. Mobile agents have been used to develop systems for telecommunication networks,
monitoring, information retrieval, and parallel computing. Characteristics of mobile agents, however,
introduce new security issues which require carefully designed solutions. On the one hand, malicious
agents may violate privacy, attack integrity, and monopolize hosts’ resources. On the other hand, mali-
cious hosts may manipulate agents’ memory, return wrong results from system calls, and deny access
to necessary resources. This has motivated research focused on devising techniques to address the
security of mobile-agent systems. This chapter surveys the techniques securing mobile-agent systems.
The survey categorizes the techniques based on the degree of collaboration used to achieve security.
This categorization resembles the difference between this chapter and other surveys in the literature
where categorization is on the basis of entities/parts protected and underlying methodologies used for
protection. This survey shows the importance of collaboration in enhancing security and discusses its
implications and challenges.

Chapter 9

How Trust and Reputation-Based Collaboration Impact Wireless Sensor Network Security ............ 181
Noria Foukia, University of Otago, New Zealand
Nathan Lewis, University of Otago, New Zealand

Like wired network security, wireless sensor network (WSN) security encompasses the typical network
security requirements which are: confidentiality, integrity, authentication, non-repudiation and avail-
ability. At the same time, security for WSNs differs from traditional security designed for classical wired
networks in many points because of the new constraints imposed by WSN technology. Many aspects are
due to the limited resources (memory space, CPU ...) and infrastructure-less property of WSNs. There-
fore traditional security mechanisms cannot be applied directly and WSNs are more prone to existing
and new threats than traditional networks. Typical threats are the physical capture of sensor nodes, the
service disruption due to the unreliable wireless communication. Parameters specific to WSN character-
istics may help to reduce the effect of threats. Examples of existing measures are efficient WSN power
management strategies that can dynamically adjust the node cycles (sleeping or awake mode) based on
the current network workload or the use of redundant information to locally detect lying nodes. In addi-
tion to adjusting existing WSN characteristics that impact security, establishing trust and collaboration
is essential in WSNs for many reasons such as the high distribution of sensor nodes or the goal-oriented
nature of many sensing applications. This chapter emphasizes the need of collaboration between sensor
nodes and shows that establishing trust between nodes and using reputation reported by collaborating
nodes can help mitigate security issues.

Chapter 10

Trusted Computing for Collaboration..............coooiiiiiiie e 204
Joerg Abendroth, Technische Universitdit Miinchen, Germany
Holger Kinkelin, Technische Universitdt Miinchen, Germany



The term “trusted computing” refers to a technology developed by the Trusted Computing Group. It
mainly addresses two questions: “Which software is executed on a remote computer?” and “How can
secret keys and other security sensitive data be stored and used safely on a computer?”. In this chapter
the authors introduce the ideas of the trusted computing technology first and later explain how it can help
us with establishing “trust” into a business partner (e.g., for B2B or B2C interactions). More precisely:
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chapter “trust” means, that one business partner can be sure, that the other business partner’s computing
system behaves in an expected and non malicious manner. The authors define “trust™ as something that
can be measured by cryptographic functions on one computer and be reported towards and evaluated
by the business partner’s computer, not as something that is derived from observations or built upon
legal contracts.
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Foreword

TRUST, TRANSPARENCY AND COLLABORATION:
THE ETHICAL CHALLENGE TO THE INFORMATION SOCIETY

E-Government and the E-Governed: The Challenge Ahead

2007 may come to be seen as a pivotal year for e-government. The pivot was that curse of politi-
cians- unexpected and destabilizing events — anticipated by some experts, but unheeded in many ICT
programme developments. It was the year that the drive for e-government services suffered a series
of highly media-sensitive setbacks, despite the surge in people using the Internet for both public and
private purposes, especially retail uses. In the public domain there is the UK Government, for example,
scoring well in international benchmarking, and moving to consolidate its own dispersed websites into
two, one for citizen services, the other for business services. But despite such advances, a series of data
losses on a large scale, with some data turning up in the USA, raises questions about how citizens and
their children can be fully protected in what has been an open, often outsourced data management cul-
ture. These problems are having a political effect also, with large-scale I'T schemes, such as the national
identity card project, and the on-going IT for Health project in the NHS, coming under closer scrutiny
from all sides. Even in the private sector, the problems of on-line fraud, e-banking security concerns as
exemplified by the Societe Generale affair, and identity theft risk denting the wider need for trust among
customers. A realisation is emerging that citizens’ needs and customers’ demands are not quite the same
thing. Questions are being asked about control, accountability, trust and security, not just at national and
international level but within regions as well. These will assume an even greater urgency and political
potency when the sharing of data across borders by public administrations is accelerated in the years
ahead. People will demand even greater control over cross-border data management systems where their
personal data is concerned. This has profound implications for political cultures within countries and
within collaborative inter-state constructs such as the EU, demanding a new culture based on citizen-
centric expectations understood, acted upon and protected by their e-government guardians.

REBUILDING THE BRIDGE OF TRUST

12007 was a pivotal year for data assurance management, 2008 and beyond will be years when a range
of questions will be raised entwining technology and politics as never before, and with civic concepts
such as trust, security, fairness and transparency bridging both technology and politics.

The following list of questions will inform the debate:



