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Preface to the Lectures Book of the
1st Summer School for Advanced Studies on
Biometrics 2003

Springer LNCS 3161

The ability to automatically recognize an individual has increasingly been acknowl-
edged as a significant step in many application domains. In the last decade, several
recognition and identification systems based on biometric measurements have been
proposed. Many different biological signals have been utilized: fingerprints, face and
facial features, retinal scans, iris patterns, hand geometry, DNA traces, and gait, and
others. Not only have research tools been developed, but a notable number of new
applications have been observed, making studies on biometrics a very stimulating but
also a challenging arena.

All these issues pushed us to organize the 1st Summer School on Biometrics,
which addressed the two facets of personal identity authentication: verification and
identification. The school not only stressed the different techniques involved in the
two processes, but also provided an in-depth roadmap on the algorithmic and
technological issues involved in the development and integration of biometric systems.

This special LNCS volume offers the efforts and major achievements of both the
school lecturers and some of the most outstanding students in the classes. The papers
present different biometric authentication techniques in an attempt to provide a
comprehensive selection of state-of-the-art methods used to address applications
demanding robust solutions.

The volume is divided into two parts. The first part, composed of seven papers,
covers a selection of the lectures given at the school classes, while the second part
contains the four best contributions of the students.

In Part I, the first paper, by Bigun et al., covers a topic expected to alleviate concerns
on performance and convenience, a combination of several sensing modalities or
multimodal biometrics. The lecture discusses major issues involved in multi-
biometrics to improve machine recognition performance while it exposes some recent
findings on the human ability in person recognition. The second and third papers, by
Boyd and Little, and Maltoni, respectively, address two specific biometric modalities:
gait and fingerprint recognition. These papers describe two classical examples of
behavioral (gait recognition) and physiological (fingerprint recognition) biometric
modalities. The paper by Boyd and Little presents the psychophysics of gait
recognition and different computational models to process image sequences to extract
dynamic information for recognition. The paper by Maltoni is a comprehensive
tutorial on fingerprint recognition, describing in detail all relevant issues in data
acquisition and processing, including the latest advances in the state of the art. The
fourth paper, by Tistarelli et al., analyzes the biological motivations for face-based
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authentication. The lecture, while exploring the psychophysics of human vision
relevant to person authentication, highlights several biologically inspired processes to
improve automatic face-based recognition. The application of statistical classifiers
and the learning theory for robust biometric authentication are discussed in the fifth
paper, by Verri et al. The application of support vector machines, firstly proposed by
V. Vapnik, to biometric authentication and recognition is fully described. The sixth
paper, by Yeshurun and Dganit, describes an exciting methodology and practice when
using hand recognition. This contribution is well coupled with the last paper in this
part, by Cipolla et al., which describes an interesting methodology to detect and track
human gestures. A remarkable difference from other approaches is the use of 3D
rather than 2D information for hand tracking and gesture recognition.

The presentations from the students, which we found to deserve further attention
from the scientific community, were chosen to be included In Part II. The first student
paper, by Castellani et al.,, introduces an interesting technique to exploit 3D
stereoscopic data for face recognition. On a similar topic is the last paper in this
section, by Conde et al.; in this case the influence of feature localization accuracy for
classification is addressed. The second paper, by Gokberk et al., applies genetic
algorithms to drive the feature extraction process. The proposed model is applied to a
set of facial features extracted from Gabor filtered images. The paper by Campadelli
and Lanzarotti, the third in this part, describes a novel method for face recognition
based on elastic bunch graph matching. Differently from other approaches the set of
features (jets vector) is extracted automatically from gray level and color images.

Last but not least, we wish to thank all lecturers and students and others who actively
cooperated to make this event. We hope that the school contributed to the
dissemination of state of the art in biometrics, as well as to advanced studies of it.

Massimo Tistarelli
Josef Bigun
Enrico Grosso
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Combining Biometric Evidence for Person
Authentication

J. Bigun!, J. Fierrez-Aguilar?*, J. Ortega-Garcia2, and J. Gonzalez-Rodriguez?

! Halmstad University, Sweden
josef.bigun@ide.hh.se
% Universidad Politecnica de Madrid, Spain
{jfierrez, jortega, jgonzalez}@diac.upm.es

Abstract. Humans are excellent experts in person recognition and yet
they do not perform excessively well in recognizing others only based
on one modality such as single facial image. Experimental evidence of
this fact is reported concluding that even human authentication relies
on multimodal signal analysis. The elements of automatic multimodal
authentication along with system models are then presented. These in-
clude the machine experts as well as machine supervisors. In particular,
fingerprint and speech based systems will serve as illustration. A signal
adaptive supervisor based on the input biometric signal quality is eval-
uated. Experimental results on data collected from a mobile telephone
prototype application are reported demonstrating the benefits of the re-
ported scheme.

1 Introduction

Face recognition is an important element of person authentication in humans.
Human face analysis engages special signal processing in visual cortex different
than processing of other objects [2, 3]. It is reliably observed in a number of
studies that negative bias in ability to recognize faces of another racial group
versus own racial group exists [4, 5, 6]. It has been confirmed that the hair
style and facial expressions are significant distraction factors for humans. It has
recently been revealed [7] that the lack of caricature type information hampers
the recognition more than the lack of silhouette and shading information and that
there is a gender bias in women’s and and men’s abilities to recognize faces. In [7]
it is shown that, depending on the gender to be recognized, humans were able to
recognize unfamiliar faces from photographs at the success rate of 55-75%. This
suggests that multimodal biometric information processing e.g. using signals
from body motion including the head motion, speech, and lip movements, plays
a significant role in human’s efforts of authenticating other humans.

Automatic access of persons to services is becoming increasingly important
in the information era. Although person authentication by machine has been a

* This study has been carried out while J. F--A. and J. O.-C. were guest scientists at
Halmstad University [1].

M. Tistarelli, J. Bigun, and E. Grosso (Eds.): Biometrics School 2003, LNCS 3161, pp. 1-18, 2005.
© Springer-Verlag Berlin Heidelberg 2005



2 J. Bigun et al.

subject of study for more than thirty years [8, 9], it has not been until recently
that the matter of combining a number of different traits for person verification
has been considered [10, 11]. There are a number of benefits of doing so, just
to name a few: false acceptance and false rejection error rates decrease, the au-
thentication system becomes more robust against individual sensor or subsystem
failures and the number of cases where the system is not able to give an answer
(e.g. bad quality fingerprints due to manual work or larynx disorders) vanishes.
The technological environment is also appropriate because of the widespread
deployment of multimedia-enabled mobile devices (PDAs, 3G mobile phones,
tablet PCs, laptops on wireless LANs, etc.). As a result, much research work
is currently being done in order to fulfill the requirements of applications for
masses.

Two early sound theoretical frameworks for combining different machine ex-
perts in a multimodal biometric system are described in [11] and [12], the for-
mer from a risk analysis perspective [13] and the later from a statistical pattern
recognition point of view [14]. Both of them concluded (under some mild condi-
tions which normally hold in practice) that the weighted average is a good way
of conciliating the different experts. Soon after, multimodal fusion was stud-
ied as a two-class classification problem by using a number of machine learning
paradigms [15, 16, 17], for example: neural networks, decision trees and support
vector machines. They too confirmed the benefits of performance gains with
trained classifiers, and favored support vector machines over neural networks
and decision trees. The architecture of the system, ease of training, ease of imple-
mentation and generalization to mass use were however not considered in these
studies. As happens in every pattern recognition problem which is application-
oriented, these are important issues that influence the choice of a supervisor.

Interestingly enough, some recent works have nevertheless reported compa-
rable performance between fixed and trained combining strategies [18, 19] and a
debate has come out investigating the benefits of both approaches [20, 21]. As an
example, and within this debate, some researches have shown how to learn user-
specific parameters in a trained fusion scheme [22, 23]. As a result, they have
showed that the overall verification performance can be improved significantly
by considering user-dependent fusion schemes.

In this work we focus on some other benefits of a trained fusion strategy. In
particular, an adaptive trained fusion scheme is introduced here. With adaptive
fusion scheme, we mean that the supervisor readapts to each identity claim as
a function of the quality of the input biometric signal, usually depending on ex-
ternal conditions such as light and background noise. Furthermore, experiments
on real data from a prototype mobile authentication application combining fin-
gerprint and speech data are reported.

This paper is structured as follows. In Section 2, we summarize the find-
ings on mono-modal human recognition performance suggesting that individual
modalities do not have to score high to yield robust multimodal systems [7].
Beginning in section 3 with some definitions, we discuss machine supervisors for
multimodal authentication [1, 11] in the sequel. The elements of multimodal au-
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thentication along with major notations are introduced in section 4. In section 5,
the statistical framework for conciliating the different expert opinions together
with simplified and full supervisor algorithms are described. The components of
our prototype mobile authentication application, namely fingerprint and speaker
verification subsystems, are briefly described in section 6. Some experiments
are reported in section 8 using the above mentioned multimodal authentication
prototype and the performance evaluation methodology described in section 7.
Conclusions will be finally given in section 9.

2 Human Face Recognition Performance

There is a general agreement on that, approximately at the age of 12 the perfor-
mance of children in face recognition reaches adult levels, that there is already
an impressive face recognition ability by the age of 5 and that measurable pref-
erences for face stimuli exist in babies even younger than 10 minutes [24].

Our study (7], that aimed at quantifying the skills of humans in face recog-
nition of unfamiliar faces, has been supported by more than 4000 volunteers?.
We found that the lack of high spatial frequencies in visual stimuli, which re-
sult in blurred images as if face information were coming from an unfocused
camera, hamper the recognition significantly more than the lack of low spatial
frequencies, which result in stimuli similar to artist drawn faces, see Figure 1.

The face recognition questions. In all 8 questions (Q1-Q8) the task was to
identify the picture of a stimulus person among a query set consisting of 10 pic-
tures. The subjects were informed, before the start of the test, that the stimulus
image and the image to be found in the query set were taken at two different oc-
casions and that these two images could differ significantly in hair style, glasses,
expression of the face, facial hair, clothing, etc. due to the natural changes in
appearance that occur upon passage of time (a few months). In Q1-Q4 and Q8
the stimulus and the query set were shown simultaneously, in the same screen.
Questions Q5-Q7 were similar to the other questions except that they included
a memorization task in that the stimulus was shown in its own page without the
query set. When the subject wished to continue, the stimulus was replaced by
the query set, forcing the subjects to answer the question without a possibility
to see the stimulus.

The available results [7] reveal that in questions in which the face image to be
recognized was not manipulated (e.g. the high frequencies were not depreciated),
the recognition rate varied between 55-75 % in the average. A surprising result
was that the females had in the average better success in all tasks than the
males. A typical question in the test is illustrated by Figure 1.

The fact that the success rates are in the best cases (female subjects) around
80% suggests that not only mono-modal information but also multimodal bio-
metric information processing e.g. using the signals from body motion including
head motion, speech, and lip movements, plays a significant role when humans
authenticate other humans.

% As of November 2003. The test is available at http://www.hh.se/facetest
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Q1

7 ) 9. 10.

Fig.1. A question illustrating the test. On the top the stimulus is given. The
subject matched the stimulus with one of the 10 images below the stimulus. The
low spatial frequencies of the stimulus were removed by signal processing.

3 Definitions

In authentication (also known as verification) applications, the users or clients
are known to the system whereas the impostors can potentially be the world
population. In such applications the users provide their claimed identities (ei-
ther true or false) and a one-to-one matching is performed. If the result of the
comparison (also score or opinion) is higher than a verification threshold, then
the claim is accepted, otherwise the claim is rejected.

In identification applications, there is no identity claim and the candidate
is compared to a database of client models, therefore a one-to-many matching
is performed in this case. In the simplest form of identification, also known as
closed-set identification, the best client model is selected. In open-set identifi-
cation, the highest score is further compared to a verification threshold so as
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Fig. 2. The proposed system model of multi-modal person authentication.

to accept/reject this candidate as belonging or not to the database (an implicit
authentication step).

In a multimodal authentication framework, various subsystems (also denoted
as ezperts) are present, each one of them specialized on a different trait. Each
expert delivers its opinion on a “package” of data containing an identity claim
(e.g. face images, fingerprint images, speech data, etc.) that will be referred to
as a shot. This paper is focused on combining the experts opinions (also known
as soft decisions). It will be shown that a careful design of the supervisor (also
known as fusion strategy) yields a combined opinion which is more reliable than
the best expert opinion.

4 System Model

Below is a list of the major notations we use throughout the paper, see also
Figure 2.

i Index of the experts, i€ 1...m

J Index of the shots, j €1...n,n+1

z;; Authenticity score delivered by expert i on shot i
$i; Variance of Zi; as estimated by expert i

y; The true authenticity score of shot j

zij The error score of an expert Zij = Yj — Tyj

Note that the experts are allowed to provide a quality of the score which is
modelled to be inversely proportional to sij. This strategy is novel with respect
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to the implemented supervisors reported so far in that it is the expert who is
providing a variance on every authenticity score it delivers, not the supervisor.
It is also worth pointing out that y; can take only two numerical values corre-
sponding to “False” and “True”. If z;; is between 0 and 1 then these values are
chosen to be 0 and 1 respectively. We assume that the experts have been trained
on other shots apart from j € 1...n,n + 1. The supervisor is trained on shots
Jj€l...n (ie. z;; and y; are known for j € 1...n) and we consider shot n + 1
as a test shot on the working multimodal system (i.e. z; ,,+1 is known, but y, 11
is not known and the supervisor task is to estimate it).

5 Statistical Model

The model for combining the different experts is based on Bayesian statistics
and the assumption of normal distributed expert errors, i.e. z;; is considered to
be a sample of the random variable Z;; ~ N (b,',o'?j). It has been shown experi-
mentally [11] that this assumption does not strictly hold for common audio- and
video-based biometric machine experts, but it is shown that it holds reasonably
well when client and impostor distributions are considered separately. Taking
this result into account, two different supervisors are constructed, one of them
based on expert opinions where y; = 1

C = {zij,sijly; =1and 1 < j < n} (1)
while the other is based on expert opinions where y; = 0
T = {zij,si5ly; =0 and 1 < j < n} (2)

The two supervisors will be referred to as client supervisor and impostor super-
visor, respectively (see Figure 2).

The client supervisor estimates the expected true authenticity score of an
input claim based on its expertise on recognizing client data. More formally, it
computes My = E[Y,41|C, ;i ny1] (the prime notation will become apparent
later on). In case of impostor supervisor, M} = E [Yp41|Z, % n41] is computed.
The conciliated overall score M takes into account the different expertise of the
two supervisors and chooses the one which came closest to its goal, i.e. 0 for the
impostor supervisor and 1 for the client supervisor:

w_ JMEif[1—MZ—]0—- MY <0
M= {Mé’ otherwise @)

Based on the normality assumption of the errors, the supervisor algorithm
described in [11] is obtained (see [13] for further background and details). In the
following, we summarize this algorithm in the two cases where it can be applied.

5.1 Simplified Supervisor Algorithm

When no quality information is available, the following simplified supervisor
algorithm is obtained by using s;; = 1:
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1. (Supervisor Training) Estimate the bias parameters of each expert. In case
of the client supervisor the bias parameters are
acq

1
Me; = n—czzﬁ and Vg = (4)

nc
J

where j indexes the training set C, n¢ is the number of shots in C and

2

1 5 1
o= 3 Z%"E Zzij (5)
J J

C

Similarly Mz; and Vz; are obtained for the impostor supervisor.

2. (Authentication Phase) At this step, both supervisors are operational, so
that the time instant is always n + 1 and the supervisors have access to
expert opinions z;»4+1 but not access to the true authenticity score y,41.
Client and impostor supervisors calibrate the experts according to their past
performance, yielding (for the client supervisor)

Me; = Zins1 + Me; and Vi, = (ne + 1)V, (6)

and then the different calibrated experts are combined according to

MY = = ™)

oY=

<
Il
R
5

Similarly, Mz;, V7, and M7 are obtained. The final supervisor opinion is
obtained according to (3).

The algorithm described above has been successfully applied in [25] in a
multimodal authentication system combining face and speech data. Verification
performance improvements of almost an order magnitude were reported as com-
pared to the best modality.

5.2 Full Supervisor Algorithm

When not only the experts scores but also the quality of the scores are available,
the following algorithm is obtained:

1. (Supervisor Training) Estimate the bias parameters. For the client supervisor

2ot 1

7
1 and Vi = T (8)
2537 2557

Mc; =
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where the training set C is used. The variances o2, are estimated through

J
=2 _
Gi; = Sij - OCi, where

2 il
o (TE-(T2) (55) ) @

Similarly Mz; and Vz; are obtained for the impostor supervisor.
2. (Authentication Phase) First the supervisors calibrate the experts according
to their past performance, for the client supervisor

Mt = Tin1 + Mei and V3, = siny10ci + Vei (10)

and then the different calibrated experts are combined according to (7).
Similarly, M7, V7, and M7 are obtained. The final supervisor opinion is
obtained according to (3).

The algorithm described above has been successfully applied in [13] combin-
ing human expert opinions but not in a multimodal authentication application.

5.3 Adaptive Strategy

The variance s;; of the score z;; is provided by the expert and concerns a par-
ticular authentication assessment. It is not a general reliability measure for the
expert itself, but a certainty measure based on qualitative knowledge of the ex-
pert and the data the expert assesses. Typically the variance of the score is
chosen as the width of the range in which one can place the score. Because such
intervals can be conveniently provided by a human expert, the algorithm in sec-
tion 5.2 constitutes a systematic way of combining human and machine expertise
in an authentication application. An example of such an application is forensics,
where machine expert approaches have been proposed [26] and human opinions
must be taken into consideration.

In this work, we propose to calculate s;; for a machine expert by using a
quality measure of the input biometric signal (see Figure 2). This implies taking
into account equation (10) right, that the trained supervisor adapts the weights
of the experts using the input signal quality. First we define the quality gs5 of
the score z;; according to

% =V Qij * Qiclaim (11)

where Q;; and Q; ciaim are respectively the quality label of the biometric sample
used by expert ¢ in shot j and the average quality of the biometric samples
used by expert i for modelling the claimed identity. The two quality labels Qqj
and Q; ciqaim are supposed to be in the range [0, Gmaz) With gmaz > 1 where 0
corresponds to the poorest quality, 1 corresponds to normal quality and ¢naq
corresponds to the highest quality. Finally, the variance parameter is calculated

according to
1
oy (12)

Sij =
q‘l]



