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To Antigone
never dull
never boring
always a Sage



PREFACE

“The tie, if I might suggest it, sir, a shade more tightly knotted. One aims at the perfect
butterfly effect. If you will permit me —”

“What does it matter, Jeeves, at a time like this? Do you realize that Mr. Little’s domes-
tic happiness is hanging in the scale?”

“There is no time, sir, at which ties do not matter.”

—Very Good, Jeeves! P. G, Wodehouse

In this age of universal electronic connectivity, of viruses and hackers, of
electronic eavesdropping and electronic fraud, there is indeed no time at
which security does not matter. Two trends have come together to make the
topic of this book of vital interest. First, the explosive growth in computer
systems and their interconnections via networks has increased the depen-
dence of both organizations and individuals on the information stored and
communicated using these systems. This, in turn, has led to a heightened
awareness of the need to protect data and resources from disclosure, to guar-
antee the authenticity of data and messages, and to protect systems from net-
work-based attacks. Second, the disciplines of cryptography and network
security have matured, leading to the development of practical, readily avail-
able applications to enforce network security.

It is the purpose of this book to provide a practical survey of both the prin-
ciples and practice of cryptography and network security. In the first two
parts of the book, the basic issues to be addressed by a network security capa-
bility are explored by providing a tutorial and survey of cryptography and
network security technology. The latter part of the book deals with the prac-
tice of network security: practical applications that have been implemented
and are in use to provide network security.

The subject, and therefore this book, draws on a variety of disciplines.
In particular, it is impossible to appreciate the significance of some of the
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techniques discussed in this book without a basic understanding of number theory
and some results from probability theory. Nevertheless, an attempt has been made
to make the book self-contained. The book presents not only the basic mathemati-
cal results that are needed but provides the reader with an intuitive understanding
of those results. Such background material is introduced as needed. This approach
helps to motivate the material that is introduced, and the author considers this
preferable to simply presenting all of the mathematical material in a lump at the
beginning of the book.

"The book is intended for both an academic and a professional audience. As a text-
book, it is intended as a one-semester undergraduate course in cryptography and
network security for computer science, computer engineering, and electrical engi-

neering majors. The book also serves as a basic reference volume and is suitable for
self-study.

Plan of the Book

The book is organized in four parts:

1. Conventional Encryption: A detailed examination of conventional encryption
algorithms and design principles, including a discussion of the use of conven-
tional encryption for confidentiality.

I1. Public-Key Encryption and Hash Functions: A detailed examination of pub-
lic-key encryption algorithms and design principles. This part also examines
the use of message authentication codes and hash functions, as well as digital
signatures and public-key certificates.

II1. Network Security Practice: Covers important network security tools and appli-
cations, including Kerberos, X.509v3 certificates, PGP, S'MIME, IP Security,
SSL/TLS, and SET.

IV. System Security: Looks at system-level security issues, including the threat of
and countermeasures for intruders and viruses, and the use of firewalls and
trusted systems.

A more detailed, chapter-by-chapter summary appears at the end of Chapter 1.
In addition, the book includes an extensive glossary, a list of frequently used
acronyms, and a bibliography. There are also end-of-chapter problems and sugges-
tions for further reading.

There is a Web page for this book that provides support for students and instruc-
tors. The page includes links to relevant sites, transparency masters of figures in the
book in PDF (Adobe Acrobat) format, and sign-up information for the book’s
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Internet mailing list. The Web page is at http://www.shore.net/~ws/Security2e.html.
An Internet mailing list has been set up so that instructors using this book can
exchange information, suggestions, and questions with each other and with the
author. As soon as typos or other errors are discovered, an errata list for this book
will be available at http://www.shore.net/~ws.

For many instructors, an important component of a cryptography or security course
is a project or set of projects by which the student gets hands-on experience to rein-
force concepts from the text. This book provides an unparalleled degree of support
for including a projects component in the course. The instructor’s manual not only
includes guidance on how to assign and structure the projects, but also includes a set
of suggested projects that covers a broad range of topics from the text:

¢ Research Projects: A series of research assignments that instruct the student
to research a particular topic on the Internet and write a report.

* Programming Projects: A series of programming projects that cover a broad range
of topics and that can be implemented in any suitable language on any platform.

+ Reading/Report Assignments: A list of papers in the literature, one for each
chapter, that can be assigned for the student to read and then write a short report.

See Appendix A for details.

In the four years since the first edition of this book was published, the field has seen
continued innovations and improvements. In this new edition, I try to capture these
changes while maintaining a broad and comprehensive coverage of the entire field.
To begin this process of revision, the first edition of this book was extensively
reviewed by a number of professors who teach the subject. The result is that, in
many places, the narrative has been clarified and tightened, and illustrations have
been improved. Also, a number of new “field-tested” problems have been added.

An obvious change is in the title; the book is now called Cryptography and
Network Security, to reflect the central role of cryptographic algorithms in network
security. The book has also been drastically reorganized to provide a more logical
sequence both for classroom instruction and self-study.

Beyond these refinements to improve pedagogy and user friendliness, there have
been major substantive changes throughout the book. Highlights include the following;

o New—Discussion of Block Cipher Design: Three sections that discuss the
structure of block ciphers, block cipher design principles, and features of
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recent advanced ciphers have been added, greatly strengthening the overall
discussion of conventional encryption.

» New—Coverage of Additional Conventional Encryption Algorithms: The book
now includes coverage of recent algorithms that are being found in commercial
products and Internet standards, including Blowfish, RCS5, and CAST-128.

o New—Treatment of Elliptic Curve Cryptography: This is becoming an impor-
tant alternative to RSA and Diffie-Hellman for public-key cryptography.

¢ Expanded—Coverage of Number Theory: The coverage has been expanded
to an entire chapter and includes numerous worked-out examples to clarify
this abstract subject.

¢ New—Discussion of Hash Code and MAC Design: Discussion has been added
on design principles and security of hash functions and message authentica-
tion codes.

* New-—Coverage of Additional Hash and MAC Algorithms; The book now
includes coverage of recent algorithms that are being found in commercial
products and Internet standards, including RIPEMD-160 and HMAC.

¢ Expanded—Coverage of X.509 and New Treatment of X.509v3: X.509 public-
key certificates, especially version 3, are now found in numerous products and
Internet standards.

¢ New—Coverage of S'MIME: S/MIME has become the standard for commer-
cial secure electronic mail.

¢ New—Chapter on IP Security: IPSec is an important new set of standards for
constructing virtual private networks and for end-to-end security over the
Internet. An entire chapter has been added to treat this important topic.

* New—Chapter on Web Security: Web security has become one of the most
important areas of network security and raises many new challenges. An entire
chapter has been added to treat this topic. The chapter covers two major Web
security standards:

o Secure Socket Layer (SSL) and Transport Layer Security (TLS): SSL is the
defacto standard for Web security found in virtually all browser and server
offerings; TLS is an emerging Internet standard intended to replace SSL.

o Secure Electronic Transactions (SET): SET is the emerging standard for
secure electronic commerce over the Web.

¢’ New-—Chapter on Firewalls: Firewalls have emerged as the product of choice
for protecting corporate sites that are connected to the Internet.

* New—Expanded Instructor Support: The instructor’s manual, as before,
includes solutions to all of the problems in the book. In addition, the manual
provides support for student projects, as described previously.

» Other changes: These include the following:

o A new section on bent functions, which are important in the design of S-boxes
for conventional encryption algorithms.

o Pointers to relevant Web sites are found in the Recommended Reading
section of many chapters.

& Dozens of new homework problems have been added.
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ACRONYMS

AH
ANSI
CBC
CESG
CFB
DES
DSA
DSS
ECB
ESP
FIPS
IAB
IDEA
IETF
iP
IPSec
ISO
ITU
ITU-T
v
KDC
LAN
MAC
MIC
MIME
MDS5
MTU
NIST
NSA
OFB
PGP
PRNG
RFC
RNG
RSA
SET
SHA
SHS
S/MIME
SNMP
SNMPv3
SSL
TCP
TLS
UDP
WAN

Authentication Header

American National Standards Institute
Cipher Block Chaining
Communications-Electronics Security Group
Cipher Feedback

Data Encryption Standard

Digital Signature Algorithm

Digital Signature Standard

Electronic Codebook

Encapsulating Security Payload

Federal Information Processing Standard
Internet Architecture Board

International Data Encryption Algorithm
Internet Engineering Task Force

Internet Protocol

IP Security

International Organization for Standardization
International Telecommunication Union
ITU Telecommunication Standardization Sector
Initialization Vector

Key Distribution Center

Local Area Network

Message Authentication Code

Message Integrity Code

Multi-Purpose Internet Mail Extension
Message Digest, Version 5

Maximum Transmission Unit

National Institute of Standards and Technology
National Security Agency

Output Feedback

Pretty Good Privacy

Pseudorandom Number Generator

Request for Comments

Random Number Generator
Rivest-Shamir-Adelman

Secure Electronic Transaction

Secure Hash Algorithm

Secure Hash Standard

Secure MIME

Simple Network Management Protocol
Simple Network Management Protocol version 3
Secure Sockets Layer

Transmission Control Protocol

Transport Layer Security

User Datagram Protocol

Wide Area Network
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